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NANG CAO NANG LUC PHONG, CHONG CHIEN TRANH THONG TIN
TREN KHONG GIAN MANG CHO ST QUAN TRE TRONG QUAN POI HIEN NAY

Truwong Vian Luyén, Lé Hai Ninh
Nghién ctru sinh - Hoc vién Chinh tri

Tom tit: Trong boi canh chuyén doi sé toan dién, chién tranh thong tin trén khéng gian mang ngay cang phirc tap; tic
ddng tiéu cuee dén nhan thire, niém tin, ¥ chi, hanh vi ciia qudn nhdn va sirc manh chién dau ciia Quan déi. Bai bdo tap trung
lam ro nhng van dé Iy lugn vé chién tranh théng tin; phong, chdng chién tranh thong tin trén khéng gian mang, trén co
s6 dé dé xudt ba bién phdp ning cao ndng lwc phong, chéng chién tranh thong tin trén khong gian mang cho st quan tré
trong Quan doi: gzao duc nang cao nhdn thirc vé nhiém vu; phat trién thai dg trach nhiém; rén luyén kj nang nhdn dién,
phan bdc, sir dung nén tang sé va lan téa thong tin tich cwe, hinh danh “Bé ddi cu Ho”, g6p phan giit viing trdn dia t twéng
trong toan qudn va niém tin ciia nhdn dan vao Pang, Chinh quyén, ché do va Qudn di.

Tir khéa: Chién tranh thong tin; nang luc; phong, chong chién tranh thong tin; si quan tré; qudn doi.

ENHANCING THE CAPABILITIES OF YOUNG MILITARY OFFICERS TO
PREVENT AND COUNTER INFORMATION WARFARE IN CYBERSPACE TODAY

Abstract: In the context of comprehensive digital transformation, information warfare in cyberspace is becoming
increasingly complex, adversely affecting military personnel’s perceptions, beliefs, willpower, and behavior, as well as
the combat effectiveness of the Vietnam People'’s Army. This article examines the theoretical foundations of information
warfare and the prevention and countering of information warfare in cyberspace. On this basis, it proposes three measures
to enhance the capabilities of young officers in the Vietnam People’s Army to prevent and counter information warfare
in cyberspace: raising awareness of their duties, fostering a sense of responsibility; and developing skills in identifying
and countering information manipulation, using digital platforms, disseminating positive information, and promoting the
image of “Uncle Ho's Soldiers.” These measures aim to help safeguard the ideological foundation throughout the military
and strengthen public trust in the Communist Party of Vietnam, the government, the socialist system, and the Vietnam

People’s Army.
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I. PAT VAN DE

Trong xu thé chuyén doi s6 va su phét trién manh
mé cua cong nghé thong tin, khong gian mang trd
thanh moi truong tac chién quan trong ciia cic hoat
dong quan su, qudc phong, dong thoi 1a dia ban
dién ra nhiing hoat dong chién tranh thong tin ngay
cang phirc tap. Thong qua cac phuong tién truyen
thong va nén tang so, chién tranh thong tin c6 thé
lam suy giam nhan thirc, niém tin, y chi va hanh
vi ctia quan nhéan; anh huong tiéu cuc dén sy doan
két, thdng nhat trong tap thé quan nhan ciing nhu
du luan xa hoi, niém tin cta nhan dan vao bang,
Chinh quyén Nha nudc va ché do xa hoi chii nghia
& nudc ta. ST quan tré trong Quan ddi véi dic diém
nang dong, nhay bén, thuong xuyén tiép can cong
nghé sd, vira 1a d6i tuong c6 thé chiu tac dong, vira
1a Iyc luong quan trong tham gia phong, chéng
chién tranh thong tin. Vi vay, nghién ctru nng cao
ning lyc phong, chong chién tranh thong tin cho si
quan tré cd y nghia thiét thuc, gop phan xiy dung
Quén doi vitng manh, dap (mg yéu cau nhiém vu
bao vé T6 qudc trong tinh hinh méi; xdy dung thé
tran qudc phong toan dan véi thé tran an ninh nhan
dan viing chéc; giit vilng nén tang tu tuéng cia
Dang trong toan dan, toan quan.

36 | Tap 32 s 11ki 1 (thang 11/2026)

Phan bi¢gn: 13/10/2026

Duyét déng: 16/10/2026

II. NOI DUNG NGHIEN CUU

2.1. Ly luan vé chién tranh théng tin va
phong, chong chién tranh thong tin trén khong
gian mang

2.1.1. Ly ludn vé chién tranh théng tin trén
khong gian mang

Trong chién tranh truyén thdng, thong tin duoc
sir dung dé trinh sat, chi huy, nghi binh, tuyén
truyén, bao vé bi mat va tac dong tinh than do6i
phuong. Internet, mang xa hoi, dir li¢u 16n, thuat
toan va tri tué nhan tao di mé rong quy mo, tde
d6 va kha ning tac dong cua thong tin dén hé
thong thong tin, nhan thirc va qua trinh ra quyét
dinh. Libicki (1995) tiép can chién tranh thong tin
bao gom chién tranh chi huy — kiém soat, dién tir,
tam 1y, hacker va cac hoat dong khai thac, pha
hoai ngudn lyc thong tin, khong dong nhat voi
tién cong bang vil lyc. Colon (2023) nhan manh
chién tranh thong tin 1am mo ranh gi6i gitta chién
tranh va hoa binh, cong khai va bi mat, chu thé
nha nudc va phi nha nuéc, nham dinh hinh nhan
thirc va phan Uing cua con ngudi phuc vu muc
tiéu chinh tri, ngoai giao, kinh té hodc quan su.
Tir d6, bai bdo quan niém: Chién tranh thong tin
trén khong gian mang 1a tong thé hoat dong c6 to
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chire, c6 muc dich cua cac chu thé sir dung thong
tin, dir liéu, phuong tién truyén thong, nén ting
s6 va cong ngh¢ mang dé tac dong, 1am suy giam
hoic chi phdi h¢ thong thong tin, nhan thirc, niém
tin, ¥ chi, quyét dinh va hanh vi cua ddi tuong;
ddng thoi bao vé ngudn luc, ning luc théng tin
ctia minh nham tao wu thé, phuc vu muyc tiéu chinh
tri, quan su va chién lugc khac. Chién tranh thong
tin trén khong gian mang c6 bay dac trung: (1)
c6 myc dich va to chic chat chg; (2) dbi khang,
tranh gianh wu thé thong tin; (3) da dang vé luc
luong, phuong tién va phuong thirc; (4) phi vat
chat tuong ddi, tac dong xuyén khong gian va thoi
gian; (5) tac dong toan dién dén hé thong thong tin
va con nguoi; (6) tham nhap sau vao nhan thuec,
tam 1y, hanh vi; (7) két hop tién cong va phong vé
thong tin.

2.1.2. Tac ddéng cua chién tranh théng tin trén
khong gian mang

Thi nhat, gay nhidu loan nhan thtic, suy giam
kha ning danh gia thong tin va ra quyét dinh
thong qua thong tin sai 1éch, mau thuan, kho kiém
chung, khién phan doan dé bi chi phéi boi cam
xuc va dinh kién. Thi hai, gay lo au, hoang mang,
nghi ngd, bi quan, 1am suy giam niém tin, sy 6n
dinh tdm 1y va kha nang ty chu cia nguoi dan,
quén nhéan. Thi ba, khai thac khac bigt, mau thuan
va van dé nhay cam dé gia tang phan cuyc, chia
1€, 1am suy yéu long tin, su dong thuan va kha
nang phdi hop hanh dong trong cong dong. Thir
tu, xuyén tac thong tin, lich str, chinh sach va hoat
dong cua cac t6 chirc, gy hoai nghi, suy giam
niém tin chinh tri, anh huéng dén tu tuong va dinh
huéng hanh dong. Thir ndm, phat tan thong tin
sai 1éch vé chién truong, lyc lugng, ménh 1énh va
nguoi chi huy, lam giam hi€u qua chi huy, ky luat,
doan két, ¥ chi chién déu va kha ning phéi hop
cta luc luong vii trang. Thtr sau, khi trién khai
trén quy mo 16n hodc két hop cac hoat dong gay
strc ép khac, c6 thé de doa an ninh, 6n dinh chinh
tri — xa hoi, tac dong tiéu cuc dén kinh té, d6i
ngoai, quan 1y nha nuéc, qubc phong va ning luc
g pho quéc gia.

2.1.3. Ly ludn vé phong, chong chién tranh
thong tin trén khong gian mang

Phong, chong chién tranh thong tin trén  khong
gian mang thudc nhiém vy bao vé T6 qubc, gin
v6i bao vé nén tang tu tudng cua Pang, an ninh
chinh tri, chi quyén qudc gia, bi mat nha nudc,
bi mét quan sy va sy vimg manh vé chinh tri, tu
tuong cua Quan doi. Bai viét quan niém: Phong,
chéng chién tranh thong tin trén khong gian mang

1a tong thé hoat dong c6 muc dich, ¢o to chirc ctia
cac chu thé, lyc luong, sir dung bién phap chinh
tri, tu tuwong, td chire, phap luat, nghi¢p vu, tmyén
thong va cong nghé dé du bao, nhan dién, ngan
ngira, phat hién, ddu tranh, ngan chin, v6 hiéu hoa
hoat dong st dung thong tin, dir liu, nén tang sd
va cong ngh¢ mang nham chéng pha; dong thoi
bao v€ ngudn luc, hé thong thong tin, nén tang
tu tuong, niém tin, y chi va kha ning ra quyét
dinh, gop phan giir ving an ninh chinh tri, trat ty,
an toan x4 hoi, cht quyén qudc gia va stitc manh
chinh trj, tinh than cua Quan do6i. Hoat dong nay
dat dudi sy lanh dao cua Pang, quan ly cua Nha
nudc, voi sy tham gia cua cac co quan, t6 chuc,
lyc lugng vii trang va nhan dan. N§i dung chu
yéu gdm gido duc nang cao nhén thirc, cung cap
thong tin chinh xac, phat hién va xt ly hoat dong
thong tin gy hai, biao vé hé thong thong tin va
khéc phuc hau qua. Qua trinh thuc hién can déng
bd cac bién phap, bao dam thdng nhit, dung phép
luat, chu dong, chinh xac, kip tho; két hop “xay”

va “chdng”, ldy nang cao nhan thirc, cung cb niém
tin va kha nang tu bao vé 1am nén tang.

2.2. Cac bién phap nang cao nang luc phong,
chéng chién tranh thong tin trén khong gian
mang cho si quan tré trong Quan doi hién nay

2.2.1. Gido duc nang cao nhan thirc vé nhiém vu
phong, chong chién tranh théng tin cho si quan tré

Pay 1a bién phap nén tang, gitp si quan tré hiéu
ban chit, muc dich, phuong thtrc, thu doan va tac
dong cua chién tranh thong tin; x4c dinh trach
nhiém bdo v€ an ninh thong tin, gitt viing chinh
tri, tu tudng, tam 1y va thyc hién nhiém vu quan
su, qudc phong. Noi dung gido duc can tap trung
vao thu doan phat tdn thong tin sai 1€ch, gid mao
nguén tin, xuyén tac sy ki¢n, kich dong cam xuc,
thao tng nhan thirc va tac dong dén niém tin, ¥
chi, hanh vi, doan két quan nhan. Lewandowsky
va cong sy (2012) chi ra rang thong tin sai 1éch
c6 thé tiép tuc anh huong dén tri nhé va suy luén
ngay ca khi dugc dinh chinh. Vi vay, can giup si
quan tré hiéu co ché tic dong, phat trién tu duy
phan bién va danh gi4 thong tin dya trén bang
chting duoc kiém chtng; dong thoi ning cao ¥
thirc bao vé bi mat quan su, an toan dir liéu, chap
hanh ky luat phat ngon va quy dinh str dung mang
xa hoi. Phuong phap gido duc can két hop giao
duc chinh tri, pho bién phap luat véi chuyén dé,
toa dam, trao ddi kinh nghiém va phan tich tinh
huéng. McGrew (2020) cho thay huong dan va
thyc hanh danh gia thong tin truc tuyén c6 thé cai
thién kha ning kiém chimg ngudn tin. Do d6, can
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gan 1y luan véi thyc hanh nhan dién, kiém ching
thong tin; phat huy vai tro cua cap ly, nguoi chi
huy, co quan chinh tri va t6 chtrc doan trong trién
khai, kiém tra, danh gi4, gitp si quan tré van dung
kién thtrc vao thuc tién.

2.2.2. Chu trong phat trién thai do trach nhiém
trong hoat déng phong, chong chién tranh thong
tin cho st quan tre

Pay 1a bién phap quan trong nhim chuyén
hoéa nhén thuc thanh dong co, tinh chu dong, tu
giac va hanh ddng tich cuc cua si quan tré trong
phong, chéng chién tranh théng tin trén khong
gian mang. Muc dich ctia bién phdp nham hinh
thanh & si quan tré sy quan tam, tinh than trach
nhiém, tinh chu dong, thai do than trong, kién tri
va quyét tam thyuc hién nhiém vuy; déng thoi khic
phuc nhirng biéu hién tho o, chi quan, thiéu canh
giac hoac phan ung cam tinh trudc cac tdc dong
thong tin tiéu cuc trén khong gian mang. Trudce
hét, can chu trong gido duc, xdy dung dong co
dung din, 1am cho si quan tré nhan thirc 16 mbi
quan hé giita hanh vi tiép nhan, xur 1y, chia sé
thong tin cua c4 nhan véi an ninh, an toan thong
tin, ky luat va hiéu qua thyc hién nhi¢m vu cua
don vi. Trén co so d6, khuyén khich ho ty giac
tim hiéu da chiéu, chu dong kiém chimg thong
tin, tich cuc phat hién va bdo cao nhiing nguy
co thong tin sai trai theo chuc trach, khong chia
s¢ ndi dung chua dugc xac thuc hodc thong tin
thuoc pham vi bao v¢. Ngoai ra, can chu trong
rén luyén cho s quan tré thoi quen ty kiém tra, tu
danh gia va ty diéu chinh hanh vi trong qué trinh
stt dung khong gian mang. Dong thoi, phai phat
huy vai tro néu guong cua can b9, dang vién,
can bo doan; két hop gido duc trach nhiém véi
giao nhi¢m vy, t6 chue hoat dong thuc tién, dong
vién, biéu duong va kiém tra, danh gia. Can tao
diéu kién dé si quan tré phat huy tinh tich cuc,
chu dong, sang tao trong cac hoat dong bao v¢
thong tin, xay dung moi truong mang lanh manh.
Pac biét, chu trong rén luyén su binh tinh, than
trong, kha nang kiém soat cam xuc va thai do
t6n trong su that khi tiép xtic voi nhimng thong
tin gdy hoang mang hodc kich dong. Pennycook
va Rand (2022) chi ra, vi¢c hudng su chu y cua
nguodi st dung mang xa hoi vao tinh chinh xéc
c¢6 thé gop phan han ché ¥ dinh chia sé thong tin
sai 1éch. Vi vdy, phat trién thai do trach nhiém
can gan v6i hinh thanh thoi quen kiém ching
tredc khi chia sé, ing xr ¢6 van hoa, chap hanh
nghiém ky ludt va chiu trach nhiém ddi véi hanh
vi cta ban than trén khong gian mang.
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2.2.3. Rén luyén cdc kyj ning phong, chong
chién tranh théng tin cho si quan tré

Day 1a bién phap truc tiép gitp si quan tré van
dung kién thuc, thai do trach nhiém vao phong,
chéng chién tranh thong tin trén khong gian
mang. Bién phap can trién khai thuong xuyén, co
hé thong, két hop 1y thuyét, thuc hanh tinh huéng
va danh gia két qua, tap trung vao bdn ndi dung.
Tht nhét, rén luyén k¥ nang nhan dién thu doan
chién tranh thong tin. Hudng dan si quan tré phat
hién d4u hiéu gia mao, xuyén tac, cat ghép, kich
dong cam xuc va thao ting nhan thuc; xac dinh
ngudn tin, dbi chiéu bang chimg, kiém tra hinh
anh, video, tai khoan va nguy co lién quan dén
thong tin quan sy. Cac bai tap gia dinh can gitp
nguoi hoc thyc hanh kiém chung, danh gia muic
dd nguy hai va Iya chon cach xtr ly. Roozenbeek
(2019) cho thdy phwong phap “mién dich” tam ly
thong qua lam quen véi k¥ thuét thao ting co thé
nang cao kha nang nhan dién thong tin sai I¢ch,
g0o1 mo viée td chtrc canh bao va thuc hanh nhan
dién cac thu doan nay. Thir hai, rén luyén ky nang
phan bac va dinh huéng thong tin. B6i dudng
kha nang phan tich ndi dung sai 1éch, lya chon
bang chimg, 1ap luan logic va phan hdi diing tham
quyén thong qua chuyén de, thao ludn nhém, thue
hanh tinh huéng. Phan bac can binh tinh, khach
quan, tranh cong kich, quy chup hoac lam lan
truyén thém thong tin sai 1éch. Lewandowsky va
cong sy (2012) chi ra thong tin sai léch van c6
thé anh huong dén nhan thirc sau khi bi bac bo;
vi vay, dinh chinh can cung cp cach giai thich
thay thé c6 co so. Trong Quan do6i, k§ ning nay
phai gin voi bao vé bi mat, ky luat phat ngon va
chuc trach dugc giao. Thir ba, rén luyén k¥ nang
stt dung mang xa hoi va nén tang sb. Cha trong
tiép nhan, xtr 1y, chia sé thong tin c6 trach nhi¢m;
bao v¢ dir li¢u, tai khodn, thong tin cd nhan va
bi mat quan sy; nhan dién duong dan doc hai,
tai khoan gia mao va nguy co 16 thong tin. DPong
thoi, hinh thanh théi quen kiém chimg trudc khi
chia s¢, kiém soat cam xuc va tmg xu van minh.
Pennycook va Rand (2022) cho thiy huéng su
cha ¥ véo tinh chinh x4c c6 thé giam y dinh chia
sé thong tin sai 1éch. Vi vay, kiém tra nguén, danh
gia ndi dung va can nhic hau qua can tré thanh
thoi quen cua si quan tré. Thu tu, xay dung mo
hinh lan téa thong tin tich cuc va hinh anh “Bo
d6i Cy HO”. Phat huy vai tro cua cap ty, ngudi
chi huy, co quan chinh tri va t6 chirc doan trong
t6 churc truyen thong phu hop nhiém vu don vi.
Nguyén Tuan Kiét (2026) nhan manh viéc khoi
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day, phat trién va lan toa pham chat, nang luc ctia
thanh nién Quan doi trong déu tranh bao vé nén
tang tu tuong cua Pang trén khong gian mang.
Theo d6, can khuyén khich si quan tré xay dung,
chia sé bai viét, hinh anh, video chan thuc, c6 gia
tri gido duc, nhan vin; boi dudng k¥ ning sang tao
no6i dung va danh gia hiéu qua bang chat luong, do
tin cdy, gia tri tich cuc, thay vi chi dua vao luot
tuong tac. Xay dung hinh anh “B6 doi Cu HO”
phai gan véi rén luyén dao dirc, tic phong, trach
nhiém va hanh dong thuc tién, théng nhét 101 no6i
v6i viée 1am. Ba bién phéap c6 quan hé hd tro, bd
sung: gido dyuc nhan thirc tao dinh hudng; phat
trién thai do trach nhiém tao dong luc; rén luyén
ky nang nang cao kha nang thuc hién nhi€ém vu.
Trién khai dong bo, thudng xuyén, gin véi thuc
tién quan su s& gop phan phat huy tinh chu dong,
sang tao cua si quan tré trong phong, chdng chién
tranh thong tin trén khong gian mang.

III. KET LUAN

Trong bdi canh chién tranh thong tin trén khong
gian mang ngay cang phure tap, nang cao nang luc
phong, chdng chién tranh thong tin cho si quan tré
trong Quén doi 14 yéu cau khéch quan, gop phan xay
dung Quan do6i vimng manh ve chinh tri, nng cao
chét luong tong hop va stic manh chién dau. Dé thuc
hién hi¢u qua nhi¢ém vu nay, can phat huy vai tro
lanh dao, chi dao ctia cap uy, to chirc dang, nguoi chi
huy va sur phdi hop ctia cac t6 chuc, luc luzong, dong
thot phat huy tinh tich cuc, tu gidc, chu dong va sang
tao cua si quan tré trong thue hién nhiém vy phong,
chéng chlen tranh thong tin. Qua trinh thyc hién can
duoc tién hanh dong by, thudng xuyén, gan voi thuc
tién hoat dong quan sy, tao sy thong nhat giita nhan
thire, thai do trach nhiém va ky nang hanh dong, gop
phan gitr viing ban linh chinh tri, sy doan két, thong
nhét va kha ning sin sang chlen du cua Quan doi,
bao dam giit vitg chii quyén dat nude trén khong
gian mang.
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