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Tom tit: Bai bao trinh bay tong quan vé cac hé thong giam sdt thi tw déng trong ky thi trén may tinh, tap trung vao
cdc cong nghé cot 16i nhuwe nhdn dién khuén mat, giam sat man hinh, phdn tich hanh vi bang tri tué nhan tao va kiém sodt
thiét bi ngoai vi. Nghién civu danh gid wu diém va han ché ciia cac giai phdp hién nay, dong thoi xem xét kha nang irmg
dung trong ky thi lgp trinh. Két qua cho thdy cdc hé thong nay gép phan ndng cao tinh minh bach va liém chinh hoc thuat
nhieng van ton tai théch thire vé quyén riéng tu, ha tang ky thudt va do chinh xdc thudt todn. Trén co so d6, bai bdo dé xudt
hwedng phat trién theo huéng tich hop AI chuyén sdu va tang cuong bdo mdt dit liéu nham ndng cao hiéu qua gidm sdt va
danh gid trong gido duc so6.

Tir khéa: giam sat thi tw dong, thi triec tuyén, minh bach ky thi, phat hién gian Ign, thi trén mdy tinh.

AUTOMATED EXAM PROCTORING SYSTEMS IN COMPUTER-BASED
EXAMINATIONS: CORE TECHNOLOGIES, CHALLENGES, AND APPLICATION
DIRECTIONS FOR PROGRAMMING EXAMS

Abstract: This paper presents an overview of automated exam monitoring systems in computer-based exams, focusing
on core technologies such as facial recognition, screen monitoring, Al-powered behavioral analysis, and peripheral device
control. The study evaluates the advantages and limitations of current solutions and examines their potential application in
programming exams. The results show that these systems contribute to enhanced academic transparency and integrity, but
challenges remain regarding privacy, technical infrastructure, and algorithmic accuracy. Based on this, the paper proposes
a development direction towards deep Al integration and enhanced data security to improve the effectiveness of monitoring

and evaluation in digital education.
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1. PAT VAN DE

Sy bung n6 cta Cong nghé¢ thong tin va céac
nén tang hoc tap truc tuyen da tao ra nhing bién
chuyen sdu sac trong hé thong gido duc hién dai,
thuc ddy manh mé qua trinh s6 hoa cac phuong
thirc kiém tra va danh gia. Trong bdi canh do, cac
ky thi trén mdy tinh dang tr¢ thanh xu thé tat yéu
nho kha ning t6i uu hoa quy trinh t6 chirc, tu dong
hoa cong tac chim diém va nang cao hiéu qua quan
Iy dir li¢u. Dac biét, ddi véi cac hoc phﬁn mang
tinh thuc hanh cao nhu 1ap trinh, hinh thirc nay cho
phép danh gia mot cach tryc quan va chinh xac
nang luc chuyén moén thyc té cua ngu(‘)'i hoc

Tuy nhién, su chuyen dich tir moi truong thi
truyen thong sang moi trudng so cling dat ra
nhing thach thirc nghiém trong vé viéc duy tri
tinh liém chinh va cong bang trong gido duc. Viéc
thiéu Vang su giam sat truc tlep hoan toan tir can
bo coi thi da tao ra nhiing 16 hong cho cac hanh vi
gian 14n tinh vi, bao gdm viéc truy cap trai phép
vao cac nguon tai liéu dién t, st dung website
ngoai pham vi cho phep hoac tan dung cac phan
mém hd trg khong duoc kiém soat. Dé giai quyét
cac nguy co nay, viéc nghién ctru va trién khai cac

Phan bi¢n: 22/05/2026

Duyét dang: 26/05/2026

hé thong giam sat thi ty dong da tré thanh mot
yéu cau cip thiét. Cac hé thong nay tich hop nhiéu
cong ngh¢ tién tién nhu tri tué nhan tao (AI), nhan
dién khudén mit va phan tich hanh vi nhdm thiét
1ap mot co ché kiém soat da tang ddi vai thi sinh.

Bai bao nay tép trung thuc hién mot khao sat
tong quan v€ cac giai phap giam sat thi ty dong
phd bién hién nay. Nghién cuu di sdu vao phén
tich cac cong nghé nén tang, danh gia uu diém va
han ché cua ting hé thong, dong thoi thao luan vé
kha niing tmg dung thuc tién trong cic ky thi 1ap
trinh — mot moi truong doi hoi su can bang khat
khe giira tinh bao mat va déc thu thao tac ky thuét
cua thi sinh. Trén co s do, nghién cru dé xuét cac
dinh hudng phat trién nham t6i uu héa tinh minh
bach va khach quan cho cong tac danh gid gido
duc trong tuong lai.

IL. NQI DUNG NGHIEN CUU

2.1. Tong quan vé phan mém giam sat thi
tu dong

Phan mém gidm sét thi ty dong 1a hé thong tng
dung cong nghé dé theo ddi qua trinh lam bai, ho
tro phat hién cac hanh vi gian 1an va nang cao tinh
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cong bang trong thi cir. Hé thong nay c6 thé dugc
trién khai trong phong may hodc trong mdi trudng
thi tryc tuyén tir xa, gilip giam sy phu thudce vao
giam sat thu cong, hd tro to chirc thi quy mé 16n
va luu trlr dir liéu phuc vu cong tac hau kiém.

Céc hé thong giam sét thi tu dong (Automatic
Proctoring Systems) hién nay duoc thiét ké voi
cac dac tinh k¥ thuat da téng nham thiét 1ap mot
mdi trudng kiém tra minh bach va bao mat. Vé
mit twong tac vat 1y, hé thong tich hop kha ning
giam sat thong qua webcam va camera dé thuc
hién xac minh danh tinh, theo doi hudng nhin va
ghi hinh thi sinh trong sudt qué trinh lam bai nham
phat hién cic yéu to bat thuong tir moi trudng
xung quanh. Song song do, cac gidi phap nay thuc
hién kiém soat chit ché cac thao tac ky thuat trén
may tinh bang cach ghi nhan hoat ddng man hinh,
theo ddi chi tiét thao tac ban phim, chudt va tu
dong phat hién cac nd luc truy cap tmg dung hoic
website ngoai pham vi cho phép.

Dic biét, cac hé thong hién dai dd tmg dung
tri tu¢ nhén tao (AI) va hoc may dé phan tich sau
hanh vi nguol dung, tir tAn suat thao tac dén am
thanh mdi truong, gitp tw dong nhén di¢n cac tinh
hudng nghi ngd méa khong can sy gidm sat thi cong
lién tuc. Toan bd dir ligu trong qua trinh thi dugce
lru trir dudi dang nhat ky hoat dong chi tiét phuc
vu cong tac hau kiém, dong thoi h¢ thong thiét lap
co ché canh bao thoi gian thyc cho giam thi dé kip
thot xtr Iy cac vi pham ngay khi ching phat sinh.
Su két hop ciia cac cong nghé nay khong chi nang
cao tinh céng bang ma con tdi wu hda ngudn luc
trong cong tac t6 churc thi cir quy mo 16n .

Viéc trién khai cac giai phap nay khong chi ho
trg thiét 1ap cac khung thi truc tuyén 6n dinh ma
con gia tang tinh linh hoat cho ngudi hoc thong
qua viéc x6a bo cac rao can vé khong gian va thoi
gian. Vé mat quan tri giao duc, cac hé thong nay
g6p phan tbi uu hoa hiéu qua kinh té bang cach tiét
kiém chi phi td chirc va giam thiéu su phu thudc
vao ngudn nhan lyc giam sat thii cong. Dong thoi,
su tich hop cua cong nghé gitp chuan hoa quy
trinh kiém tra danh gia trén quy mé 16n, tao ra mot
co ché van hanh nhat quan va c6 kha nang luu trix
dir liéu phuc vu cong tac hau kiém.

2.2. Cac cong nghé duwgc sir dung trong hé
thong giam sat thi

2.2.1. Gidm sdt bang webcam va camera

Trong cic hé thong giam sat thi truc tuyén hién
nay, giam sat thong qua webcam va camera dugc
ghi nhan la phuong thirc pho bién va dong vai tro
nén tang nhat. Cong nghé nay cho phép thuc hién
dong thoi nhiéu nhiém vu kiém soat trong yeu
bao gém duy tri viéc ghi hinh lién tuc trong sudt
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qua trinh lam bai dé phuc vu hau kiém, thuc hién
xac minh danh tinh thi sinh va phat hi¢n sy hién
dién cuia cac ddi twong khong lién quan trong khu
vuec thi.

Bén canh d0, cic gidi phap nay con hd trg theo
ddi huéng nhin va phan tich cac biéu hién hanh vi
bat thuong nham dam béo tinh liém chinh ctia ky thi.
bac biét, viéc tich hop cong ngh¢ nhan dién khuén
mit cho phép cac hé thng hién dai thuc hién xac
thuc nguoi dung mot cach tw dong, dong thoi phét
hién kip thoi cac tinh hudng thay d6i doi tuong trude
camera, qua d6 nang cao dang ké kha ning bao mat
va do tin cdy trong cong tac danh gia tryc tuyén.

2.2.2. Ghi man hinh va giam sat ung dung

Cong nghé ghi nhan hoat dong man hinh va
giam sat ung dung dong vai tro thiét yéu trong
viéc thiét 1ap mot mdi truong kiém tra bao mat
va liém chinh. Chirc niang nay cho phép hé théng
thuc hién gidm sat toan dién céc thao tac k¥ thuat
trén may tinh, tr d6 kip thoi phat hién cac nd luc
truy cdp website trai phép, nhan dién hanh vi sao
chép dir liéu va kiém soét chat ché viéc khai chay
cac tng dung nam ngoai pham vi cho phép cua
quy ché thi

Dic biét, d6i voi cac ky thi chuyén biét nhu lap
trinh, tinh ning ndy tré thanh mot yéu cau ky thuat
trong yéu do dic thu thi sinh phai tuong tac truc
tiép v6i cac trinh bién dich va moi truong phat
trién phan mém. Viéc giam sat man hinh khong
chi gitip ngin chin gian 1an ma con hd trg phan
biét gitra cac thao tac nghi€p vu hop I¢ nhu tra ctru
tai liéu ky thuat duoc cho phép va cac hanh vi vi
pham, qua d6 dam bao tinh khach quan trong viéc
danh gia ning luc thyuc té cua ngudi hoc trong moi
truong so.

2.2.3. Phan tich hanh vi nguoi dung

Trong cac hé thong gidm sat tién tién, viéc tich
hop tri tu€ nhan tao (Al) va céc thuat todn hoc may
da tao ra mot co ché kiém soat hanh vi da chiéu va
tu dong. Cong nghé nay cho phép hé thdng phan
tich chuyén sau céc dir li¢u sinh tric hoc va tuong
tac s6, bao gdm hudng nhin, chuyén dong khuon
mat, tan suat thao tac thiét bi va cac bién dong
vé Am thanh moi truong nham nhan dién cac diu
hiéu bt thuong. Sy hién dién cta cac thuat toan
Al khong chi nang cao kha ning phat hién céac
tinh huéng nghi ngd mot cach chinh xac ma con
dong vai trd quan trong trong viéc giam thiéu su
phu thudc vao cong tac gidm sat thu cong lién tuc.
Nho d6, quy trinh kiém tra danh gia dugc t6i vu
héa vé mat nguén luc trong khi van dam bao duoc
tinh minh bach va liém chinh hoc thuat trong méi
truong so.

2.2.4. Giam sat thiét bi ngoai vi
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Giam sat thiét bi ngoai vi 1a mot chirc nang hd
trg quan trong trong cac hé théng giam sat thi tu
dong, dic biét ddi voi cac ky thi duoc thuc hién
trén may tinh. Thong qua co ché nay, hé thong co
thé phat hién hodc han ché viéc két ndi cac thlet
bi luu trit ngoai nhu USB, nhan dién cac két nbi
mang bat thuong, cling nhu kiém soat viéc sir dung
phan mém diéu khién tir xa trong qua trinh lam
bai. Nhitng chirc ning nay gép phan giam thiéu
nguy co thi sinh truy cap tai liéu trai phép, trao d6i
dir liéu hodc str dung cong cu hd trg khong duoc
phép. Ddi véi cac ky thi 1ap trinh, viéc giam sat
thiét bi ngoai vi cang trd nén can thiét do thi sinh
thuong lam viéc trong moi trudng may tinh phure
tap, c6 kha niang tuong tac voi nhiéu phin mém,
trinh bién dich va tai nguyén hé thng khac nhau.

2.3. Khio sat mot s6 hé thong giam sat thi
pho bién

2.3.1. ProctorU

ProctorU la mdt dich vu giam sat thi truc tuyén
duoc st dung nham xac thuc danh tinh thi sinh
va bao dam tinh liém chinh trong céc ky danh
gia truc tuyén. Theo hudng dan cua University
of Connecticut, hé théng nay két hop nhiéu co
ché giam sat nhu trinh duyét bao mat Guardian
Browser, webcam, chia sé man hinh va giam sat
tryc tiép boi giam thi tir xa trong sudt qua trinh
lam bai. Trude khi bat dau bai thi, thi sinh phai
trai qua quy trinh xac thyc nhidu budc, bao gom
quan sat qua webcam, chup anh va kiém tra gidy
to tuy than. Trong qua trinh thi, giam thi c6 thé
theo doi thi sinh va hoat dong trén man hinh may
tinh thong qua céng nghé webcam va screen-
sharing, dong thoi ghi nhan cac bat thuong hodc
nghi van vi pham quy ché thi trong béo co su ¢d
gui cho giang vién phu trach.

Uu diém: Kha nang hd tro gidm st theo thoi
gian thue, qua d6 cho phép giam thi can thiép hoac
trao d6i voi thi sinh khi phat sinh van dé trong
phién thi. Bén canh d6, hé thong ciing gép phan
tang tinh linh hoat cho ngudi hoc trong cac khoa
hoc truc tuyén, dong thoi hd trg cac co sd gido
duc duy tri tiéu chuan hoc thuét théng qua co ché
xac thuc danh tinh va gidm sat hanh vi lam bai.

Han ché: Viéc sir dung hé thong doi hoi thi sinh
phai dap tmg cac yéu cau ki thuat nhu thiét bi co
webcam, microphone, trinh duyét Guardian Browser
va duong truyén Internet 6n dinh. University of
Connecticut khuyén nghi nguoi hoc sir dung két néi
mang nhanh va dang tin cdy, dong thoi luu ¥ rang
cac hoat dong tiéu tén bing thong co thé lam gian
doan trai nghiém thi. Ngoai ra, qué trinh thiét lap ban
dau, x4c thuc danh tinh va kiém tra thiét bi c6 thé
kéo dai, dic biét khi phat sinh sy ¢d ki thuat .

2.3.2. Respondus LockDown Browser

Respondus LockDown Browser 12 mét trinh
duyét chuyén dung dugc thiét ké nham khoa moi
truong 1am bai trong cac hé thdng quan 1y hoc tﬁp
Theo thong tin tur Respondus cong cy nay giup
han ché cac hanh vi gian 1an trong thi truc tuyén
bang cach ngan thi sinh truy cap website khac, mo
ung dung ngoai, sao chép hodc in ndi dung bai
thi trong qué trinh 1am bai. Khi bai kiém tra duoc
thiét 1ap voi LockDown Browser, thi sinh khong
thé truy cdp bang cac trinh duyét thong thuong,
dong thoi bai thi s& duoc hién thi toan man hinh
va khong thé thu nho cho dén khi duoc ndp.

Vé co ché hoat dong, Respondus LockDown
Browser loai bo hau hét cac tuy chon trén thanh
cong cu trinh duyét, vo hiéu hoa chic nang in,
chup man hinh, sao chép va dan n¢i dung. Ngoai
ra, h¢ thong con ngan truy cp cac ung dung khac
nhu phan mém nhén tin, chia sé man hinh, méy
40 va diéu khién may tinh tir xa. Cac phim chirc
ning, phim tit, thao tic chuyén ddi tic vu va
menu chudt phai ciing bi v hiéu hoa nham bao
dam thi sinh chi tdp trung vao mai truong lam bai
duoc cho phép.

Uu diém: Do cha yéu tap trung vao viéc khoa
moi truong thi va kiém soat truy cip tai nguyén,
cong cu nay déc bi¢t phu hop vai cac bai thi tryc
tuyén co cdu tric rd rang, nhat 1a bai thi tric
nghiém hodc cac bai kiém tra can gidi han nghiém
ngit nguon tai liéu bén ngoai.

Han ché: LockDown Browser khong phai 1a
mot hé théng phén tich hanh vi thong minh toan
dién nén trong cac ky thi doi hoi giam sat hanh vi
phure tap, dac bi¢t 1a thi 1ap trinh hodc thi ty luén,
cong cu nay thuong can duge két hop voi cac
giai phap giam sat khac, chiang han Respondus
Monitor ¢6 tich hgp webcam.

2.3.3. Safe Exam Browser

Safe Exam Browser 1a mot trinh duyét bao
mat chuyén dung duoc thiét ké nham tao 1ap moi
truong thi tryc tuyén an toan thong qua co ché
khoa may tinh & ché do kiosk. Khi duoc kich
hoat, hé théng mo bai thi trong mét cua s6 trinh
duyét khong c6 cac thanh phan diéu hudng thong
thuong, dong thoi ngan thi sinh chuyén sang ting
dung khac hodc thoat khoi trinh duyét trudc thoi
diém cho phep Nho d6, Safe Exam Browser hd
trg han ché viéc truy cép tai nguyen ngoai pham vi
bai thi va gop phan kiém soat moi truong lam bai
trén ca thiét bi ca nhan cia thi sinh 1an hé¢ thong
may tinh do nha truong quan ly.

Vé chirc ning, Safe Exam Browser c6 kha
nang vo hiéu hoa nhiéu thao tic hé thong c6 thé
anh huong dén tinh an toan cta ky thi, ching
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han nhu Task Manager, Start Menu, thanh tac vu
Windows, to hgp phim chuyén doi tmg dung nhu
Alt-Tab hodac Windows-Tab, chirc nang in va mot
s6 thao tac chudt/phim tat khac. Bén canh d6, hé
thong cho phép cau hinh mat khau thoat, thiét 1ap
duong dan bai thi, kiém soat cac tng dung dugc
phép hoic bi cam, bo loc URL, ching chi, proxy
va cac thiét 1ap bao mat khac. Cac tép cdu hinh
cua SEB cling dugc ma hoa, cho phép tuy chinh
riéng cho tirng ky thi.

Uu diém: Kha ning tich hop voi nhiéu hé
théng quan 1y hoc tip va nén tang danh gia truc
tuyén nhu Moodle, ILIAS, OpenOlat va mot s6
hé thong thuong mai hozc phi thwong mai khac.
Cong cu nay cing co thé sir dung voi phan 16n céac
hé thdng bai kiém tra truc tuyen dya trén nén web,
do d6 phu hop véi cac co so gigo duc can mot giai
phap khoa méi truong thi twong doi linh hoat va
dé trién khai.

Han ché: Cong cu nay c6 hiéu qua trong viée
han ché chuyén dbi ung dung, truy cip website
ngoai pham vi cho phép hodc str dung chirc nang
hé théng khong phut hop, nhung chua phai 1a mot
hé théng giam sat hanh vi toan dién dya trén tri tué
nhén tao. Trong cac ky thi yéu cau muc do giam
sat cao, dac biét 1a thi 1ap trinh hodc thi tir xa, Safe
Exam Browser c6 thé can duoc két hop vai cac giai
phap giam sat bd tro nhu live remote-proctoring
hodc cac hé thong phan tich hanh vi khac.

2.4. Pinh huéng phat trién

Trong tuong lai, cac hé théng giam sat thi ty
dong can tap trung nghién ctiru va hoan thién theo
hudng tdi uu hoa cac thuat toan tri tué nhan tao
(AI) nham nang cao do chinh xéc trong viéc nhan
di¢n va phan tich hanh vi nguoi dung Céc giai
phap thé hé méi nén hudng to1 viée thiét lap co
ché két hop da ngudn dit liéu giam sat cho phép hé
thdng c6 cai nhin toan dién va khach quan hon vé
qua trinh 1am bai ctia thi sinh. Pong thoi, viée phat
trién kha ning phat hién gian 1an trong thoi gian
thyc phai di d6i v6i cac cam két vé bao mat dit liéu
c4 nhan va kha nang van hanh 6n dinh trén da nén
tang. Su tich hop sau rdng gitra coOng cu giam sat va
cac hé thong quan Iy hoc tap (LMS) s& dong vai tro

then chét trong viéc chuan héa quy trinh kiém tra
va danh gia truc tuyén trén quy mo 16n.

Pic biét, doi véi cac ky thi mang tinh thuc
hanh k¥ thuat cao nhu 1ap trinh, dinh hucmg phat
trién can chu trong Vao cac co ché giam sat dic
thu. Diéu nay bao gdm viéc nghién ctru cac thuat
toan chuyén sau dé phan tich hanh vi lap trinh,
tu dong phat hién sao chép ma ngudn va thiét lap
cac 16p | kiém soét chat ché ngay trong moi trudong
phat trién phan mém. Ngoai ra, viéc theo ddi hoat
dong bién dich va thuc thi chuong trinh cta thi
sinh s& cung cép dit liu quan trong dé danh gia
tinh trung thuc va nang luc thuc té cua nguoi hoc,
tir d6 cung cd tinh liém chinh hoc thuat trong moi
truong gido duc s6

III. KET LUAN

Bai bdo di cung cdp mot cii nhin toan dién
vé su phét trién va ung dung cta cac hé thong
giam sat thi tu dong trong bdi canh chuyén doi
s6 gido duc dang dién ra manh mé. Viéc tich hop
cac cong nghé tién tién nhu tri tué nhan tao (Al),
nhan dién khuon mit va giam sat tuong tac so da
tao ra nhitng budc tién quan trong trong viéc bao
vé tinh liém chinh hoc thuat, déng thoi nang cao
tinh minh bach va cong bang cho céac ky thi trén
may tinh.

Tuy nhién, két qua khao st ciing chi ra rang
cac hé théng hién tai van dang ddi mat vai nhiing
thach thirc chién lugc vé quyén riéng tu cua ngu’(‘yi
dung, sy phu thudc vao ha tang k¥ thuat va cac sai
léch tiém an trong thuat toan nhan dién hanh vi.
Dic biét, dbi vai cac ky thi c6 tinh chét thuc hanh
dac thu nhu 1ap trinh, yéu cAu vé mot co ché giam
st linh hoat, c6 kha nang phan biét gilra thao tac
nghiép vu hop 1¢ va hanh vi gian lan van la mot
bai toan can tiép tuc duoc téi vu hoa.

Trong twong lai, viéc nghién ctru can tap
trung vao viéc phat trién cac thuat toan Al
chuyén sau, tdng cuong bao mat dir liu va
tich hop dong bd cac giai phap giam sat vao h¢
théng quan ly hoc tap (LMS) gitp hoan thién
quy trinh kiém tra danh gid va gop phan xay
dung mdt moi truong giao duc so6 khach quan,
hiéu qua va bén virng hon.
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