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Tom tit: Bai bio phan tich han ché trong thu’c hanh mén An toan va bao mdt thong tin tai cac truong Cao ddng va dé
xudt cdc gidi phdp nhwphat trién moi truong s6, doi moi phwongphap giang day, ng dung cong nghé va tang cuong lién
két doanh nghiép nham ndng cao chat lrong dao tao trong béi canh chuyén doi so.
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SOLUTIONS TO ENHANCE THE EFFECTIVENESS OF PRACTICAL TRAINING
IN INFORMATION SECURITY AND CYBERSECURITY COURSES
IN THE CONTEXT OF DIGITAL TRANSFORMATION AT COLLEGES

Abstract: This article analyzes the limitations in the practice of Information Security and Safety at colleges and proposes
solutions such as developing a digital environment, innovating teaching methods, applying technology, and strengthening
business linkages to improve the quality of training in the context of digital transformation.
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I. PAT VAN PE

Trong nhiing nim gan day, chuyén do6i s6 da
tré thanh xu thé tat yéu, tic dong sau rong dén
moi linh vuc cta doi séng kinh té — xa hoi, trong
do6 gido duc va dao tao la mot trong nhiing linh
vuc chiu anh hudng rd nét nhat. Sy phét trién
nhanh chong cua cong nghé sb, dic biét 1a cac
nén tang dién toan dam may, tri tué nhan tao va
dir liéu 16n, khong chi lam thay doi phuong thuc
to chuc day va hoc ma con dit ra yéu cau cap
thiét vé viéc dao tao ngudn nhan luc c6 ning luc
thich rng cao, ddc biét trong linh vuc an toan va
bao mat thong tin. Pay dugc xem 1a “la chan”
quan trong bao vé hé théng thong tin va dir liéu
trong moi truong sb, dong thoi 14 mot trong
nhirng nganh nghé c6 nhu cau nhan lyc 16n va
ngay cang gia tang.

£)01 v6i cac truong Cao diang — noi dao tao
ngudn nhan luc theo dinh huéng ung dung va
thuyc hanh — viéc t6 chuc giang day mon An toan
va bao mat thong tin khong chi dung lai ¢ viée
trang bi kién thirc 1y thuyét ma con doi hoi phai
cht trong phat trién k¥ ning thuc hanh, kha ning
xtr 1y tinh hudng va tu duy phan bién cta nguoi
hoc. Tuy nhién, thyc tién trién khai tai nhiéu co
s& dao tao cho thay hiéu qua cia hoat dong thuc
hanh mén hoc nay van chua dap tng dugc yéu
cau dit ra. Mot sd han ché co thé ké dén nhu co
so ha tang phuc vu thyc hanh con thiéu dong b9,
moi truong thuc hanh chua phan anh sat cac
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tinh hudng an ninh mang trong thuc té, phuong
phap giang day con mang tinh truyén thong, chua
khai thac hiéu qua cic cong cu va nén tang so.
Bén canh d6, su thiéu gin két giira nha trudng
va doanh nghiép ciing khién ndi dung thuc hanh
chua theo kip sy thay d6i nhanh chong cua cong
nghé va nhu cau thyc tién cua thi truong lao dong.

Trong bi canh d6, viéc nghién ctru va dé xuat
cac giai phap nham nang cao hiéu qua thuc hanh
mon An toan va bao mat thong tin tai cac truong
Cao dang 1a hét strc can thiét va c6 ¥ nghia ca vé
mit 1y luan 13n thyc tién. Cac giai phdp khong
chi can huong toi viée cai thién diéu kién co so
vat chat va d6i moi phuong phap glang day ma
con phal tan dung dugc nhing 1oi thé cua chuyén
doi s6 dé xay dung mdi trudong hoc tap linh hoat,
hién dai va gan véi thuc tién. Dong thoi, can dat
ngudi hoc vao vi tri trung tdm cua qua trinh dao
tao, khuyén khich ho chu dong kham pha, thuc
hanh va phat trién ning lyc nghé nghiép maot
cach toan dién.

Xuat phat tir nhitng van dé néu trén, bai bao
tdp trung phan tich thyc trang hoat dong thuc
hanh mo6n An toan va bao mat thong tin trong
diéu kién chuyén doi s tai cac truong Cao dang,
tr d6 dé xuat h¢ thong giai phap kha thi nham
nang cao chat luong dao tao, dap ung yéu cau
phét trién ngudn nhan luc trong ky nguyén sd.
Noi dung nghién ctru gop phan lam rd vai tro cta
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d6i méi phuong thirc dio tao gan véi cong nghé
s6, dong thoi cung cip co s tham khao cho céac
co s& gido duc nghé nghiép trong qua trinh cai
tién chuong trinh va phuong phap giang day.

II. NQI DUNG NGHIEN CU'U

2.1. Thyc trang thwe hanh mén An toan va
biao mit thong tin trong diéu kién chuyén doi
s0 tai cac trwong Cao ding & Viét Nam

Trong bdi canh chuyén d6i sé dién ra manh
mé, hoat dong thuyc hanh mén An toan va bao
mat thong tin tai cac truong Cao ding & Viét
Nam di c6 nhitng budc chuyén bién nhét dinh,
song van ton tai nhiéu han ché mang tinh h¢
théng. Viéc danh gia thuc trang can dugc nhin
nhan trén nhiéu phuong dién, tir ha ting cong
nghé, noi dung chuong trinh dén ning luc giang
day va kha nang tiép nhan cua nguoi hoc.

Tru’()’c hét, c6 thé thay rang su phat trién cia
céc nén tang hoc tap truc tuyén va hé thong quan
1y hoc tap da tao diéu kién thuan 1gi cho viéc trién
khai cac hoat dong thuc hanh trong moéi truong
s6. Tuy nhlen su g1a tang manh mé& cua viéc su
dung cac nen tang so cling kéo theo nhirng rui ro
dang ké vé an toan va bao mat thong tin. Theo
nghién ctru dang trén Tap chi Gido duc, viéc mé
rong sir dung cac nén tang tryc tuyén di lam gia
tang nguy co 10 ri dit liéu va tn cong mang trong
moi truong gido duc, doi hoi cac co s¢ dao tao
phai c6 bién phap bao mat phu horp (Nguyen Th1
Thu Ha, 2024). Diéu nay cho thiy yéu ciu cap
thiét phai nang cao chat lugng thuc hanh nham
gitip nguoi hoc nhan dién va xir 1y cac tinh huéng
an ninh mang trong thuc té.

Tuy nhién, thuc tién trién khai tai cac truong
Cao dang cho thay co sO ha tang phuc vu thuc
hanh van con nhiéu han ché. Phan 16n cac co s&
dao tao chua xay dung duoc hé théng phong lab
chuyén sau hodc méi truong mo phong tin cong
— phong thi mot cach day du, dan dén viée thuc
hanh chu yéu dimg lai & mtic co ban. Trong khi
d6, cac nghién ctru da chi ra rang cac mbi de doa
an ninh mang ngay cang da dang va tinh vi, bao
gém tan cong tu chdi dich vy, danh cap dir liéu
va xdm nhap hé thong (Tran Vin Hung, 2023).
Diéu nay tao ra khoang cach dang ké gitra noi
dung ddo tao va yéu cau thyc tién cia thi truong
lao dong.

Bén canh do, ni dung va phu’orng phap t6 chuc
thuc hanh con mang tinh truyén thong, chua theo
kip su phat trién nhanh chong cua cong nghé.
Mot s6 nghién ctru cho thay hoat dong gido duc
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an toan thong tin trong nha truong hién nay chu
yéu tap trung vao cic k¥ ning co ban nhu sir
dung internet an toan, trong khi céc ndi dung
chuyén sau nhu sir dung cong cu bdo mat, phan
tich 186 hong hay xir Iy sy ¢6 chua duoc chu trong
day du (Nguyén Thi Hong Anh, 2025). Diéu nay
dan dén viéc sinh vién thiéu k¥ niang thyc hanh
chuyén sau, kho dap g yéu cau cong viéc ngay
sau khi t6t nghiép.

Ngoai ra, ndng luc va nhan thuc cia nguoi
hoc vé an toan thong tin ciing 14 mot van dé
dang quan tim. Nghién ciru trén hé théng VIOL
cho thay mac du sinh vién c6 muc do tiép can
internet cao, nhung nhén thuic vé rui ro an toan
thong tin va ky nang xir 1y tinh hudng con han
ché, dic biét trong cac tinh hubng lién quan dén
bdo v¢ dir liéu ca nhan va phong tranh cac hanh
vi tan cong mang (Nguyén Vin Minh & L& Thi
Hoa, 2026). Diéu nay phan anh thyc té rang hoat
dong thyc hanh chua thuc su phat huy vai tro
trong viéc hinh thanh ning lyc nghé nghiép cbt
161 cho nguoi hoc.

Mot khia canh khac can duoc xem xét la yéu
t6 tAm 1y va niém tin cta sinh vién trong moi
truong hoc tip sd. Nghién ctru ciia Lé Thién Nhi
va Hoang Anh Tu4n (2025) cho thay ciam nhan
vé mirc do an toan thong tin c6 anh hudng truc
tiép dén niém tin va y dinh sir dung cac nén tang
hoc tap truc tuyén cta sinh vién. Piéu nay cho
thiy néu hoat dong thyc hanh khong giup ngudi
hoc cam nhan duoc tinh an toan va kiém soat
duogc rui ro, thi hiéu qua dao tao ciing s€ bi anh
huong dang ké.

Ngoai nhitng han ché néu trén, su lién két
gitta nha truong va doanh nghi¢p trong dao tao
thuc hanh van con chua chit ché. Trong khi do,
xu huong dao tao hién dai nhan manh dén viéc
“hoc di d61 voi hanh” va tdng cudng cadc mo hinh
dao tao thyc chién, mo phong méi truong lam
viéc thuc té. Thuc té tai Viét Nam cho thay nhu
cau xay dung cic “thao truong an ninh mang” va
chuong trinh dao tao thuc hanh chuyén sau dang
ngdy cang trd nén cap thiét nham nang cao ning
lyc cho nguoi hoe (Nguyén Khanh Tung, 2025).

Toém lai, thuc trang thyc hanh mén An toan
va bao mat thong tin tai cac truong Cao dang
& Viét Nam trong diéu kién chuyén d6i sé van
con ton tai nhiéu han ché, tir co s& ha tang, noi
dung chuong trinh dén ning lyc ctia ngudi hoc
va giang vién. Nhiing han ché nay khong chi anh
huong dén chéat luong ddo tao ma con lam giam
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kha ning dap tng nhu cau nhan lyc trong linh
vuc an ninh mang. Do do, viéc nghién ciru va deé
Xudt cac g1a1 phéap nang cao hiéu qua thuc hanh
la yéu cau mang tinh cap thiét trong giai doan
hién nay.

2.2. Giai phap ning cao hi¢u qua thwe hanh
mén An toan va bio mit thong tin trong diéu
kién chuyén déi s6 tai cic trwong Cao ding

Trude hét, can phat trién va hién dai hoa ha
tang thuc hanh theo hudng sb hoa toan dién. Pay
la diéu kién tién quyét dé nang cao chat luong
dao tao trong linh vyc an toan va bao mat thong
tin. Cac truong Cao dang can chuyén tir mo hinh
phong méy truyén théng sang mé hinh phong lab
4o (virtual lab) két hop voi dién toan dam may.
Viéc ung dung cong nghé 4o hoa khong chi giup
t6i wu chi phi dau tw ma con tao ra moi truong
thyc hanh linh hoat, cho phép sinh vién truy cap
tor xa va thuc hién céc bai tdp moi lic, moi noi.
Dic biét, can xdy dung cac hé thong mo phong
an ninh mang (cyber range) véi cac kich ban tan
cong — phong thu da dang, gitp sinh vién trai
nghiém cac tinh hudng gan véi thuc té. Ngoai ra,
céc co s dao tao nén tan dung cic nén ting ma
ngudn mé va tai nguyén sé mién phi dé mo rong
kha ning tiép can, dong thoi dam bao tinh cip
nhat cua moi truong thuc hanh.

Song song véi viéc dau tu ha tang, doi mai
phuong phap giang day theo hudng phét trién
nang luc thuc hanh va tu duy phan bién cua
nguoi hoc 1a yéu cau tat yéu. Trong boi canh
chuyen d6i so phuong phap giang day truyén
thong thién vé truyén dat kién thirc khong con
pht hop. Thay vao d6, can ap dung cac phuong
phap hoc tap tich cuc nhu hoc tdp dua trén dy an
(project-based learning), hoc tap dua trén van dé
(problem-based learning) va hoc tap thong qua
tinh hudng thyc té (case-based learning). Cu thé,
giang vién can thiét ké cac bai thuc hanh gan voi
cac kich ban an ninh mang nhu’ phét hién 16 hong,
phan tich ma doc, xur 1y sy ¢6 tin cong mang hay
bao vé hé thong thong tin. Qua trinh hoc tap can
khuyén khich sinh vién lam viéc nhom, trao d6i
va phan bi¢n, tr d6 nang cao khé nang tu duy
logic va ky nang giai quyet van dé. Pong thO’l
viéc két hop giita hoc truc tlep va hoc truc tuyén
(blended learning) s& gitp t6i wu hoa trai nghiém
hoc tap va tan dung hiéu qua cac cong nghé $0.

Mot giai phap quan trong khac 1a tdng cuong
tich hop cac cong cu va nén tang cong nghé hién
dai vao hoat dong thuc hanh. Trong linh vyc an

toan thong tin, viéc tiép can va sir dung cac cong
cu chuyén nganh 1a yéu t6 then chdt dé nang cao
ning lyc nghé nghiép. Cac trudng can dua vio
chuong trinh dao tao cac cong cu phd bién nhu
hé thong phat hién xam nhép (IDS/IPS), cong cu
kiém thir xdm nhédp (penetration testing), phan
tich luu lwong mang, cling nhu cac nén ting quan
Iy an ninh thong tin. Viéc nay khong chi gitip
sinh vién lam quen v&i moi truong lam viée thuc
té ma con nang cao kha ning thich tng sau khi
tbt nghi¢p. Bén canh do, can khai thac hiéu qua
cac nén tang hoc tap sé nhu hé thong quan 1y hoc
tap (LMS), hé thong dénh gia tryc tuyén va cac
nén tang md phong dé tang cudng tinh twong tac
va ca nhan hoa trong hoc tap.

Dé dam bao hiéu qua trién khai, phat trién 601
ngil giang vién ca vé chuyén moén va nang lyc 5O
la yéu to mang tinh quyet dinh. Céc truong Cao
dang can xay dung ké hoach dao tao, bdi dudng
giang vién theo hudng cap nhat kién thirc cong
nghé méi va nang cao k¥ nang thuc hanh. Viéc
cur gidng vién tham gia cac khoa dao tao chuyén
sau, hoi thao khoa hoc, hodc thuc té tai doanh
nghiép s& gitp ho tiép can véi cac xu hudng va
cong nghé méi nhat trong linh vuc an toan thong
tin. Pong thoi, can khuyén khich giang vién
tham gia nghién ctru khoa hoc va phat trién hoc
liéu sd, qua d6 nang cao chit luong giang day.
Mot hudng di hiéu quéa 1a moi cac chuyén gia
tir doanh nghiép tham gia giang day hodc dong
hudéng dan thuc hanh, tao diéu kién dé sinh vién
tiép can voi kinh nghiém thyc tién.

Bén canh d6, tang cuong hop tac gilra nha
truong va doanh nghiép la giai phdp mang tinh
chién lugc nham nang cao tinh thyc tién cua dao
tao. Cac truong can chii dong thiét 1ap quan hé
d6i tac véi cac doanh nghiép trong linh vuc cong
nghé thong tin va an ninh mang dé xay dung
chuong trinh dao tao phu hop vdi nhu cau thi
truong. Cac hinh thic hop tac c6 thé bao gdm to
chuc thyce tap, dao tao theo don dat hang, déng
xay dung chuong trinh hoc, hoac t chire cac budi
hoi thao, toa dam chuyén dé. Viéc nay khong chi
gitip sinh vién c6 co hoi tiép can moi truong lam
viéc thuc té ma con gop phan rat ngin khoang
cach gitra dao tao va str dung lao dong.

Mot yéu t6 khong thé bo qua 14 nng cao ning
lyc tu hoc va y thirc an toan thong tin cta sinh
vién. Trong mdi trudong sd, kién thic va cong
nghé thay d6i nhanh chong, do d6 ngudi hoc
can co kha nang ty hoc va cap nhat lién tuc. Cac

TAM LY - GIAO DUC | 127



TAP CHI TAM LY - GIAO DUC

truong can thiét ké céc hoat dong hoc tap md,
khuyén khich sinh vién tham gia cac cudc thi an
ninh mang, dién dan chuyén mén, hoic cac du
an nghién ctru nho. Dong thoi, can 1ong ghép noi
dung gi4o duc vé dao dtrc nghé nghiép va y thirc
bao mat thong tin vao chuong trinh dao tao, giup
sinh vién hinh thanh thai d6 dang dan va trach
nhiém trong cong viéc.

Cudi clung, d6i mdi co ché quan ly va danh
gid hoat dong thuc hanh theo hudng linh hoat
va dua trén nang luc lé yéu cau can thiét trong
bbi canh chuyén d01 s6. Thay vi chi danh gia két
qua cudi cung, can ap dung cic phuong phap
danh gia qua trinh, danh gid theo dy 4n va danh
gid dya trén nang lyc thyc hién nhi¢m vu. Viéc
st dung cac cong cu danh gia tryc tuyén va hé
théng quan 1y hoc tap s& gitp theo ddi tién do
hoc tap cua sinh vién mot cach hi¢u qua va minh

bach. Dong thoi, can xay dung cac tiéu chi danh
gia gin v6i chudn dau ra va yéu cau cua doanh
nghiép, tr d6 dam bao tinh thuc tién va chat
lugng cua dao tao.

IILKET LUAN

Bai bao khing dinh viéc ning cao hiéu qua
thuc hanh mon An toan va bao mat thong tin la
yéu cau cap thiét trong bdi canh chuyén doi sb
hién nay. Thu’c té cho thay van con nhiéu han ché
ve €O SO ha tang, phu’omg phéap glang day va mirc
d6 gin két v6i thuc tién. Vi vay, can trién khai
d6ng bd cac giai phap nhu phat trién moi truong
thuc hanh s6, d6i méi phuong phap day hoc theo
huéng thyuc tién, nang cao ning luc giang vién
va tadng cuong hop tac voi doanh nghiép. Nhitng
giai phap nay s& gop phan nang cao chat luong
dao tao, gitip sinh vién dap mg tot hon nhu ciu
nhan luc trong linh vuc an toan thong tin
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