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Tom tit: Su phat trién manh mé ciia cong nghé sé va Internet da tao ra nhiéu co hdi hoc tdp, giao tiép va phdt trién
nang liee s6 cho hoc sinh trung hoc co so. Tuy nhién, cing véi nhitng loi ich d6 la sw gia ting ciia cdc nguy co trén khéong
gian mang nhuw lira dao true tuyén, bao lwc mang, xam pham quyén riéng tw, phat tan théng tin sai léch va cac hanh vi xam
hai tré em trén méi truong s6. Bai bdo nham khao sdt va phan tich thiee trang ky nang dam bdo an toan trén khéng gian
mang ctia hoc sinh trung hoc co sé trén dia ban thanh phé Ha Néi thong qua bon nhém ky nang: (1) nhan dién nguy co
trén khong gian mang; (2) phong tranh rui ro; (3) wngpho khi gap sw ¢o; va (4) tim kiém sw hé tro khi can thiét. Nghzen
cieu st dung phiong phép diéu tra bang bang hoi két hop phong vin sdau va xit Iy thong ké dé danh gid mike @6 biéu hién
cua tieng nhom ky nang cung nhw phan tich su khac bi¢t theo gioi tinh, khéi 16p va thoi gian sir dung Internet cua hoc sinh.
Két qud nghién ciku di kién cung cdp co so thuec tién cho viée xdy dung cdc chmmg trinh gzao duc ky ndng s6 va ky ning
dam bdo an toan trén khong gian mang trong cac tru’O’ng trung hoc co s6, dong thoi dé xuat cdc gidi phap tang cuong sw
phéi hop gitta nha truong, gia dinh va cong dong nham bao vé hoc sinh trong méi trirong so.

Tir khéa: an toan trén khong gian mang; ky nang sé; hoc sinh trung hoc co sé; céng ddn sé; Ha Néi.

CURRENT SITUATION OF CYBER SAFETY SKILLS AMONG LOWER
SECONDARY SCHOOL STUDENTS IN HANOI

Abstract: The rapid development of digital technology and the Internet has created significant opportunities for
lower secondary school students to access knowledge, communicate and develop digital competencies. Nevertheless,
these opportunities are accompanied by increasing cyber risks, including online fraud, cyberbullying, privacy violations,
misinformation and online child exploitation. This study investigates the current status of cyber safety skills among lower
secondary school students in Hanoi through four dimensions: recognizing online risks, preventing cyber threats, responding
to cyber incidents, and seeking appropriate support when encountering online risks. A mixed-method approach employing
questionnaire surveys and in-depth interviews was adopted to examine students’ cyber safety competencies and differences
across gender, grade level and Internet usage patterns.

The findings are expected to provide empirical evidence for designing school-based cyber safety education programmes
and strengthening collaboration among schools, families and communities to enhance students’ safety in the digital
environment.
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I. PAT VAN PE

Cudc Céch mang cong nghi¢p 4.0 cung qua
trinh chuyén d6i s6 dang 1am thay d6i sau sic
moi linh vuc ctia doi séng xa hoi, dac bi¢t la gido
duc. Internet, mang xa hdi va cac nén tang s6 da
tré thanh méi trudng hoc tip, giao tiép va giai tri
quen thudc ctua hoc sinh trung hoc co so6. Theo
cac nghién ctru qudc té, tré em ngdy cang tiép
can Internet & d6 tudi sém hon, véi thoi gian su
dung thiét bi sd ngay cang ting, kéo theo su gia
taing dang ké cac nguy co lién quan dén an toan
va bao mat trén khong gian mang (Livingstone &
Stoilova, 2021; UNICEF, 2021). Tai Vi¢t Nam,
chuyén d6i s6 trong gido duc duoc thiic diy manh
mé thong qua Chuong trinh Chuyén d6i s6 qubc
gia va viéc trién khai Chuong trinh Gido duc phd
thong 2018. Hoc sinh dugc khuyén khich khai
thac tai nguyén sd, tham gia hoc tip truc tuyén,
str dung cac nén tang hoc tap thong minh va phat
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trién ning luc s nhu mot ning luc thiét yéu cua
cong dan thé ky XXI. Tuy nhién, cing véi su gia
tang thot gian hoat dong trén moi truong mang la
nhing nguy co nhu tiép xtc véi thong tin doc hai,
bao lyc mang, Itra ddo truc tuyén, danh cép dir liéu
c4 nhan, xdm pham quyén riéng tu va cac hinh
thirc xAm hai tré em trén moi trudng s6 (UNESCO,
2023; B Thong tin va Truyén thong, 2024).

Céc nghién ctru qudc té cho thiy k¥ ning dam
bdo an toan trén khong gian mang khong chi bao
gom kién thirc vé cong nghé ma con 1a tong hop
cua nhéan thuc, thai d§ va hanh vi gitip nguoi hoc
chu dong nhan dién, phong tranh va ung phé voi
cac nguy co truc tuyén (OECD, 2023). Khung
nang luc sb cia Lién minh chdu Au (DigComp
2.2) ciing xac dinh bao dam an toan sb 1a mot trong
nam nhom ning luc ¢t 161 cta cong dan sb, nhan
manh cac ndi dung vé bao vé dit liéu ca nhan, stc
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khoe sé va kha nang tmg xir an toan trong moi
truong truc tuyén (Vuorikari et al., 2022).

D6i v6i hoc sinh trung hoc co sg, day 1a giai
doan cac em ¢ sy phat trién manh vé nhan thirc,
nhu cau giao tiép va xu hudéng khing dinh ban
than thong qua moéi truong mang. Viéc st dung
dién thoai thong minh, mang xa hdi, tro choi tryc
tuyén va cac nén tang hoc tap so dién ra thuong
xuyén nhung khong phai hoc sinh nao cling dugc
trang bi ddy dii k§ ning dé nhan biét va xur 1y
cac nguy co. Thuc tién cho thay nhiéu hoc sinh
van chia sé thong tin c4 nhan cong khai, str dung
mat khau don gian, dé bi lira dao qua mang hoic
chua biét cach tim kiém su hd tro khi gdp céc tinh
hudng mat an toan trén Internet (UNICEF, 2021;
OECD, 2023).

Thanh phd Ha Nbi 1a dia phuong co ty 1& hoc
sinh tiép can Internet va thiét bi sé & muc cao,
dong thoi 1a mot trong nhitng dia phuong di dau
trong trién khai chuyén dbi sé gido duc. Diéu nay
tao diéu kién thuan loi cho viéc phat trién nang luc
s6 nhung ciing dit ra yéu cau cap thiét vé gido duc
k¥ ndng bao ddm an toan trén khong gian mang
cho hoc sinh. Mic du di c6 mot sb nghién ctru vé
hanh vi str dung Internet hodc nang luc s6 ctia hoc

sinh, cac nghién ctru chuyén sau vé ky niang dam
bdo an toan trén khong gian mang cia hoc sinh
trung hoc co so tai Ha Noi van con han ché, dic
biét dudi goc do cau tric ki ning gdm nhan dién
nguy co, phong tranh, tmg phé va tim kiém hd trg.

Xuét phat tir nhitng co s& 1y ludn va thyc tién
néu trén, nghién clru nay tap trung danh gia thuc
trang k¥ ndng dam bao an toan trén khong gian
mang cua hoc sinh trung hoc co s¢ trén dia ban
thanh phd Ha Noi. Két qua nghién ctru gop phan
bd sung bang chung thuc tién cho linh vuc gido
duc cong dan sd, dong thoi 13 co s¢ dé dé xudt cac
giai phap gido duc phu hop nham nang cao ning
luc ty bdo vé€ cia hoc sinh trong moi trudong s0,
dap ung yéu cau cua chuyén ddi s gido duc va
phat trién bén ving.

I1. NQI DUNG NGHIEN CUU

2.1. Thue trang chung ky nang dam bao an
toan trén khong gian mang cta hoc sinh THCS

K§¥ nang dam bdo an toan trén khong gian mang
duoc xem la mot thanh td quan trong cta nang luc
s0 va nang lyc cong dan sb trong bdi canh chuyén
d6i s6 giao duc. Két qua khao sat dugc tong hop
thong qua bdn nhom ky nang gdm nhan dién nguy
co, phong tranh, tmg phé va tim kiém hd trg.

Bdng 1. Thuc trang chung ky ning dam bdo an toan trén khong gian mang
ciia hoc sinh THCS

Biéu hién ciia k§ niing bTB PLC
Nhan dién rai ro (NR) 3,76 0.916
Phong tranh nguy co (PT) 4,08 0.870
Ung pho véi rii ro (UP) 4,09 0.850
Tim kiém sy hé tro (TG) 3,94 0.863
Diém trung binh 3,97 0.763

Viéc phan tich diém trung binh cua ting
nhém k¥ nang cho phép danh gia mac do thanh
thao cta hoc sinh trong viéc bao vé ban than khi
tham gia moi trudng sd. Pong thoi, ddy ciing
la co s& dé xac dinh nhiing ndi dung can uu
tién trong gido duc k¥ ning s tai nha truong.
Két qua khao sat cho thay k§ niang dam bao an
toan trén khong gian mang cia hoc sinh THCS
tai tinh Lang Son dat muc kha, véi diém trung
binh chung 12 3,97 (BLC = 0,763). Két qua nay
cho thdy phan 16n hoc sinh d3 c6 nhiing hiéu
biét va hanh vi co ban nham bao vé ban than
khi tham gia méi trudng tryc tuyén. Tuy nhién,
mic d6 biéu hién giita cac biéu hién k¥ ning
con ¢6 su khac biét nhat dinh.

Trong bdn biéu hién dugce khao sat, k§ ning
g phé véi cac tinh hudng rui ro trén khong gian
mang c6 diém trung binh cao nhat (PTB =4,09;
PLC = 0,850). Piéu nay cho thiy da sé hoc
sinh dd c6 nhéan thtc twong ddi tét vé cac hanh
dong can thuc hién khi gip phai cac tinh hudng
khong an toan trén mdi truong mang nhu bi
quay rdi, bi lira dao hodc tiép xuc voi ndi dung
khong phu hop.

Biéu hién co diém trung binh thap nhét 1a k¥
nang nhan dién rui ro véi BTB = 3,76 (DLC =
0,916). Mic du van dat mic kha, két qua nay cho
thay kha ning nhan biét cac ddu hiéu nguy co trén
khong gian mang ciia hoc sinh con han ché hon so
v6i cac k¥ ning khac. Diéu nay c6 thé lam giam
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hi€u qua cta cac hanh vi phong tranh va tmg pho,
bdi viéc nhan di¢n sém nguy co la diéu kién quan
trong dé hoc sinh c6 thé dwa ra nhiing quyét dinh
phtl hop nhdm bao vé ban than.

Nhu vay, két qua nghién ciru cho thdy hoc sinh
THCS tai TP. Ha Noi da ¢ nén tang tuong dbi
t6t vé k¥ nang dam bao an toan trén khong gian
mang. Tuy nhién, sy chénh 1éch gilra cac biéu
hién k¥ niang cho thdy can tiép tuc ting cuong
cac hoat dong gido duc nham nang cao kha ning
nhan dién nguy co va phat hién sém cac rui ro trén

mdi truong truc tuyén. Dé 1am rd hon dic diém
ctia timg biéu hién k¥ ning, nghién ctru tiép tuc
phén tich thuc trang cta tirng nhoém ky ning cu
thé trong cac muc tiép theo.

2.2. Thue trang k§ ndng nhan dién nguy co,
rui ro trén khong gian mang

Nhan dién nguy co la budc dau tién giup hoc
sinh chu dong phong tranh cac rui ro trén Internet.
Noi dung danh gia tap trung vao kha nang phat hién
tin gia, website doc hai, ltra dao truc tuyén, hanh vi
xam pham quyén riéng tu va bao luc mang.

Bing 2. Két qua ddnh gid ky niang nhén dién nguy co

bTB | DLC M1

M2 M3 M4 M5

N¢i dung

SL [ %

SL

TL | SL TL SL TL SL TL

Em nhan ra
tin nhin co
du hiéu lira
dao

NRI1 3,63 [ 1,20 | 78 | 9.1 | 60

7.0% | 185 | 21.5% | 317 | 36.8% | 221 | 25.7%

Em nhan ra
tai khoan gia
mao  hoac
dang nghi

NR2 3,62 64 | 74 | 54

6.3% | 208 | 24.2% | 352 | 40.9% | 183 | 21.3%

Em phéan biét
dugc thong
tin that va
tin gia trén
mang

NR3 3,82 1 1,00 | 31 [3.6% | 40

4.6% | 212 | 24.6% | 345 | 40.1% | 233 | 27.1%

Em nhan
ra ndi dung
khong phu
hop véi lta
tudi

NR4 3,99 | 1,10 | 47 |5.5% | 43

5.0% | 112 | 13.0% | 332 [ 38.6% | 327 | 38.0%

Em nhan ra
khi  nguoi
khac cb lay
thong tin ca
nhan cua em
trén mang

NRS5 3,76 | 1,20 | 67 [7.8% | 61

7.1% | 166 | 19.3% | 288 | 33.4% | 279 | 32.4%

Diém trung binh | 3,76 | 0,92

Két qua phan tich s& tap trung lam 1 nhiing
biéu hién ma hoc sinh thyc hién tot va nhiing noi
dung con han ché. Nhiing phat hlen nay la co s&
dé de xuét cac hoat dong glao duc vé nhan dién rai
ro s6 trong nha truong. Két qua khao sat cho thay
k¥ nang nhén dién nguy co, rui ro trén khong gian
mang cua hoc sinh THCS dat mirc kha véi diém
trung binh chung 1a 3,76 (BDLC = 0,916). Nhin
chung, phan 16n hoc sinh d c6 kha ning nhan biét
dugc mot s6 nguy co co ban khi st dung Internet.
Tuy vay, muc do biéu hién gitra cac ndi dung cu
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thé van con co su khac biét nhat dinh.

Trong cac ndi dung khao sat, biéu hién cé
diém trung binh cao nhat 1a “Em nhan ra ndi dung
khong phu hop véi ltra tudi” véi DTB dat 3,99. C6
t6i 659 hoc sinh lua chon mirc 4 va mirc 5, chiém
khoang 76,6% tong s6 hoc sinh tham gia khao sat.
Trong khi d6, chi c6 90 hoc sinh lya chon muc 1
va muc 2, chiém 10,5%. Két qua nay cho thiy da
s6 hoc sinh hién nay di c6 kha ning nhan dién
kha t6t nhitng ndi dung doc hai hoac phan cam khi
tham gia mdi truong truc tuyén.
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Hai ndi dung c6 diém trung binh thap nhat la
“Em nhén ra tin nhin c6 ddu hiéu hra dao” (PTB
= 3,63) va “Em nhan ra tai khoan gia mao hodc
dang nghi” (DTB = 3,62). O noi dung nhan dién
tin nhan ltra dao, c6 138 hoc sinh lya chon murc 1
va muc 2, chiém 16,1%. Vi ndi dung nhan dién
tai khoan gia mao, s6 hoc sinh & nhom nay la 118
em, chiém 13,7%. Nhiing con s6 nay cho thay mot
bd phén hoc sinh van gdp kho khan khi dédi dién
véi cac nguy co mang tinh tinh vi hon. Khac véi
nhitng n6i dung d& nhan biét bang hinh anh hodc
ngdn tir tryc tiép, cac hinh thirc gia mao hodc Lira
dao trén mang thuong duoc che giau kha khéo 1éo.
Trong khi do, hoc sinh THCS 1a giai doan c6 xu
hudng to mo, thich kham pha va thuong phan tng
khé nhanh trudc nhing thong tin hap dan xuét hién
trén Internet. Diéu nay c¢6 thé khién cac em d& mat
canh gidc hon trong mot s6 tinh hudng cu thé.

Két qua phong van sau ciing gitip 1am rd thém
van dé nay. Mot hoc sinh nir 16p 7 chia sé: “Co
l4n em nhén duogc tin nhén trén Facebook tir mot
ngudi la néi rang em tring thuong dién thoai va

chi can bam vao dudng link rdi dién thong tin ctia
b me dé nhan qua. Em thay hoi la nén khong
lam theo ma chay di hoi me.” Mot hoc sinh nam
16p 8 ciing cho biét: “Theo em, hoc sinh hién nay
dé gip lira ddo trén mang vi thuong kha to mo
va dé tin vao nhiing gi nhin thiy trén Internet.”
Nhirng chia sé ndy cho thdy nhiéu hoc sinh di bat
dau nhan thire duge cac nguy co trén méi truong
mang, nhung kinh nghiém xtr 1y cta cac em van
phu thudc kha nhiéu vao sur nhéc nho tur gia dinh
hodc nhiing trai nghiém tirng gdp trudc do.

Nhu vay, k¥ nang nhan dién nguy co, rui ro
trén khong gian mang cua hoc sinh THCS tai
TP. Ha N6i dat mac kha, song van 1a biéu hién
c¢6 diém trung binh thap nhat trong bén nhém ki
nang dugc khao sat. Két qua nay cho thiy nhu cau
tiép tuc tang cudng cac hoat dong gido duc nham
gitip hoc sinh nhan biét sém cac ddu hiéu nguy co
trén méi trudng tryc tuyén, qua dé nang cao hiéu
quéa phong tranh va tng pho véi cac tinh hudng
mét an toan trén khong gian mang.

2.3. Thuc trang ky nang phong tranh nguy co

Bdng 3. Ky nang phong tranh nguy co

DTB | DLC M1

M2 M3 M4 M5

Noi dung s |
(1]

SL

TL | SL TL SL | TL | SL | TL

Em khong
chia sé thong
tin cd nhan
cho nguoi la
trén mang

PTI 4,1 | 1,02 | 31

3.6% | 38

4.4% | 108 | 12.5% | 325 | 37.7% | 359 | 41.7%

Em kiém tra
do tin cay
cua  thong
tin trude khi
chia sé

PT2 4,08 0,996 [ 26

3.0% | 43

5.0% | 109 | 12.7% | 338 | 39.3% | 345 | 40.1%

Em cén than
khi két ban
hodc tuong
tac voi nguoi
la trén mang

PT3 4,1 (0,967 | 26

3.0% | 28

33% | 125 | 14.5% | 341 | 39.6% | 341 | 39.6%

Em st dung
mat khau di
manh hoac
bao mat tai
khoan ca
nhan

PT4 4,03 [ 0,994 25

2.9% | 38

4.4% | 147 | 17.1% | 324 | 37.6% | 327 | 38.0%

Piém trung binh | 4,08 | 0,87
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Két qua khao sat cho thay k¥ nang phong tranh
nguy co mat an toan trén khong gian mang cua
hoc sinh THCS dat mtrc kha véi diém trung binh
chung 13 4,08 (BLC = 0,87). So v61 nhém k¥ nang
nhan dién nguy co, day 1a nhom ky nang cé muc
diém cao hon. Piéu d6 cho thdy nhiéu hoc sinh da
bat dau hinh thanh nhiing théi quen twong ddi an
toan khi sir dung Internet trong doi song hang ngay.

Trong cac ndi dung khao sat, hai ndi dung co
diém trung binh cao nhat 1a “Em khong chia sé
thong tin cd nhan cho nguoi la trén mang” va “Em
can than khi két ban hodc tuong tac véi nguoi la
trén mang”, cung dat muc diém trung binh 1a 4,10.
O noi dung khong chia sé thong tin ca nhan, c6
684 hoc sinh lya chon mirc 4 va muc 5, chiém
79,4%. V6i ndi dung can than khi két ban hoic
tuong tac véi ngudi la, sé hoc sinh ¢ hai mirc nay
dat 682 em, chiém khoang 79,2%. Két qua nay
cho thdy phan 16n hoc sinh da c6 nhan thirc kha 16
vé viéc can bao vé thong tin ca nhan va giit sy can
trong khi giao tiép v6i ngudi la trén méi trudng
mang. Day co thé xem 12 mét tin hiéu tich cuc boi
& Ira tudi THCS, cac em bét dau ¢6 nhu cau mé
rong quan hé xa hoi nhung dong thoi ciing dan ¥
thire hon vé viéc bao vé ban than.

Noi dung “Em kiém tra do tin ciy cua thong
tin trudc khi chia sé” ¢6 diém trung binh dat 4,08.
C6 683 hoc sinh lya chon mirc 4 va muc 5, chiém
79,4%. Tuy nhién van con 109 hoc sinh lya chon
muc 3, chiém 12,7%. Diéu nay cho théy nhiéu hoc
sinh d4 biét can trong hon khi tiép nhan va lan
truyén thong tin trén mang.

Noi dung c6 diém thap nhét 1a “Em sir dung
méat khau du manh hodc bao mat tai khoan ca
nhan” v4i diém trung binh dat 4,03. Dt mirc diém
nay van kha cao, nhung day lai 12 noi dung co
ty 1¢ hoc sinh lya chon muc 3 tuong dbi 1om voi
147 hoc sinh, chiém 17,1%. C6 thé thay nhiéu hoc

sinh da quan tdm hon dén viéc bao vé tai khoan ca
nhan, tuy nhién vi¢c xay dung thoi quen bao mat
nhu str dung mat khau manh, thay ddi mat khau
dinh ky hodc cai dat cac 16p bao vé bd sung van
chua duoc tat ca hoc sinh thyc hién thudng xuyén.

Nhin chung, k¥ ning phong tranh nguy co mat
an toan trén khong gian mang cia hoc sinh THCS
tai tinh Lang Son dang & murc kha tot. Phan 16n
hoc sinh da hinh thanh dugc nhirng thoi quen an
toan co ban nhu khong chia sé thong tin ca nhan
cho ngudi la, can trong khi twong tac voi nguoi la
hoic biét dirng lai trudc cac tinh hudng dang ngo.
Tuy nhién, mot s6 hanh vi mang tinh chii dong
hon nhu bao mat tai khoan ca nhan hodc kiém
tra k¥ thong tin trude khi chia sé van can tiép tuc
dugc chu y trong qua trinh gido duc k¥ nang cho
hoc sinh.

1. KET LUAN

Nghién ctru hudng téi danh gia toan dién thuc
trang k¥ nang dam bao an toan trén khong gian
mang cua hoc sinh trung hoc co so trén dia ban
thanh phé Ha Noi théng qua bén nhom ky ning
cot 16i gom nhan dién nguy co, phong tranh, ing
pho va tim kiém hd tro. Trén co so két qua khao
sat thuc té, bai bao s& chi ra nhitng uu diém, han
ché va su khéc biét gitra cic nhém hoc sinh theo
dic diém cé4 nhan va hanh vi st dung Internet.

Két qua nghién ciru ky vong gop phan cung cip
bang chimg khoa hoc cho viéc xdy dung chuong
trinh gido duc an toan sb trong nha truong, dong
thoi khang dinh vai trd phdi hop giita gia dinh,
nha truong va xa hoi trong viéc hinh thanh nang
luc tu bdo vé€ cua hoc sinh trén moi truong $0.
Céc két qud cling 12 co s¢ dé dé xudt cac giai phap
phat trién ky nang dam bao an toan trén khong
gian mang gan voi yéu cau chuyen dbi sb gido duc
va phat trién nang lyc cong déan so6 trong Chuong
trinh Gido dyc pho thong 2018.
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