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MOT SO GIAI PHAP NANG CAO NHAN THU'C VE AN TOAN THONG TIN, AN
NINH MANG CHO SINH VIEN TAI CAC TRUNG TAM
GIAO DUC QUOC PHONG VA AN NINH

Nguyén Vién Pong
Trung tim Gido duc quéc phong va an ninh Pai hoc Thai Nguyén

Tom tit: Trong thoi dai cong nghé thong tin phat trién manh mé, khong gian mang tré thanh méi truong hoc tdp, giao
tiép va phat trién quan trong cua sinh vién. Tuy nhién, cung Vvoi do la sy gia tang cac nguy co nhuwe: 19 lot thong tin ca nhan,
lira ddo truc tuyén, tan cong mang va cdac hoat dong chong pha trén khéng gian mang. Sinh vién la lyc lwong tré, ndang
dong nhung con han ché vé kinh nghiém, dé tré thanh doi twong bi tac dong. Déi véi sinh vién hoc tap tai cac Trung tam
Gido duc quéc phong va an ninh, viéc ndng cao nhdn thirc vé an toan théng tin, an mnh mang khong chi giup bdo vé ban
than ma con gop phan hinh thanh y thirc tréach nhzem cong ddn trong bao vé an ninh quoc giatrén khong gian mang. Vivay,
viée nghién ciru danh gid ding thie trang va dé xudt cdc giai phdp phit hop la yéu cau can thiét trong giai doan hién nay.

Tir khéa: Sinh vién, gidng vién, an toan thong tin, an ninh mang, gido duc quoc phong va an ninh.

SOME SOLUTIONS TO IMPROVE AWARENESS OF INFORMATION SECURITY
AND CYBER SECURITY FOR STUDENTS AT NATIONAL DEFENSE
AND SECURITY EDUCATION CENTERS

Abstract: In the era of rapidly developing information technology, cyberspace has become an important learning,
communication, and development environment for students. However, along with this comes an increase in risks such
as: leakage of personal information, online fraud, cyberattacks, and subversive activities in cyberspace. Students are a
young, dynamic force but have limited experience, making them vulnerable to such influences. For students studying at
National Defense and Security Education Centers, raising awareness of information security and cybersecurity not only
helps protect themselves but also contributes to forming a sense of civic responsibility in protecting national security in
cyberspace. Therefore, researching and accurately assessing the current situation and proposing appropriate solutions is

a necessary requirement in the present period.
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I. PAT VAN PE

Su phat trién cua internet cing cac dich vu
trén khong gian mang da lam nén mot cudc “cach
mang” vé moi mit tir kinh té, van hoa dén khoa
hoc k¥ thudt, gido duc va cd chinh tri. Mot trong
nhitng d6i twong anh hudng rat nhiéu tir internet
d6 1a sinh vién trong xa hoi toan cau hoa hién nay.
Viéc su dung internet ding muc dich sé giL’lp ich
rat nhidu trong qua trinh hoc tap, boi hau hét cac
tai liéu déu duoc cung cap trén mang. V6i mang
internet cac ban s& dé dang: Tim kiém tai liéu hoc
tap ctia hau hét cac qudc gia; Trao ddi tai lidu,
bai hoc voi nhau & bat cir dau; Luyén thi, luyén
hoc trén cac trang web; Trao déi, hoc tap, luu trit,
tai dir liéu, ph?ln mém phuc vu cho hoc tap; Giup
giai tri sau gid hoc mét nhoc; HO tro lam thém
online dé kiém thém thu nhép va rat rat nhiu loi
ich khac do nhu cau str dung cua sinh vién. Bén
canh nhu’ng 101 ich to 16n trong hoc tap, nghlen
ctru va két ndi xa hd1, mang Internet cling tiém an
nhiéu tac dong tiéu cuc, dac biét dbi v6i sinh vién
(nhém ddi twong s dung Internet voi tin suét
cao). Trudc hét, van dé thong tin sai léch va tin
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gia dang tré thanh mat thach thire 16n. Sinh vién
thuong xuyén tiép can luong thong tin khong 16
tir cac nén tang tryc tuyén nhung chua dugc trang
bi day di1 k¥ ning kiém ching, dan dén viéc tiép
nhan va lan truyén thong tin khong chinh xac.
Diéu nay khong chi anh huéng dén nhan thic ca
nhan ma con gay tac dong tiéu cuc dén moi truong
hoc thuat. Thir hai, nguy co mat an toan thong tin
ca nhan ngay cang gia ting. Nhiéu sinh vién c6
théi quen chia sé thong tin ca nhan mot cach thiéu
kiém soat trén mang xa hdi, tao diéu kién cho cac
hanh vi lra dao, danh cap dir liéu. Cac hinh thirc
tAn cong mang nhu gia mao tai khoan, giri duong
link doc hai dién ra ngay cang pho bién va tinh vi.
Mot van dé dang chu y khac 1a tinh trang nghién
Internet va mang xa hoi. Theo mdt s6 khao sat gia
dinh, khoang 65-75% sinh vién danh trén 4 gio
moi ngdy cho Internet ngoai muc dich hoc tap.
Viée str dung qua mirc ddn dén giam hiéu qua hoc
tap, roi loan gidc ng va anh huong tiéu cuc dén
strc khoe thé chat ciing nhu tinh than. Ngoai ra,
Internet con tic dong dén dao dirc va hanh vi ctia
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sinh vién thong qua viée tiép can cac ndi dung
khong phu hop nhu bao lyc, phan cam hoac 1éch
chuan. Piéu nay c6 thé lam thay d6i nhan thir,
16i séng va chuan myc hanh vi cia mot bo phan
sinh vién néu khong duoc dinh hudéng ding dan.
Bén canh do, hién tugng bao lyc mang ciing dang
c6 xu hudng gia tang trong moi truong hoc duong.
Viéc xuc pham, cong kich c4 nhan trén mang xa hoi
khong chi gy ton thwong tim 1y méa con anh huéng
dén danh du, uy tin cia nguoi bi hai. Cudi cung,
viéc lam dung Internet con dan dén suy giam tuong
tac xa hoi truc tiép. Nhiéu sinh vién c¢6 xu hudng
giao tiép qua mang nhiéu hon ngoai doi thuc, lam
giam k¥ nang giao tiép, kha ning lam viéc nhom va
xdy dung cdc mdi quan hé xa hoi bén vimng,

Hién nay mén hoc gido duc qudc phong va an
ninh tai cac Trung tim Gido duc qudc phong va
an ninh dugc giang day theo Thong tu 05/2020/
TT-BGDDT cua Bd Gido duc va Pao tao vé
“Ban hanh Chuong trinh gido duc quéc phong
va an ninh trong trudng trung cap su pham, cao
d'flng su pham va co s¢ gido duc dai hoc”, trong
hoc phan Cong tac qubc phong va an ninh c¢6 ndi
dung giang day vé an toan thong tin va phong
chéng mot s6 loai toi pham trén khong gian
mang. Tuy nhién, do nhiéu yéu t6 khach quan
va chi quan nén ndi dung van chwa lam cho sinh
vién hiéu sau vé cac van dé an toan thong tin va
an ninh mang.

Tir nhitg phén tich trén c6 thé thy, mat trai
cua Internet 14 vin dé can duogc nhén dién déy du,
dé tir d6 dé ra cac giai phap nang cao nhén thirc vé
an toan thong tin, an ninh mang cho sinh vién tai
cac Trung tam Gido duc qudc phong va an ninh 1a
hét sirc cap thiét, gop phan xdy dung mai truong
mang lanh manh, an toan, nang cao chét luong
gi4o duc cho sinh vién.

II. NOI DUNG NGHIEN CUU

2.1. Thu doan va xu huéng cia cac loai toi
pham hién nay vé linh vire an toan thong tin va
an ninh mang

Cudc séng hién dai ngay nay dem dén cho
con ngudi day du vé ca vat chat lan tinh than.
Xu hudng cua thoi dai cong nghé sé dugc day
manh, nén con nguoi phai thuong xuyén st dung
internet, phan khong thé thiéu trong cudc song.
Hién nay céc loai td1i pham cong nghé cao thuong
su dung nhiéu thu doan rét tinh vi. Pic biét cac
dbi tuong thuong st dung chiéu trd nhim vao

sinh vién nhu: goi dién rdi thong qua céac trang
mang xa hoi gidi thi¢u viéc lam thém nhung phai
chuyén tién moi gi6i, sau khi nhan dugc tién moi
gidi cac dbi tuong chiém doat s6 tién moi gidi do;
Céc dbi tuong con sir dung dién thoai, Al gia danh
cong an, vién kiém soat goi dién thong bao cho
cac nan nhan dang dinh liu dén vy 4n nao d6 yéu
cau khai bao thong tin tai khoan, mat khau ngan
hang dé chiém doat s tién trong tai khodn; hodc
chung thuc hién hanh vi tan cong mang, chiém
quyén diéu khién tai khoan mang xa hoi dé nhan
tin lra dao dén danh sach ban bé vay tién dé
chiém doat; Khong nhiing vay, cac dbi tuong thu
dich con str dung mang xa hoi dé tuyén truyén,
bdi nho Pang va Nha nudc ta; ngoai ra mot sd
loai d6i twrong méi c6 xu huéng hack camera qua
hé théng camera gia dinh hodc may tinh c4 nhan
dé quay lai sinh hoat c4 nhan, ma luc lugng sinh
vién thuong st dung may tinh cd nhan thuong
xuyén nén rat d& bi cac dbi tuong loi dung... To1
pham lira ddo chiém doat tai san qua mang c6 xu
huéng gia ting v4i nhiéu thu doan tinh vi, dién
bién phtc tap, c6 tinh chat xuyén qudc gia, gy
thi¢t hai 16n va burc xtic cho nhan dan, hoat dong
phat tan thong tin x4u, doc hai, thong tin sai su
that trén khong gian mang tiép tuc tic dong dén
moi mat cua doi séng xa hoi; Ngoai ra hoat dong
t6 chirc danh bac qua mang ciing 1a van dé déng
lo ngai. Thyc té cho théy, sinh vién khong chi
1a nan nhan ma con ¢ thé trd thanh céc loai i
pham cong nghé cao.

Khi bi cac ddi twong t6i pham cong nghé cao
lira ddo, danh cap thong tin c4 nhan, xAm pham
doi song riéng tu... sinh vién thuong c6 tam ly
hoang mang lo léng, rat d& roi vao trang thai tuyét
vong. Mot sé sinh vién khi bi cac ddi twong xam
pham quyén riéng tu ca nhan thuong c6 tam 1y lo
s0, hoang loan, x4u hd, tu ti mat niém tin vao ban
than va cam giac bi ¢6 lap...gay hau qua xdu dén
x4 hoi, kinh té, tuong lai nghé nghiép c6 thé dan
dén nhitng diéu tiéu cuc, dé lai hau qué khong
nho dén gia dinh, nha truong, ban bé va nguoi
than. Nhiéu sinh vién khi vi pham phap luat trén
khong gian mang co thé bi xur Iy hinh su, anh
huong 16n dén viéc hoc hanh cling nhu danh du
ctia nha truong, gia dinh. C6 thé thay, tir nhiing
van dé trén day, doi hoi chung ta can phai nang
cao nhan thirc do1 ngti can bd giang day, dac biét
la sinh vién trong qua trinh hoc tap tai Trung tam.
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2.2. Mijt s6 giai phap ning cao nhin thirc vé
an toan thong tin, an ninh mang cho sinh vién tai
cac Trung tim Gido duc quéc phong va an ninh

2.2.1. Bdy manh céng tdc tuyén truyén, gido
duc cho sinh vién co nhan thirc dung va sw dung
mang internet an toan

Piy manh cong tic tuyén truyén, gido duc
nhim nang cao nhan thirc cho sinh vién vé moi
truong mang Internet 13 mot yéu cau cap thiét
trong bdi canh chuyén dbi sb hién nay. Noi dung
tuyén truyén can tap trung gitp sinh vién nhan
dién cac nguy co phd bién nhu thong tin sai léch,
Itra dao truc tuyén, xam pham dir li¢u ca nhan va
cac hanh vi vi pham phép luat trén khong gian
mang. Bén canh do, can chu trong trang bi cho
sinh vién cac ky nang st dung Internet an toan
nhu: kiém chimg thong tin, bao mat tai khoan, tmg
xUr van minh trén mang xa héi va khai thac hi¢u
qua cac ngudn tai nguyén phuc vu hoc tap. Thong
qua cac hinh thirc da dang nhu sinh hoat chuyén
d8, hoi thao, truyén thong truc tuyén va long ghép
trong chuong trinh giang day, hoat dong nay gop
phan hinh thanh y thac tu gidc, trach nhiém cta
sinh vién trong vi¢c xdy dung moi truong mang
lanh manh, an toan va van minh.

2.2.2. Tiép tuc ndng cao ndng lwc, chdt hrong
déi ngii giang vién, cdn bg qudn Iy sinh vién vé
noi dung an toan thong tin, an ninh mang

Doi ngil giang vién giit vai tro then chdt trong
viéc tmyén dat kién thtrc va dinh hudng nhan thirc
cho sinh vién vé an toan thong tin, an ninh mang.
Do d6, can thuong xuyén td chire cac 16p tap huan,
bdi dudng chuyén mén, cip nhat kién thirc méi
vé cong nghé thong tin, an ninh mang va cac quy
dinh cua phap luat lién quan. Noi dung bdi dudng
can gin voi thuc tién, tap trung vao cac xu hudng
méi nhu tn cong mang, ltra dao truc tuyén, béo
mat dir liéu ca nhan va k¥ nang g pho voi cac
tinh hudng phat sinh trén khong gian mang.

Bén canh d6, can khuyén khich giang vién tu
hoc, tu nghién ctru, tham gia cac khéa dao tao truc
tuyén, hoi thao chuyén dé dé nang cao trinh do,
d61 moi phuong phap giang day theo huéng hién
dai, tang cuong ung dung cong nghé¢ thong tin.
Dong thoi, nha trudng va Trung tAm can c6 co ché
hd tro, tao diéu kién vé thoi gian, kinh phi va tai
liéu phuc vu cong tac bdi dudng. Viéc nang cao
nang lyc doi ngii giang vién khong chi gop phan
nang cao chit luong giang day mon hoc Gido duc
quéc phong va an ninh ma con dap tng yéu cau
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dao tao ngudn nhan lyc c¢6 nhan thic va k§ nang
s trong tinh hinh m&i.

2.2.3. Péi méi phwong phdp giang day theo
hwong tang tinh twong tdc.

Trong qua trinh giang day mén Gido duc qudc
phong va an ninh, viéc d6i méi phuong phap theo
hudng phét huy tinh tich cuc, chu dong cta sinh
vién 1a yéu cau can thiét nhim nang cao hiéu
qué gido duc vé an toan thong tin, an ninh mang.
Giang vién can ting cuong st dung cic phuong
phép day hoc tich cuc nhu thdo ludn nhom, hoc
tap theo tinh huéng, mé phong cac tinh huéng gia
dinh lién quan dén hanh vi vi pham trén khong
gian mang nhu lra dao truc tuyén, phét tan thong
tin sai l¢ch, xdm pham dir li¢u cé nhan.

Thong qua vi¢c tham gia phan tich, xtr 1y tinh
hudng, sinh vién khong chi nim viing kién thirc
ma con hinh thanh k¥ nang nhan di¢n, danh gia va
mg pho voi cac nguy co trong thuc tién. Bén canh
do, viéc g dung cong nghé thong tin trong giang
day nhu sir dung video tinh hudng, nén tang hoc
truc tuyén, cau hoi tric nghiém tuong tac.. gop
phan tao himg tha hoc tap, nang cao kha nang tiép
thu va ghi nhé cua sinh vién. Qua do, tung bude
hinh thanh nang lyc tu bao v¢ ban than va y thuc
trach nhiém khi tham gia moi trudng mang.

2.2.4. T6 chirc cic hoat déng ngoai khéa,
chuyén dé vé an toan théng tin, an ninh mang

Bén canh ndi dung giang day chinh khoa, viéc
t6 chirc cac hoat dong ngoai khoa, chuyén dé la
giai phap quan trong nhim nang cao nhan thic
cho sinh vién mot cach tryc quan, sinh dong va
hiéu qua. Trung tdm can chu dong phdi hop voi
cac co quan chtrc ndng, don vi chuyén mon va luc
lugng dam bao an ninh mang dé t6 chuc cac hoi
thao, toa dam, dién dan trao ddi vé cac van dé noi
bat trong khong gian mang hién nay nhu tin gia,
lira dao truc tuyén, bio mat thong tin ca nhan.

Dong thoi, ¢6 thé t6 chirc cac cudc thi tim hiéu
kién thirc vé an toan thong tin, an ninh mang dudi
nhiéu hinh thirc nhu thi tric nghiém, san khiu
hoa, xir 1y tinh hudng..., qua d6 tao san choi bd
ich, khuyén khich sinh vién chii dong tim hiéu
va nang cao hiéu biét. Thong qua cac hoat dong
nay, sinh vién khong chi dugc cing cd kién thirc
ma con phat trién k¥ nang thyc hanh, kha ning
phan bién va y thac trach nhiém khi tham gia
moi truong mang. Day ciing la co hoi dé ting
cuong sy gan két glua 1y thuyét va thuc tién, gop
phan nang cao chit lugng gido duc toan dién
trong nha truong.



2.2.5. Xay dwng dgi ngii chuyén gia vé an toan
théng tin, an ninh mang nham hé tro kip thoi cho
sinh vién

Viéc hinh thanh dgi ngli chuyén gia, can bd c6
trinh d6 chuyén mén sau vé an toan thong tin, an
ninh mang 13 yéu cau can thiét nham ning cao
hiéu qua cong tac glao duc va ho trg sinh vién
trong moi truong sb. Trung tam can chu dong xay
dung lyc lwong nong cot gdbm giang vién, can bo
cong nghé thong tin va cac chuyen gia ph01 ho*p tur
cac co quan, don vi chirc nang dé tu van, hd tro,
giai d4p cac van dé phat sinh lién quan dén an toan
thong tin cho sinh vién.

Doi ngii nay c6 nhiém vu cung cip thong tin
canh bao sém vé cac nguy co, hinh thirc lira déo
méi trén khong gian mang; huéng dan sinh vién
cach phong tranh, xtr ly khi gap su ¢ nhu bi danh
cép tai khoan, 10 di liéu c4 nhan hodc bj tin cong
mang. Dong thoi, can thiét l1ap cac kénh hd trg
nhu duong day nong, hop thu dién tu, nén tang
tryc tuyén dé tiép nhan va xu 1y kip thoi cac phan
anh cua sinh vién.

Bén canh d6, Trung tdm can ¢6 co ché dao tao,
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boi dudng, cap nhat kién thue thuong xuyén cho
d6i ngii nay, dong thoi tao diéu kién vé co so vat
chat, trang thiét bi phuc vu cong tic chuyén mon.
Viéc xay dung doi ngii chuyén gia khong chi giup
nang cao nang luc ng pho véi cac van dé an ninh
mang ma con gop phan tao dung méi truong hoc
tap an toan, lanh manh va hd tro sinh vién mot
cach hiéu qua, kip thoi trong moi tinh huéng.

1. KET LUAN

An toan thong tin, an ninh mang 1a van d¢ ¢
y nghia quan trong trong bdi canh hién nay, dic
biét d6i voi sinh vién — luc luong st dung Internet
thudng xuyén va chiu nhiéu tic dong tir moi
truong so. Viée nang cao nhan thie va k§ nang st
dung Internet an toan cho sinh vién tai cac Trung
tam Giao duc qubc phong va an ninh 1 nhiém vu
can thiét va lau dai.

Trién khai dong bo cac giai phap néu trén s&
gop phan nang cao nhan thirc, hinh thanh ky nang
va y thire trach nhiém cua sinh vién khi tham gia
khong gian mang, qua d6 xdy dung mdi truong
hoc tap an toan, lanh manh, dap tng yéu cau gido
duc va bao vé T6 quéc trong tinh hinh mai.
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