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BAO PAM AN NINH MANG VA AN NINH DU’ LIEU
TRONG POI MOI GIANG DAY CONG NGHE THONG TIN
O HOC VIEN CHINH TRI HIEN NAY

Phung Thi Lan
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Tom tat Trong boi canh ky nguyen $6, an ninh mang, an nznh du’ liéu d‘a tro thanh thach thwc song con mang tinh toan
cau va quoc gia. Chuyén doi so trong quan déi dat ra yéu cau cdp bach vé bdao ve chu quyen dir liéu, dac biét trong linh
viee gido duc va dao tao. Bai viét tiép cdn tir Iy ludn, thuc trang an ninh mang gdn voi s d‘oz maoi manh mé cua chmfng
trinh glang day cong nghe thong tin tai Hoc vién Chinh tri hién nay. Trén co so do, de xudt 05 giai phap dong b6 nham
gop phan nang cao chdt hrong dao tao di ngii can b chinh tri cap chién dich, chién thudt, déap img yéu cau bdo vé viing
chdc Té quoc trén khéng gian mang.
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ENSURING CYBERSECURITY AND DATA SECURITY IN THE
INNOVATION OF INFORMATION TECHNOLOGY TEACHING
AT THE POLITICAL ACADEMY TODAY

Abstract: In the context of the digital era, cybersecurity and data security have become vital challenges at both global
and national levels. Digital transformation in the military has created an urgent need to safeguard data sovereignty,
particularly in the field of education and training. This article approaches the issue from both theoretical and practical
perspectives, examining the current state of cybersecurity in relation to the ongoing strong innovation of the information
technology curriculum at the Political Academy. On that basis, it proposes five synchronized solutions to help improve the
quality of training for political officers at the operational and tactical levels, thereby meeting the requirements of firmly

safeguarding the Fatherland in cyberspace.
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I. PAT VAN DE

Khoéng gian mang hién nay da thuc sy tré thanh
“lanh thd th ndm”, noi dién ra cac cudc dau tranh
gay git vé y thic hé, danh cip thong tin chién
luge va chién tranh thong tin. Theo Béo cdo An
ninh mang nam 2025, birc tranh toan cau va tai
Viét Nam dang dbi mit voi nhimg thach thic
khéc liét: hé thong thong tin nudc ta phai hing
chiu khoang 552.000 cudc tan céng mang, khién
52,3% t6 chtic, doanh nghiép chiu ton hai. Pic
biét nguy hiém, tin tic dang chuyén huéng lam
dung tri tué€ nhan tao (Al) tang 89%, v&i kha nang
xuyén thing hé théng chi trong von ven 27 gidy,
chu yéu thong qua cic cudc tan cong phi ma doc
(chiém 82%) nham vao dinh danh nguoi ding.
Nhén dinh vé tinh hinh nay, tai Phién hop thir I
nam 2026 ctia Ban Chi dao An ninh mang quéc
gia ngay 21/3/2026, Thu tudng Chinh phi Pham
Minh Chinh d4 nhan manh: “Bdo vé an ninh mang
la yéu cdu cdp bdch, thuong xuyén, trong yéu” .

Trong bdi canh nguy co an ninh mang ngay
cang 16n, sy nghiép d6i méi gido duc, dio tao cua
dat nude va Quén doi cling dang dimg trude yéu
cau cap bach phai chuyén doi sd. Nghi quyét sb
71-NQ/TW ctia B Chinh tri va Nghi quyét sd
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290-NQ/QUTW cua Quan uy Trung wong da dat
ra dot phé xay dung cac nha truong quan doi thong
minh. Hoc vién Chinh tri, trung tdm hang dau vé
dao tao can bd nghién ctru, giang day khoa hoc
x4 hoi nhan van, can bd chinh tri cap chién dich,
chién thuat cho toan quén, viéc d6i méi giang day
cong nghé thong tin dang dién ra manh mé. Tuy
nhién, su chuyén doi tir giang day k¥ nang tin hoc
co ban sang tng dung cong cu s, tri tué nhan tao
cling dong thoi mé ra nhimng “16 hong” tiém an
vé an toan thong tin, tai liéu ndi bo va dit liu sb
mang tinh bi mat quan sy, bi mat nha nudc. Do
d6, nghién ctru vé bao dam an ninh mang, an ninh
dir liéu trong d6i méi giang day cong nghé thong
tin tai Hoc vién Chinh tri hién nay 1a doi hoi tat
yéu, cap thiét ca vé 1y luan va thyc tién.

II. NOI DUNG NGHIEN CUU

2.1. Tinh tat yéu bao dam an ninh mang, an
ninh dit liéu trong d6i méi giang day cong nghé
thong tin & Hoc vién Chinh tri

Luat An ninh mang ndm 2025 dinh nghia: “An
ninh mang 13 sy 6n dinh, an ninh, an toan cua
khong gian mang; bao vé hé théng thong tin va
bao dam thong tin, dir li¢u, hoat dong trén khong
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gian mang khong gay phuong hai dén an ninh qudc
gia, trat ty, an toan xa hoi, quyén va loi ich hop
phap ciia co quan, to chtrc, ca nhan”. “An ninh dir
lidu 1a sy bao dam chét lugng dir liéu va cac hoat
dong xur ly, su dung dir liéu trén khong gian mang
phuc vu phat trién kinh té - xa hoi, chuyén ddi sb
quéc gia, tranh bi truy cép, st dung, tiét 10, sta
ddi trai phép, pha hoai hoac hanh vi khac de doa
hodc gay phuong hai dén an ninh qudc gia, trat tu,
an toan xa hdi”. Nhu vay, noi dén an ninh mang,
an ninh dir liéu khong chi 1a sy bdo ddm an toan hé
théng, ma con nhin manh nang lyc chu dong ung
pho véi cac mdi de doa tir Al va Big Data. Trong
diéu kién chuyén ddi s6 dién ra manh mé, viéc
bao v¢, bdo ddm an ninh mang, an ninh dir li¢u co
vai tro thuo’ng Xuyén, trong yéu, quyet dinh su 6n
dinh, phat trlen bén viing ciia mdi qubc gia, dan
tdc va moi to chure, ca nhan. DPdi v6i moi truong
quan sy, viéc bao dam an ninh mang, an ninh
dir liéu la téng thé cac hoat dong lanh dao, chi
dao, quan ly va ung dung céc bién phap k¥ thuat,
nghiép vu cta co quan, don vi, cac chu thé thude
Bo Qudc phong trong viéc phong ngira, phat hién,
ngan chdn, xtr Iy hanh vi xd&m pham an ninh mang,
an ninh dir liéu, bao dam su on dinh, an toan cua
khong gian mang, bao dam chat luong dit lidu va
cac hoat dong xu ly, sir dung dir li¢u, ngan chan
moi &m muu tin cong, pha hoai, thdm nhap hoac
chiém quyén diéu khién.

Nhan thire sdu sic mirc d6 nguy hiém, nguy
co de doa an ninh mang, an ninh dit liéu tir phan
mém doc hai, phan cting doc hai, t01 pham mang,
khing b6 mang, gian diép mang, tdn cong mang
hién nay, Ban Bi thu da ban hanh Chi thi s6 57-
CT/TW (thang 12/2025), coi bdo mat thong tin,
an ninh dir li¢u trong h¢ théng chinh tri 1a “nhiém
vu trong yéu, thwong xuyén”. Nghi quyét sb
3488-NQ/QUTW cua Quan uy Trung wong yéu
cau: “Bao dam an ninh mang, an ninh dir liu... la
yéu cau xuyén sudt, khong thé tach roi trong qué
trinh phat trién khoa hoc, cong nghé, d6i méi sang
tao va chuyén ddi s6”. Béi véi linh vuc gido duc,
dao tao & céc nha truong quén d6i, Nghi quyét s6
290-NQ/QUTW cling yéu cau phai xay dung moi
tm:orng s6 gan lién VO’l viéc “bdo dam tuyét doi bi

ar’. Nghi dinh s6 147/2024/ND-CP cta Chinh
phfl quy dinh 3 chirc ning, nhiém vu cia cac to
chure, ¢4 nhan trong viéc bdo ddm an ninh mang,
an ninh dit liéu. Trong d6, B6 Qudc phong va cac
co quan don vi thugc B9, “trong pham vi chuc
nang, nhiém vy, quyén han ctia minh c6 trach

nhiém bao vé chii quyén qudc gia trén moi truong
mang, bdo ddm an toan thong tin mang, an ninh
mang, bdo v¢ bi mat Nha nudc, bi mat quan sy;
phdi hop véi cac co quan ¢ tham quyén trong dau
tranh, phong, chéng t6i pham va vi pham phap
luat trén moi trudong mang”.

D6i méi giang day cong nghé thong tin & Hoc
vién Chinh tri 14 yéu cau tat yéu cta qua trinh gido
duc, dao tao doi ngli can b chinh tri cép chién
thuat, chién dich cho Quan déi. Su thay ddi trong
glang day cong nghe thong tin khong phai 1a su
chip va hay nang cap don thuan veé mat cong cu,
nhu viéc cap nhat phan mém, nang cip may tinh
hay k¥ nang soan thdo van ban. Trong mot moi
truong chuyén sau vé dao tao can bo lanh dao,
chi dao cong tac dang, cong tac chinh tri, d6i moi
giang day cong nghé thong tin 1a su két hop chit
ché gitta yéu t6 khoa hoc cong nghé hién dai va
khoa hoc xa hoi nhan van quén sy. Do 1a qua trinh
chuyén ddi can ban, toan dién chuong trinh, ndi
dung, hinh thirc, phuong phap truyén thy tri thirc
s6, nham dinh hinh “van héa s6”, “ban linh s6”
va nang lyc “tac chién thong tin” cho d6i ngii can
b0 chinh tri cép chién dich, chién thuét. Trang bi
tu duy, phuong phéap trong viéc phan tich, chon
loc, xtr 1y, bao mat dir li¢u va phan bac cac thong
tin xdu doc. Viéc doi moi giang day cong nghé
thong tin con hudng téi gitap hoc vién nam chic,
thanh thao trong img dung tién hanh céng tac tu
tudng, chinh tri, tham gia tryc dién vao cude dau
tranh phan bac cac quan diém sai trai, thu dich
trén khong gian mang.

Béo dam an ninh mang, an ninh dir liéu 1a bd
phan khang khit, yéu td quan trong, quyét dinh sy
thanh bai ciia d6i méi gido duc, dao tao tai Hoc
vién Chinh tri néi chung va d6i méi giang day
cong nghé thong tin noi riéng. Nghi quyét sb 290-
NQ/QUTW cua Quan uy Trung wong, dat ra yéu
cau 1a phai xdy dung méi truong su pham quéan
su thong minh, hién dai nhung phai tuyét dbi an
toan vé thong tin, dit liéu. Nghi quyét s6 3488-
NQ/QUTW cua Quan ty Trung wong ciing nhan
manh: “Chuyén d6i s phai gin lién voi bao dam
an toan thong tin, an ninh mang; coi day 1a nhiém
vu trong tam, xuyén sudt”.

Quan triét tinh than d6, Vin kién Pai hoi dai
biéu Dang b Hoc vién Chinh tri lan tha XVII coi
viéc “ddy manh irmg dung cong nghé théng tin,
chuyén d6i s6”, “ddy manh cai cich hanh chinh
va chuyén ddi sb, xay dyng Hoc vién thong minh,
hién dai” gén lién véi bao vé an toan thong tin la
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mdt trong nhitng khau dot pha trong tim dé nang
cao chat lugng giao duc, dao tao. Bao dam an ninh
mang, an ninh dit liéu trong d6i méi giang day
cong nghé thong tin & Hoc vién Chinh tri da co
nhitng budc tién viing chic. Piém sang ndi bat
la su chuyén bién manh mé& trong nhan thirc cua
Dang uy, Ban Giam dbc Hoc vién va cép uy, chi
huy céc cap, doi ngt giang vién; ha tang mang ndi
bd (mang truyén sd heu quan su) duoc dau tu mo
rong, dap tmg nhu cau khai thac hoc liéu sé va mo
phong cac bai tip cong nghé thong tin gan sat voi
cac ndi dung giang day chinh tri, quan su. Hién
nay, Hoc vién da ddi mai chuong trinh hoc phﬁn
cong nghé thong tin theo hudng tang ca ndi dung,
thoi gian va da dang cac hinh thtrc, phuong phép,
phuong tién glang day. Béc biét, n01 dung da cap
nhat theo yéu cau chuyén d6i s6 trong linh vyc
quéan sy. Nhidu ndi dung méi dua vao giang day
nhu: str dung phan mém Microstation V8i soan
thdo van klen tac chién; Gmg dung Al xay du:ng
hoc liéu s6; ky nang tuong tac trén m01 truong so
va da dau tu nang cip chuyén dé vé bao dam an
toan thong tin, an ninh mang. Tuy nhién, van con
mot s han ché: & mot sb it can bo, hoc vién van
con tam ly chu quan khi két ndi thiét bi ngoai vi,
hodc chua tudn thu triét dé cac quy tic bao mat
khi xir 1y tai lidu trén khong gian mang; ha tang
va cong nghé, hé thdng may chu luu trir tai lidu,
dir li¢u chua dong bo véi cac phan mém thyc hanh
tryc tuyén; nang lyc phong thu ctia hé thong mang
ndi b trude cac k¥ thuat tin cong nang cao can
duoc cung ¢d; hoc vién thuc hanh trén cac cong
cu Al tuong tac dir lidu trén nén tang dam may
khién nguy co 10 ri tai liéu ndi b, d& bi “tin tic su
dung AI” xdm nhdp nhu Bao cdo An ninh mang
2025 da canh bao..... Nhitng han ché nay xuét phat
tir ca nguyén nhan khach quan do tdc do phat trién
cong ngh¢, tinh dac thu hoat dong quan sy bio
mat, song nguyén nhan chu quan 1a co ban.

2.2. Giai phap co' ban bao dim an ninh mang,
an ninh dir li¢u trong d6i méi gidng day cong
ngh¢ thong tin tai Hoc vién Chinh tri hién nay

Mot la, ndng cao nhan thirc, trach nhiém va
ban linh chinh tri vé an ninh mang gcfn voi dac
thu chuong trinh dao tao moi. Tang cudng giao
duc cho can b9, gidng vién, hoc vién, nhan vién
vé nhitng ndi dung co ban cta céng nghé thong
tin. T6 chire thuc chat chuong trinh Binh déan hoc
vu s, dam bao 100% nam dugc nhimg kién thirc
co ban vé cong nghé sd, chuyén doi s6 va dic biét
14 hiéu vé an ninh mang, an ninh dir liéu va viéc
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bao vé n6. Két hop nhiéu hinh thirc phuong phap
cua gido duc chinh tri, gido duc phap luat nham
nang cao nhan thirc cho moi chu thé vé cac nghi
quyét, chi thi ciia Dang, phap luat cia nha nudc,
quy dinh ctia quan d6i vé bao dam, bao vé an ninh
mang, an ninh dir lidu. Trong tam 1a Nghi quyét
57, Nghi quyét 71, Chi thi 57 cia Trung wong,
cac Nghi quyét 290, Nghi quyét 3488 ciia Quan
uy Trung wong, Luat An ninh mang nam 2025,
Nghi dinh 147 cua Chinh phu, Thong tu 81 cua
Bo Qudc phong va cac vin ban khac ¢6 lién quan.
Trudc thyc trang 82% céc cugc xam nhdp mang
hién nay, lgi dung k& h¢ tir dinh danh nguoi dung,
viéc thiét 1ap “buc tuong lira” trong tu duy 1a giai
phap nén tang. Cu thé hoa Chi thi s6 57-CT/TW
va cac Nghl quyet cua Quan uy Trung uong, Hoc
vién can gido duc can bo, giang vién chuyén dich
tu duy tir phong thu bi dong sang “Phong thu chu
dong”, “Phong thu tich cyc”. Khi dua céc ndi
dung md&i nhu tng dung Al, Microstation V8i vao
giang day, giang vién can 16ng ghép khéo 1éo cac
tinh hudng 16 lot thong tin quan sy vio bai giang,
giup hoc vién nhan thie 10 hau qua khon luong
cua sy chi quan trén moi truong mang.

Hai la, hoan thién quy ché quan Iy, phan quyén
va thiét lgp co ché phan iing nhanh vé bao mat
a’Lr liéu hoc thudt. Hoc vién can cu thé hoa yéu
cau ctia Quan Uy Trung Lrorng trong Nghi quyet sO
290-NQ/QUTW vé viéc: “xdy dung co ché quan
Iy chat ch&, phan cap bao mat, ngan ngira nguy co
ro i dit lidu”. Thudng xuyén quén triét va cu thé
cac van ban phap luat ciia cp trén dé xdy dung
quy ché, quy dinh, huéng dan cy thé phu hop véi
dac thu gido duc, dao tao cua Hoc vién. Déng thot
bao dam, tao didu kién cho ddi méi giang day,
khong vi tuyét ddi hoa yéu td bao mat ma khong
dam d6i méi giang day, d6i méi noi dung, chuong
trinh hoc tap. Cac hoc liéu s6, van kién tac chién
thuc hanh phai dugc gan nhan bao mat minh bach.
Dong thoi, can rén luyén cho doi ngil giang vién,
hoc vién, nhan vién co ché phan tng nhanh khi
phat hién vi pham quy dinh bdo vé dir li¢u, phai
lap tic thong bao bang van ban cho Bo Tu 1énh
86 va Cuc Bdo v¢ an ninh Quéan ddi trong vong 72
gir dé co bién phap ngan chan kip thoi sy 1ay lan
cta cac ma doc thé hé moi.

Ba la, hién dai hoa ha tdng ky thuat va ung
dung cdc cong nghé bao mdt da 16p gdn véi thure
tién thue hanh céng nghé sé. Viéc dau tu ha tang
phéi tuan thi nguyén tic “Bao mat tir khau thiét
ké” theo Chi thi 57-CT/TW: “Hé théng chua bao
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dam an toan, an ninh thi kién quyét chua dua vao
sir dung”. Hoc vién can hudng t6i sir dung giai
phap cong nghé khong phu thudc vao cac doi tac
ngoai quan doi theo tinh than Nghi quyét 3488-
NQ/QUTW. Phdi hop voi Bo Tu 1énh 86 thiét
ké kién truc mang an toan. Pac biét, dé dap tng
chuong trinh gidng day mon hoc nhu thuc hanh
Al twong tac s6, Hoc vién phai xay dung cac ving
cach ly mang do (Sandbox) doc 1ap, cho phép tu
do thyc nghiém cong ngh¢ mdi ma khong tao ra
16 hong de doa mang Truyén s6 liéu quan su 13i.

Bon la, béi dwéng, chudn héa nding lyc an
ninh mang va tw duy tac chién khéng gian mang
cho doi ngii giang vién. Giang vién cong nghé
thong tin & Hoc vién Chinh tri khong chi can gidi
vé cong nghé s, k¥ niang thuat toan ma phai co
“nhan quan chinh tri s6”. Hoc vién phai thuong
xuyén cu giang vién di dao tao, boi dudng, tap
huén chuyén sau tai cac trung tim, cac co s& diao
tao vé cong nghé thong tin, vé an ninh mang, an
ninh dir liéu hang dau. Giang vién phai di ning
luc gidi ma céc thu doan ltra ddo Deepfake (dang
gia tang manh nho Al), chi ra nguyén ly phong
chéng sy xdm nhép ctia tu twong thu dich qua cac
k& ho két ndi, bién mdi gio hoc cong nghé thong
tin thanh mdt cudc rén luyén ban linh chién dau
trén khong gian sb.

Nam la, tang cuong klem tra, gidm sat cong
nghe va thuwong xuyén t6 chirc dién tap ung ciru
sw co khéng gian mang. Hoc vién can duy tri to

chuyén trach giam sat 24/7 luu lugng dir li€u vara
quét 15 hong dinh ky tai cac phong may thuc hanh.
Can dua n6i dung dién tap Gmg phé sy ¢d an ninh
mang vao chuong trinh hoc tap, bd tro dé hoc vién
c6 thé tham quan, tham gia c6 kién thtrc thuc tién.
Céc kich ban gia dinh bam sat thyc tién tin cong
tdc do cao nhu ma doc ma hoa dit liéu chi trong
vai phut, s€ gitp can bd chinh tri twong lai rén
luyén ban linh chi huy, quan tri rui ro da nganh,
san sang xir Iy khung hoang ngay khi tot nghiép
vé cong tac & cac co quan, don vi.

1. KET LUAN

Béo dam an ninh mang va an ninh dir li€u 1a
nhi¢m vu chinh tri trong yéu mang tinh séng con
trong d6i mai giang day cong nghé thong tin &
Hoc vién Chinh tri. Bi canh tan c6ng mang bung
nd toan cau cung su dich chuyén manh mé cua
chuong trinh dao tao tur tin hoc co ban sang ung
dung Al va tac chién s doi hoi mot “héng rao”
bao mat tuong xung ca vé cong nghe lan con
nguoi. Quan triét sau sic cac nghi quyét, chi thi
cta Bang, Nha nudc va Quan uy Trung uwong, vi¢c
thyc hién dong bo 05 nhém giai phép trén s€ tao
ra strc dé khang ndi sinh viing chic. Qua dé, bao
dam cong cude chuyen d6i sb trong glao duc, dao
tao & Hoc vién dién ra an toan tuyét dbi, kién tao
nén thé hé can bo chinh tri tinh nhué vé 1y luan,
sdc bén vé cong nghé, di ban linh bao vé viing
chic nén tang tu tuong ciia Pang va khong gian
mang qudc gia./.
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