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Tom tit: T rong nhitng nam gdn day, ciing voi qud trinh day manh vmg dung cong nghe théng tin va chuyén déi sé trong
gido duc, hé diéu hanh va cac phan mém vmg dung da tré thanh cong cu khong thé thiéu trong hoat dong day hoc, quan
ly va nghzen cteu tai cdc co SO gzao duc. Tuy nhién, thuc té cho thiy nhiéu hé diéu hanh va phan mém vmg dung van ton
tai cac 16 hong bao mdt, tiém an nguy co mdt an toan thong tin, anh thUng dén hiéu qua khai thdc, sir dung thzet bi va hé
théng cong nghé trong nha truong. Viéc nhdn dién va hiéu ré cdc dang 16 hong trong hé diéu hanh va phan mém tmg dung
6 Y nghia quan trong, gép phan nang cao nhdn thirc vé an todn thong tin cho doi ngii can bg quan ly, giang vién, gido vién
va nguoi hoc. Trén co s do, bai viét 1ap trung trinh bay mot so dang 6 hong thmfng gdp, phan tich nguyén nhdn va tac
dong cua ching, nham gop phan dé xudt cdc giai phép sie dung thiét bi va phan mém an toan, hiéu qua, déap vmg yéu cau
d6i méi gido duc trong giai doan hién nay.

Tir khod: An toan théng tin, 16 hong bao mdt; hé diéu hanh; phan mém tmg dung; gido duc so.

SOME TYPES OF VULNERABILITIES IN OPERATING SYSTEMS
AND APPLICATION SOFTWARE

Abstract: In recent years, along with the accelerated application of information technology and digital transformation
in education, operating systems and application software have become indispensable tools in teaching, management, and
research activities at educational institutions. However, reality shows that many operating systems and application sofiware
still have security vulnerabilities, posing a potential risk of information insecurity and affecting the efficiency of exploiting
and using technology equipment and systems in schools. Identifying and understanding the types of vulnerabilities in
operating systems and application software is crucial, contributing to raising awareness of information security among
administrators, lecturers, teachers, and students. Based on this, the article focuses on presenting some common types of
vulnerabilities, analyzing their causes and impacts, in order to contribute to proposing solutions for the safe and effective
use of equipment and software, meeting the requirements of educational reform in the current period.
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I. PAT VAN PE

Trong qué trinh ddy manh chuyén d6i s6 va
d6i méi phuong phéap day hoc, céc co sé gido duc
ngdy cang ting cuong tmg dung hé diéu hanh va
phan mém tmg dung trong quan ly, giang day va
hoc tap. Nhiéu thiét bi gido duc hién dai nhu may
tinh, phong hoc thong minh, hé théng hoc tap truc
tuyén, phan mém quan 1y dao tao. .. déu hoat dong
dua trén nén tang cua hé diéu hanh va phan mém
ung dung. Vi vdy, viéc bdo dam an toan va on
dinh cho cac hé thdng nay 13 yéu cau quan trong
nham nang cao hiéu qua st dung thiét bi giao duc.

Tuy nhién, thuc té trién khai cho thiy nhiéu hé
diéu hanh va phin mém tng dung hién nay van
ton tai cac 16 hong bao mat. Nhimg 15 héng nay
c6 thé phat sinh trong qua trinh thiét ké, 1ap trinh,
cai dat hoac st dung, tao diéu kién cho cac hanh
vi truy cp trai phép, 1am mat dit liéu hodc gian
doan hoat dong cua hé théng. DBdi véi moi truong
gido duc, cac sy cb lién quan dén 16 hong phan
mém khoéng chi anh hudng dén hoat dong day hoc
ma con gay kho khén trong cong tac quan 1y, khai
thac va bao vé thiét bi giao duc.
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Trong béi canh cac co so gido duc ngay cang
phu thudc vao h¢ théng cong nghé va thiét bi sd,
viéc nhan dién cac dang 16 héng trong hé diéu
hanh va phan mém tng dung 13 can thiét. Diéu
nay giup can bg quan ly, gido vién va nhan vién
k¥ thuat co cai nhin tong quan, tir d6 st dung va
quan 1y thiét bi gido duc mot cach an toan, hiéu
qua hon.

Xuét phat tir thyc tién trén, bai viét tap trung
trinh bay cac dang 16 hong thudng gip trong hé
diéu hanh va phan mém Gng dung, phan tich anh
huong cua cac 16 hong nay ddi véi viée st dung
thiét bi giao duc, dong thoi gop phan ning cao
nhan thirc vé an toan thong tin trong cac co so
gi4do duc hi¢n nay.

II. NOI DUNG NGHIEN CUU

Céc dang 16 hong bao mat thudng gip trong hé
diéu hanh va cac phan mém tng dung bao gdm: Loi
tran bo dém (Buffer overflows); Loi khong kiém
tra dau vao (Unvalidated input); cac van dé véi
diéu khién truy nhap (Access-control problems);
cac diém yéu trong xac thuc, trao quyén hoic
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cac h¢ mat ma (Weaknesses in authentication,
authorization or cryptographic practices); Cac 16
héng bao mat khac.

2.1. Lbi tran b dém

Loi tran bo dém (Buffer overflow) 1a mot trong
céc 181 thuong gip trong cac hé diéu hanh va dic biét
nhidu & cac phan mém tmg dung. Li tran bo dém
xay ra khi mot ing dung ¢ ging ghi dit liéu vuot
khoi pham vi ctia b nhé dém, 1a giGi han cudi hodc
ca gioi han dau ctia bd dém. Loi tran bd dém co thé
khién tmg dung ngimg hoat dong, gay mat dir liéu
hodc thdm chi gitp ké tan cong chén, thuc hién ma
doc dé kiém soat hé thong. Loi tran bo dém chiém
mot ty 16 16n trong sb cac 16i gay 16 hong bao mat.
Tuy nhién, trén thyc té khong phai tat ca cac 15i tran
bo dém déu c6 thé bi khai thac boi ké tan cong.

LAi tran bo dém xuét hién trong khau lap trinh
phan mém (coding), trong quy trinh phat trién
phan mém. Nguyén nhan cua 13i tran bo dém la
nguoi lap trinh khong kiém tra, hodc kiém tra
khong dﬁy du céc di lidu dau vao nap vao b nhd
dém. Khi dir li€u c6 kich thudc qua 16n hodc co
dinh dang sai dugc ghi vao by nhd dém, no6 s€ gay
tran va c6 thé ghi dé 1én cac tham sb thuc hién
chuong trinh, c6 thé khién chuong trinh bi 13i va
ngimg hoat dong. Mot nguyén nhan bo sung khac
la viéc sir dung cac ngdn ngit voi cac thu vién
khong an toan, nhu hop ngir, C va C++.

Phong chong

Dé phong chéng 16i tran bo dém mot cach hiéu
qué, can két hop nhiéu bién phap. Cac bién phap
c6 thé thuc hién bao gém:

Kiém tra thi cong ma ngudn hay sur dung cac
cong cu phan tich ma ty dong dé tim va khic phuc
céc diém co kha nang xay ra 16i tran bd dém, dic
biét lwu ¥ dén cac ham xur 1y xau ky tu.

Str dung co ché khong cho phép thyc hién ma
trong dir liéu DEP (Data Excution Prevention). Co
ché DEP dugc hd tro boi hau hét cac hé diéu hanh
(tr Windows XP va cac hé diéu hanh ho Linux,
Unix,...) khong cho phép thuc hién ma chuong
trinh chtra trong vung nhé danh cho dit liéu. Nhu
vay, néu ké tan cong khai théac 16i tran bo dém,
cheén dugc ma doc vao by dém trong ngan Xép, ma
doc ciing khong thé thyc hién.

Ngau nhién hoa so dd dia chi cip phat cac 6 nhé
trong ngan xép khi thuc hién chuong trinh, nhim
gay kho khin cho viéc g& rdi va phat hién vi tri cac
6 nhé quan trong nhu 6 nhé chira dia chi trg ve.

Str dung cac co ché bao vé ngan xép, theo do
thém mot sd ngau nhién (canary) phia trudc dia
chi trg vé va kiém tra s6 ngdu nhién nay trudc khi
tré vé chuong trinh goi dé xac dinh kha ning bi
thay d6i dia chi tro vé.

Str dung cac ngdn ngir, thu vién va cong cu
lap trinh an toan. Trong cac trudng hop cé thé, sir
dung cac ngdn ngtr khong gay tran, nhu Java, cac
ngdn ngit 1ap trinh trén nén Microsoft Net. Vi
cac ngdn ngit c6 thé gay tran nhu C, C++, nén sir
dung céc thu vién an toan (Safe C/C++ Libraries)
dé thay thé cac thu vién chudn co thé gay tran.

2.2. Ldi khong kiém tra dau vao

Li khong kiém tra dau vao (Unvalidated input)
1a mot trong cac dang 16 hong bao mat phd bién,
trong d6 tmg dung khong kiém tra, hodc kiém tra
khong day di cac dir liéu dau vao, nhd do tin tic
c6 thé khai thac 15i dé tin cong tmg dung va hé
thong. Dit liéu dau vao (Input data) cho tng dung
rat da dang, c6 thé dén tir nhidu ngudn véi nhidu
dinh dang khac nhau.

Céc dang dir liéu d4u vao dién hinh cho Gng dung:

Céc truong dir liéu van ban (text);

Céc 1énh duogc truyén qua dia chi URL dé kich
hoat chuong trinh;

Céc file 4m thanh, hinh anh, hodc d6 hoa do
nguoi ding, hodc céc tién trinh khac cung cap;

Céc d6i s6 dau vao trong dong lénh;

Céc dir lidu tir mang hodc tir cac ngudn khong
tin cay.

Phong chéng

Bién phap cha yéu phong chéng tan cong khai
thac 16i khong kiém tra dau vao 1a loc dit liéu dau
vao. Tat ca cac dit liéu dau vao, dic biét dit liéu
nhap tir nguoi dung va tir cac ngudn khong tin ciy
can duoc kiém tra k¥ ludng. Cac bién phap cu thé
bao gém:

Kiém tra kich thudc va dinh dang dit liéu dau vao;

Kiém tra sy hop 1y cua ndi dung dix liéu;

Tao cac bd loc dé loc bo cac ky tu dac biét va
cac tor khoa cta cac ngoén ngtr trong cac truong
hop can thiét ma ké tdn cong co thé sir dung:

+ Cac ky tu dac biét: *, *, =, --

+ Cac tur khoa ngon ngtr: SELECT, INSERT,
UPDATE, DELETE, DROP,... (v6i dang tin
cong chen ma SQL).

2.3. Céc van dé véi didu khién truy nhép

Diéu khién truy nhap (Access control) 1a mot
16p bao vé dic biét quan trong trong hé thong
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cac 16p bao vé hé thdng va dir liéu. Diéu khién
truy nhap lién quan dén viéc diéu khién ai (chu
thé) dugc truy cap dén cai gi (d6i tuong). Piéu
khién truy nhdp c6 thé duoc thiét 1ap boi hé
diéu hanh, hoic mdi tmg dung, va thuong gom
2 khéau: xac thuc (Authentication) va trao quyén
(Authorization).

Pé dam bao an toan cho hé thdng diéu khién
truy nhép, cac bién phap sau can duoc xem xét
ap dung:

- Khong dung tai khoan quan tri (root hodc
admin) dé chay cac chuong trinh tng dung.

- Luon chay cac chuong trinh Gng dung véi
quyeén t6i thiéu, vira du dé chung thuc thi cac tac vu.

- Kiém soat chit ch@ nguoi dung, x6a bo hoac
cAm truy nhap véi nhimg ngudi ding ngam dinh
kiéu everyone.

- Thuec thi chinh sich mat khau an toan.

- Chi cdp quyén vira dii cho ngudi ding thyc
thi nhiém vu.

2.4. Cac diém yéu trong xac thurc, trao quyén

Do céac khau xac thyc va trao quyén la hai
thanh phan c6t 16i cia mot hé thong didu khién
truy nhap, nén cac diém yéu trong xac thyc va
trao quyén anh huong truc tiép dén do an toan
ctia hé théng diéu khién truy nhap. Mot diém
yéu dién hinh trong khau xac thuc 1a mat khau
duoc luu dudi dang rd (plaintext), din dén nguy
co bi 16 mat khau rét cao trong qua trinh truyén
thong tin xac thuc. Ngoai ra, viéc st dung mat
khau don gian, dé doan, hoic dung mat khau
trong thoi gian dai ciing 1a diém yéu d& bi khai
thac. Viéc st dung co ché xac thyc khong du
manh, nhu cac co ché xac thuc don gian cua
giao thirc HTTP ciing tiém 4n cac nguy co bi tan
cong khai thac.

Trong khau trao quyén ciing ton tai mot sd
diém yéu, nhu st dung co ché thuc hién trao
quyén khong da manh, d& bj vuot qua. Chang han,
mot trang web chi thuc hién an cac links dén cac
trang web ma nguoi dung khong dugc truy nhap
ma khong thuc sy kiém tra quyén truy nhép trén
ting trang, néu nguoi dung ty gd URL cua trang
thi van c6 thé truy nhap.

2.5. Cac diém yéu trong cac h¢ mat ma

Cac van dé véi cac hé mat mi bao g6m viéc
su dung gidi thuat ma hoda, gidi ma, ham bam yéu,
lac hau, hoidc c6 16 hong di biét khong thé khic
phuc (DES, MD4, MDS5,...); Viéc st dung khoa
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(key) ma hoa, gidi ma yéu, nhu cac khoa c6 chiéu
dai ngén, hoic dé doan. Cac hé ma hoa khoa bi
mat c6 d an toan cao, toc do cao, nhung gip phai
kho khin trong van dé trao d6i, chia sé cac khoa
bi mat. Cac khoa bi mét trao ddi trong moi truong
khong an toan nhu mang Internet c6 thé bi 19, bi
danh cap. Mot sb van dé khac co thé gap phai voi
cac hé ma hoa, gém cic van dé xac thuc nguoi
gui, nguodi nhén, van dé st dung céac khoa, céac
chtng chi hét han hodc bi thu hdi, hoic chi phi
tinh toan 1ém, dic biét ddi véi cac hé ma hoa khoa
cong khai.

2.6. Céc 16 hong biao mat khac

Céc thao tac khong an toan vai céc file cling co
thé 1a mot 16 hong bao mat nghiém trong. Chang
han, mdt nguoi dung thyuc hién doc/ghi file luu &
nhitng noi ma nhiing nguodi dung khac ciing co
thé ghi file d6. Cac 18i dién hinh khac c6 thé gom:

Khoéng kiém tra chinh xac loai file, dinh danh
thiét bi, cac links hodc cac thudc tinh khac cua file
trude khi sir dung.

Cho phép tai file tai li€u, hinh anh 1én may chu
nhung khong kiém tra dinh dang file va khong
cAm quyén thuc hién, va do vay tin tac co thé tai
lén va thuc hién cac file chira ma doc;

Khong kiém tra mi tra vé sau mdi thao tac
voi file;

Gia thiét mot file c6 duong dan cyc bo 1a file
cuc bd va bd qua cac thu tuc kiém tra. Tin tic
c6 thé khai thac 16i nay bang cach anh xa file
0 xa vao hé théng file cuc by, tirc 1a c6 duodng
dan cuc bo va co thé duoc thuc thi trén hé thong
cuc bo.

Mot dang diém yéu bao mat khac xay ra
khi xuét hién cac diéu kién dua tranh (Race
conditions). Mot diéu kién dua tranh ton tai khi
co su thay ddi trat tu cua 2 hay mot sb su kién
gdy ra sy thay doi hanh vi cua hé théng. Pay 1a
mot dang 15i néu chuong trinh chi co thé thuc
hién dung chirc nang néu cac sy kién phai xay ra
theo dung trat tu. Tin tac co thé loi dung khoang
thoi gian giita 2 su kién dé chén ma doc, doi tén
file hodc can thi¢p vao qua trinh hoat dong binh
thuong cua hé thong.

III. KET LUAN

Hé diéu hanh va phan mém tng dung déng vai
trd quan trong trong vi¢c van hanh céac thiét bi va
hé thdng cong nghé thong tin tai cac co so giao
duc. Tuy nhién, trong qua trinh s dung, cac h¢
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thong nay van tiém an nhiéu dang 16 hong khac
nhau, xuat phat tir thiét k&, 1ap trinh, cdu hinh
va cach thirc khai thac, sir dung. Cac 16 hong
nay khong chi anh huong dén tinh 6n dinh cua
hé théng ma con tiém an nguy co mét an toan
thong tin, gidn doan hoat dong day hoc va quan
1y nha truong.

Bai viét di khai quat va phan tich mot sb dang
16 hong thuong gap trong hé diéu hanh va phan
mém tng dung, ddng thoi chi ra nhitng tic dong
ctia cac 16 hong nay d6i véi viéc quan 1y, khai
thac va s dung thiét bi gido duc. Qua d6 cho
théy, viéc nhan dién va hiéu rd cac dang 16 héng

la co s& quan trong gitp céc co s gido duc chu
dong hon trong cong tdc phong ngura rui ro va
bao dam an toan cho hé thong thiét bi cong nghé
thong tin.

Tir goc do thyuc tién, két qua nghién ciru cua
bai viét gop phan ning cao nhan thirc vé an toan
thong tin cho doi ngli can bo quan 1y, gido vién va
nhan vién ky thuat trong nha truong. Trén co s&
6, cac co sé gido duc c6 thé ting cuong cong tac
quan ly, Iya chon va str dung hé diéu hanh, phﬁn
mém tmg dung phi hop, ddng thoi chu trong cong
tac bao tri, cap nhat va khai thac thiét bi gido duc
mot cach hi€u qua, an toan va bén viing.
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