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Tém tdt: Sinh vién dai hoc la nhém doi trong co tan sudt sir dung Internet cao, qua do vira dwoc huwong loi tir cdc tién
ich ciia céng nghé so, vira phai doi mdt véi nhiéu nguy co lién quan dén xam pham théng tin cd nhdn va toi pham mang.
Nghién curu nay tdp trung danh gia thuc trang nhdn thiee, thai do va hanh vi bao mat théng tin ca nhan cua sinh vién tai
cdc trwong dai hoc trén dia ban thanh pho Ha Néi. Trén co s két qud phan tich, nghién ciru dé xudt mot sé giai phdp nham
ndng cao y thirc va ky nang bdo mat thong tin ca nhan cho Smh vién, gop phan phong ngira va han ché cdc nguy co t6i
pham trén khéng gian mang, gép phan xdy dung méi trwong sé an toan va bén viing cho sinh vién.

Tir khoa: thong tin ca nhan, bdo mdt thong tin, sinh vién, an toan mang, phong ngura toi pham mang.

RAISING AWARENESS OF ONLINE PERSONAL INFORMATION SECURITY
AMONG UNIVERSITY STUDENTS IN HANOI CITY

Abstract: University students are a population group with a high frequency of Internet use, through which they benefit
from the advantages of digital technologies while simultaneously facing various risks related to personal data breaches and
cybercrime. This study aims to assess the current state of university students’ awareness, attitudes, and behaviors regarding
personal information security at universities in Hanoi. Based on the research findings, the study proposes several solutions
to enhance students’ awareness and skills in protecting personal information, thereby contributing to the prevention and

mitigation of cybercrime risks and promoting a safe and sustainable digital environment for university students.
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I. PAT VAN PE

Qua trinh chuyén ddi s6 dang lam thay d6i can
ban phuong thurc hoc tap, nghién clru va sinh hoat
cta sinh vién dai hoc. Vi dic thu 1a nhém doi
tuong c6 muc do su dung Internet cao va thuong
xuyén, sinh vién ngay cang phu thudc vao cac nén
tang sd trong nhiéu hoat dong thiét yéu nhu hoc
tap truc tuyén, trao d6i hoc thuét, giao tiép x4 hoi,
thanh toan dién tir va luu trir dir li€u ca nhan. Bén
canh nhiing lo1 ich rd rét vé hiéu qua va kha nang
tiép can thong tin, moi trudong sd cling 1am gia
tang cac nguy co xam pham thong tin ca nhan, Itra
dao truc tuyén va cac hanh vi pham t0i st dung
cong nghé cao, dit ra thach thirc dang ké ddi véi
cong tac bao dam an toan thong tin va phong ngtra
to1 pham trén khong gian mang.

Thue tién cho thdy, mic du sinh vién di co
nhén thire nhat dinh vé& tam quan trong cua bao
mat thong tin cd nhan, song nhan thirc nay chua
duoc chuyén hoa tuong xtng thanh ky ning va
hanh vi bao vé dit liéu trong mdi trudng sb. Cac
hanh vi nhu chia sé thong tin ca nhan thiéu kiém
soat, st dung mat khau don gian, chu quan khi
truy cap duong hen ket hodc cai dat ung dung
khong 0 nguon gbc van con pho bién. Nhu:ng han
ché nay khién sinh vién tr¢ thanh nhom d6i tuong
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dé bj tan cong, xam nhap va loi dung trén khong
gian mang, dong thoi tiém an nguy co anh hudng
dén an toan thong tin cua cac co so giao duc dai hoc
va trat ty, an toan xa hoi ndi chung.

Trong nhitng nim gan day, Pang va Nha nudc
Viét Nam da ban hanh nhiéu chu truong, chinh sach
va quy dinh phap luat nhim ting cuong bao vé dit
liéu ca nhan va bao dam an ninh mang. Tuy nhién,
hi€u qua ctia cic bién phap nay phu thude 16m vao y
thire, thai do va hanh vi cua ngudi str dung Internet,
trong d6 sinh vién giir vai tro quan trong trong viéc
hinh thanh va lan téa van héa s6. Mic du vay, cac
nghién ctru chuyén sdu vé nhan thirc, thai do va
hanh vi bdo mat thong tin cd nhan cua sinh vién
gin voi yéu cau phong ngira toi pham trén khong
gian mang tai cac truong dai hoc & Ha N6i hién con
chua nhiéu, chwa phan anh dy du thuc trang va
nhitng van dé dit ra tir thyc tién.

Xuét phat tir nhirg yéu cau néu trén, nghién ctru
nay duogc thuc hi¢n nham danh gia thyuc trang nhan
thire, thai d§ va hanh vi bado mat thong tin ¢4 nhan
cua sinh vién céc truong dai hoc trén dia ban thanh
phé Ha Nbi, qua d6 d& xuét cac giai phap phu hop
nhim nang cao hiéu qua gido dyc an toan thong
tin, gop phan phong ngira 01 pham trén khong gian
mang trong bdi canh chuyén doi sé hién nay.
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IL. NOI DUNG NGHIEN CUU

2.1. Pbi twong va phwong phap nghién ctru

Nghién ctru tap trung phan tich nhan thie cua
sinh vién cac truong dai hoc trén dia ban thanh phd
Ha Noi vé bao mat thong tin ca nhan trén khong
gian mang, trong mdi lién hé vdi yéu cdu phong
ngura t01 pham cong ngh¢ cao va cac hanh vi xam
pham dit li€u c4 nhan. N&i dung nghién ctru lam
& muc do hiéu biét cua sinh vién vé thong tin ca
nhan, cac nguy co xdm pham thong tin trén khong
gian mang, ciing nhu mdi quan hé giita nhan thic
bao mat thong tin véi kha nang phong ngua toi
pham mang.

Nghién cuu dugce thuc hién trong pham vi cac
truong dai hoc trén dia ban thanh phd Ha Noi,
trong giai doan tir nam 2021 dén nay. Dé dat duoc
muc tiéu nghién ctru, bai viét sir dung tong hop
cac phuong phap nghién ctru khoa hoc xa hdi,
bao gdm: phén tich — tong hop tai lidu, diéu tra xa
hoi hoc bang bang hoi ddi véi sinh vién, théng ké
va xir Iy s6 liéu, phan tich tinh hudng thyc tién,
phong van chuyén gia va so sanh nham danh gia
thyuc trang nhan thirc va hanh vi bao mat thong tin
ca nhan cua sinh vién.

2.2. Co s6 1y luin vé nang cao nhén thirc bao
mat thong tin ca nhan va phong ngira tgi pham
trén khong gian mang

2.2.1. Thong tin ca nhan va bao mdt thong tin
cd nhan trén khong gian mang

Trong diéu kién phat trién manh m& cua khoa
hoc — cong nghé va qua trinh chuyén d6i sé hién
nay, thong tin c4 nhan ngay cang tr¢ thanh mot
yéu té gin bo chit ché voi doi song xa hoi, hoat
dong hoc tap, lao dong va giao tiép ciia mdi ca
nhan. Vé phuong dién phap ly, thong tin c4 nhan
dugc hiéu 13 dir liéu gin hen véi viée xac dinh
danh tinh hodc phan 4nh doi sng riéng tu ciia mot
c4 nhan cu thé. Theo quy dinh tai Luat Bao v¢ dir
liéu ca nhan nam 2025, dir liéu ca nhan 1a dir liéu
s6 hodc thong tin dudi dang khac xac dinh hodc
gitp x4c dinh mot con ngudi cu thé, bao gdm: dir
liéu c4 nhan co ban va di li€u cd nhan nhay cam.
Dit li¢u ca nhan sau khi khir nhan dang khong con
la dir liéu ca nhan.

Trén khong gian mang, thong tin c4 nhan ton
tai va duoc xir Iy dudi dang dir lidu sd, c6 kha
nang luu trlr, khai thac, chia sé va lan truyén voi
tdc dd nhanh, pham vi rng va kho kiém soat.
Khong gian mang vira tao didu kién thuan lgi cho
viéc hoc tap, nghién ciu, giao tiép va tiép can
thong tin, vira tiém 4n nhiéu nguy co xdm pham

quyén riéng tu va an toan thong tin c4 nhan. Dic
biét, d6i v6i sinh vién — nhom d6i tugng sir dung
Internet va mang xa hoi véi tan suat cao — th6ng
tin cd nhan thuong Xuyén duo’c cung cép, trao d6i
va luu tri trén cac nén tang so lam gla tang nguy
co bi thu thap, khai thac tra1 phep néu thiéu kién
thirc va k¥ ning bao mat can thiét.

Bao mat thong tin cd nhan trén khong gian
mang vi vay dugc hiéu 1a tong thé cac bién phap
phap 1y, k¥ thuat va hanh vi cia ca nhan nhiam
bao v¢ thong tin c4 nhan khdi nguy co bi truy cép,
str dung, tiét 16, thay doi hodc pha hiy trai phép.
Day khong chi 1a yéu cau mang tinh k¥ thuat, ma
con 14 yéu cau gan lién voi ¥ thire, trach nhiém va
nhén thuc ctia nguoi st dung khong gian mang.

2.2.2. Nhdn thitc vé bao mdt thong tin ca nhan
cua sinh vién

Trong tam 1y hoc, nhén thuce dugc hiéu 1a téng
thé cac qua trinh tam 1y giip con nguoi tiép nhan,
Xt 1y, luu gitr va sir dung thong tin ttr moi trudong,
bao gdm céc hoat dong nhu cam giac, tri giac, chii
¥, tri nhé, tu duy, ngdn ngit va ra quyét dinh. Nhan
thirc khong chi phan anh mirc d6 hiéu biét cua ca
nhan ma con giit vai trd nén tang trong viéc hinh
thanh thai do, niém tin va hanh vi, ddc biét trong
cac tinh hudng lién quan dén rii ro va an toan, qua
d6 gop phan giai thich va du bao hanh vi cta con
nguoi trong doi sdng xa hoi. Theo tac gia Nguyén
Cong Uén, nhan thirc duoc hiéu 1a qua trinh tam
Iy phan anh hién thuc khach quan vao trong 6c
con ngudi mdt cach tich cyce, cé chon loc va mang
tinh chi thé, théng qua d6 con nguoi hiéu biét vé
thé gi¢i xung quanh va vé chinh ban than minh.
Déi v6i van dé bao mat thong tin c4 nhan, nhan
thirc cua sinh vién khong chi thé hién & viéc biét
thong tin ca nhan la gi, ma con bao ham kha nang
nhan dién cac nguy co trén khong gian mang, hiéu
duoc hau qua cua vige 19, lot thong tin cd nhan va
y thirc chu dong phong ngtra.

Nhén thirc vé& bao mat thong tin c4 nhan cia
sinh vién dugc cdu thanh bdi ba yéu t6 co ban:
(1) nhan thire vé tri thirc, thé hién & mic do hiéu
biét ciia sinh vién vé quy dinh phép lut lién quan
dén bao vé thong tin cd nhan, an toan, an ninh
mang, cling nhu cdc hinh thtc, thu doan xam
pham thong tin ca nhan phd bién hién nay; (2)
nhén thuc vé thai do, phan anh muc d§ quan tam,
coi trong va trach nhi€m cuia sinh vién dbi voi viée
bdo v¢ thong tin c4 nhan cta ban than va nguoi
khac; (3) nhan thirc thé hién qua hanh vi, dugc
biéu hién bang cac thoi quen, ki ning sir dung
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Internet, mang xa hoi va thiét bi s6 mot cach an
toan, c¢6 kiém soat.

Thuc tién cho thay, mic du sinh vién 1a nhimng
ngudi trong d6 tudi thanh nién, c¢6 kha ning tiép
can nhanh v4i cong ngh¢ thong tin, song nhéan thire
vé bao mat thong tin cd nhan con ton tai nhiéu han
ché. Tam Iy chi quan, coi nhe rui ro, thdéi quen
chia sé thong tin c4 nhan cong khai trén mang xa
hoi, cting vai viée thiéu kién thirc phap luat va ki
ning bao mat I nhimg nguyén nhan pho bién lam
gia tdng nguy co bi xam pham thong tin ca nhan
trong nhom dbi tuong nay.

2.2.3. Bao mdt théng tin ca nhan voi phong
ngura toi pham trén khong gian mang

Trong bdi canh hién nay, t6i pham trén khong
gian mang ngay cang gia tang, voi phuong thire,
thu doan da dang, tinh vi, 191 dung triét dé sy thiéu
hiéu biét va so hd cua ngudi st dung Internet.
Nhiéu loai toi pham nhu lua déo chiém doat tai
san, gia mao danh tinh, xAm pham doi sdng riéng
tu, chiém doat tai khoan mang xa hoi déu co diém
chung la khai thac thong tin cd nhan ctia nan nhan
lam cong cu hodc diéu kién dé thyc hién hanh vi
pham toi.

Luat An ninh mang nam 2018 da khéng dinh
trach nhiém cua co quan, td churc, c4 nhan trong
viéc bao v€ thong tin ca nhan trén khong gian
mang, coi day 1a mét trong nhu’ng ndi dung quan
trong nham bao dam an ninh qudc gia, trat tw, an
toan x hoi. Pidu nay cho thiy, bao mat thong tin
ca nhan khong chi 14 van d& mang tinh c4 nhan,
ma con ¢ y nghia xa hoi va an ninh sau sic.

Tur gbc dd phong ngura tdi pham, viéc nang cao
nhén thirc vé bao mat thong tin ca nhan cho sinh
vién c6 vai tro dac biét quan trong. Khi sinh vién
c¢6 nhan thirc day du va hanh vi st dung khong
gian mang an toan, kha nang bi lgi dung, xam
pham théng tin ca nhéan s& giam dang ké, qua do
han ché diéu kién phat sinh tdi pham. Nguoc lai,
nhan thtre han ché va hanh vi thiéu kiém sot trén
khong gian mang s€& tao mdi truong thuan loi cho
toi pham hoat dong, lam gia ting s6 vu viéc vi
pham phap luat lién quan dén khong gian mang.

2.3. Giai phap nang cao nhan thirc bao méat
thong tin ca nhan cho sinh vién

2.3.1. Ning cao hiéu qud céng tac tuyén truyén,
gido duc vé bdao mdt théng tin cd nhén trong méi
truong dai hoc

Trudc yéu cdu ngdy cang cao cia cong tc
phong, chdng t6i pham trén khong gian mang,
viéc nang cao nhan thuc vé bao mat thong tin ca
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nhan cho sinh vién can duoc xac dinh 1a nhiém vu
thuong xuyén, lau dai va cé tinh hé thdng trong
cac co s¢ gido duc dai hoc. Cac truong can doi
méi ndi dung, hinh thirc tuyén truyén theo hudng
gan 1y ludn véi thuc tién, 1ay nguoi hoc 1am trung
tam, tang tinh tryc quan, sinh dong va dé tiép can.
Nbi dung tuyén truyén khong chi ding lai & khai
niém thong tin cd nhan va cac nguy co rii ro, ma
can tap trung 1am rd hau qua phap 1y, kinh té va xa
hoi khi dé 19, bi chiém doat hoc sir dung trai phép
thong tin ca nhan.

Bén canh d0, can 16ng ghép nodi dung gido duc
vé an toan thong tin, an ninh mang va bao vé dir
liéu ca nhan vao cac hoc phan kj ning mém, gido
duc phap luat dai cuong, gido duc cong dan, hodc
cac budi sinh hoat cong dan dau khoa, dau nim
hoc. Viéc nay gop phan hinh thanh nhéan thirc
som, ding ddn va bén viing cho sinh vién ngay tir
khi budc vao mdi truong dai hoc, han ché tu duy
chu quan, coi nhe rui ro trén khong gian mang.

2.3.2. Péi méi phwong phdp dao tao, ting
cuong ky nang thuc hanh bao mdt thong tin ca
nhan cho sinh vién

Két qua khao sat cho thiy nhidu sinh vién ¢
hiéu biét nhét dinh vé bao mat thong tin cd nhan
nhung con han ché vé k¥ niang thyc hanh. Do do,
can chuyén manh tir tuyén truyén mot chiéu sang
dao tao theo hudng trai nghi€m, thyc hanh va xu
Iy tinh hudng. Céc truong dai hoc ¢ thé t6 chirc
cac budi tap huén, hoi thao chuyén dé, 16p hoc
ngén han vé nhan dién hanh vi lira dao truc tuyén,
cach thiét 1ap bdo mat tai khoan mang xa hoi,
email, vi dién tir, cling nhu ky nang xtr Iy khi bi
xam pham dir liéu cé nhan.

Viéc sir dung cac tinh hubng gia dinh, mo
phong céc thii doan phd bién cua t6i pham mang
nhu gid mao co quan chirc ning, chiém doat tai
khoan, danh cap dit liéu ca nhan... s& gilp sinh
vién nang cao kha nang nhan dién, phan ung va
tw bao vé minh. Qua do, gop phan thu hep khoang
cach gifra nhan thirc va hanh vi, nang cao hiéu qua
phong ngura tdi pham tir sém, tir xa.

2.3.3. Phat huy vai tro cua 16 chirc Poan, Hoi
sinh vién trong nang cao nhdn thirc bao mdt thong
tin ca nhan

T chirc Poan Thanh nién, Hoi Sinh vién gilr
vai tro quan trong trong viéc tap hop, dinh hudng
va gido duc sinh vién. Do dé, can phat huy vai
trd nong cbt ciia cac t6 chirc ndy trong cong tc
tuyén truyén, van dong sinh vién thuc hién tét cac
bién phap bao mat thong tin ca nhan. Co thé xay
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dung cac md hinh, cau lac bg, ddi, nhém sinh vién
tinh nguyén vé an toan thong tin, an ninh mang; to
chirc cac cudc thi tim hiéu phap luat, dién dan, toa
dam, ngay hoi “Sinh vién véi an toan thong tin”.

Thong qua cac hoat dong phong trao, sinh vién
khong chi tiép thu kién thirc mot cach chu dong,
ma con lan toa nhan thic tich cuc trong cong dong
sinh vién, hinh thanh mdi truong hoc dudong an
toan, lanh manh trén khong gian mang.

2.3.4. Tang cuong phoi hop giita nha trirong,
co quan quan ly nha nudc va lyc lwong chirc nang

Viéc nang cao nhan thirc va phong ngura to1i
pham trén khong gian mang khong thé chi thyc
hién riéng 1¢ trong pham vi nha truong. Can ting
cuong sy phdi hop chit ché giira cac co so gido
duc dai hoc vé6i cac co quan quan 1y nha nudc vé
thong tin va truyén théng, co quan cong an, ddc
biét 1a lyc lugng chuyén trach phong, chong toi
pham cong ngh¢ cao.

Thong qua phdi hop, cac co quan chirc ning
c6 thé cung cép thong tin canh bio som vé cac
phuong thirc, thu doan mdi cua tdi pham mang;
tham gia giang day, n6i chuyén chuyén dé; huéng
dan sinh vién cach thuc td giac, trinh bdo khi bi
xam pham thong tin ca nhan. Diéu nay khong chi
nang cao nhan thuc phap ludt cho sinh vién ma
con gép phan xdy dung thé tran phong ngira xa
hoi rong khap trén khong gian mang.

2.3.5. Hoan thién co ché, chinh sach va méi
trieong s6 an toan trong cdc trwong dai hoc

Céc truong dai hoc can quan tam dau tu ha
tang cong ngh¢ thong tin an toan, bao mat; xay
dung quy ché ndi bd vé quan 1y, st dung va bao vé
dir liéu ca nhan cua sinh vién trong cac hé thong
dao tao, quan ly hoc tap va dich vu truc tuyén.

Viéc bado dam an toan thong tin tir phia nha truong
s& gop phan ning cao niém tin va y thirc tudn tha
cua sinh vién.

Pong thoi, can ting cuong phd bién, hudng
dan sinh vién thyc hién cdc quy dinh ctia phap luat
vé bao vé dir liéu ca nhan, an ninh mang, phong,
chéng toi pham str dung cong nghé cao, qua d6
tung budce hinh thanh van hdéa Uing xtr an toan,
c6 trach nhiém trén khong gian mang trong cong
ddng sinh vién.

1. KET LUAN

Nghién ctru da lam ro thyc trang nhin thuc
vé bao mat thong tin ca nhan cua sinh vién cac
truong dai hoc trén dia ban thanh phé Ha Noi
trong bdi canh to6i pham trén khong gian mang
dién bién ngay cang phirc tap. Két qua khao sat
cho théy, mic du da s6 sinh vién da c6 nhan thire
nhét dinh vé tam quan trong cua viéc bao v¢ thong
tin c4 nhan, song muc do hiéu biét chua toan dién,
k¥ nang thyc hanh bdo mat con han ché va hanh
vi bdo v¢ thong tin c4 nhan chua tuong xung véi
mure do rui ro thuc té.

Tu thyc trang trén, nghién ctu da dé xuét hé
thong giai phap nhdm nang cao nhan thirc va nang
luc bdo mat thong tin cd nhan cho sinh vién, tap
trung vao d6i mdi cong tac gido duc, ting cuong
dao tao k¥ nang thuc hanh, phat huy vai tro ctua
cac to chic Poan — Hoi va day manh phdi hop
gitra nha truong véi cac co quan chirc nang. Vige
trién khai dong bo cac giai phap nay khong chi
gdp phan bao vé quyén, loi ich hop phap ciia sinh
vién, ma con ¢ y nghia thiét thuc trong phong
ngtra tdi pham trén khong gian mang, xay dung
moi truong gido duc an toan, lanh manh trong tién
trinh chuyén ddi s6 hién nay.
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