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TAN CONG APT VA GIAI PHAP PHONG CHONG TRONG
GIAO DUC AN NINH MANG HIEN NAY
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Tém tit: Trong boi canh Cach mang Cong nghiép 4.0, bao vé an ninh mang ngdy cang quan trong hon bao gio hét,
nham bdo vé an ninh quéc gia, trdt ti an toan xd hoi, xay dng khéng gian mang thuee sw lanh manh va an toan. Pé dam
bao An toan khong gian mang trong ky nguyén sé, chiing ta can phat huy sitc manh tong hop va dong bé ciia cdc liec lwong,
trong dé méi cd nhan cé vai tro hét sikc quan trong. Khong gian mang ngay nay tro thanh mot khong gian xa hoi moi, noi
con ngueoi c6 thé thiee hién cdc hanh vi giao tiép, sang tao, lao dong, san xudt, tiéu dimg, hoc tdp va vui choi gidi tri, khong
bi gioi han boi khong gian va thoi gian. Tuy nhién, cung voi nhitng loi ich to lon, khong gian mang dang tao ra cdc nguy
co va thdch thire doi voi an ninh quéc gia, an ninh con nguwoi va trdt ty an toan xa hoi. Thoi gian qua, khong it nhﬁ*ng vu
ltra dao qua mang gdy anh hmmg xau den stk khée, danh dw, uy tin cia té chike, cd nhan. Céc cude tan cong nay déu cé
muc dich cu thé nhwe: Ldy cdp dit liéu, tong tién, lira ddo... Vi vdy, bai viét sé dwa ra cdc gidi phdp phong chong dé han ché
cac thiét hai nhdt dinh tir cdc cudc tan cong APT.

Tir khod: APT: an ninh mang; an toan théng tin; tan cong c6 chii dich; gido duc an ninh mang; phong chong tin céng mang.

APT ATTACKS AND PREVENTION SOLUTIONS IN CURRENT
CYBER SECURITY EDUCATION

Abstract: In the context of the Fourth Industrial Revolution, cybersecurity is more important than ever to protect
national security, social order and safety, and build a truly healthy and safe cyberspace. To ensure cybersecurity in the
digital age, we need to leverage the combined and synchronized strength of various forces, in which each individual plays
a crucial role. Today's cyberspace has become a new social space where people can engage in communication, creativity,
work, production, consumption, learning, and entertainment without being limited by space and time. However, along with
its immense benefits, cyberspace is creating risks and challenges to national security, human security, and social order and
safety. In recent times, numerous online scams have negatively impacted the health, honor, and reputation of organizations
and individuals. These attacks all have specific objectives such as: data theft, extortion, fraud, etc. Therefore, this article
will present preventative solutions to minimize the damage from APT attacks.
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I. PAT VAN PE

Mang Internet ngdy cang phat trién va phd
bién rong khip moi noi, loi ich cua né rat 1on.
Tuy nhlen cung c6 rat nhiéu ngoai tac khong
mong mudn ddi véi cac ca nhan hay t6 chuc,
doanh nghiép, co quan nha nudc,... nhu céc
trang Web khong phu hop véi lira tudi, nhiém
vu, loi ich, dao duc, phap luat hoac trao doi
thong tin bt loi cho c4 nhan, doanh nghiép,...
Nam 2024, trung tam Giam sat an toan khong
gian mang d3 phat hién hon 56.300 diém yéu,
16 hong an toan thong tin tai cac hé thdng thong
tin ctia co quan to chirc nha nudc.

Hién nay, moi tru(‘mg mang may tinh dang
ngay mot phat trién di 1én nham phuc vu céc
nhu cau thiét yeu cho cudc sdng hang ngay. Bén
canh su phat trién d6 thi ciing c6 khong it nhirng
ké muén loi dung nhitng 16 hong tir moi truong
mang may tinh dé danh cip thong tin va dung
ching véi nhiing muc dich xdu. Ciing tir do,
thuat nglr Advanced Persistent Threat - APT ra
doi. Vay APT la gi? Hién nay tinh trang tan cong
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APT ¢ Viét Nam thé nao? Cach phong chdng ra sao?
Bai viét dudi day sé giai dap nhimg thic méc do.

II. NOI DUNG NGHIEN CUU

2.1. Khai niém APT

Thuat nglt APT (Advanced Persistent Threat)
dugc sir dung dé mo ta kiéu tin cong dai dang
va ¢6 chu dich vao mét thuc thé dugc nhim dén.
APT 1a loai tan cong am tham, khong pha hong
file/may tinh. APT da tr¢ thanh mot mdi quan tim
16n cho céac chuyén gia bao mat trén toan thé gidi.
Ngay tir ddu ndm 2013, di c6 mot loat danh sach
nbi dai nhitng nan nhan cua loai tin cong nay nhu
Facebook, Twitter, ...

Céc thanh phan cua tir viét tit APT:

Advanced (Nang cao): Hacker str dung cac ki
thuat nang cao dé tdn cong vao hé thong muc tiéu
mot cach bai ban. Cac tan cong APT phdi két hop
nhiéu cac ki thuat khac nhau mot cach khoa hoc.
Tinh “Advanced” thé hién & kha nang an minh,
thay dbi lién tuc khién cho viéc phat hién trd nén
rat khé khan.
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Persistent (Dai dang): Hacker xac dinh cu thé
muc tiéu can khai thac dé thuc hién viéc tin cong,
an minh va khai thac theo timg giai doan. Sir dung
nhiéu céc ki thuat, phuong phap khac nhau dé tin
cong vao muyc tiéu dén khi thanh cong.

Threat (Nguy co hay méi de doa): APT 1a mot
mdi de doa béi vi nd ¢6 tiém luc va chu dich. Cac
cudc tin cong APT dugc thuc hién boi cac hoat
dong két hop, o muyc tiéu cy the va ké tin cong
¢6 ki nang, co to chirc va co ngudn tai tro doi dao.

2.2. Cic phwong phip phong chong tin
cong APT

2.2.1. Bao mdt theo lop

Trong cac chién luoc phong chong va bao vé
an ninh mang, giai phap bao mat theo 16p hay con
goi 12 phong thu kién ¢ theo chiéu sau ludn dugc
dua vao sy wu tién hang dau. Phuong phéap phong
chéng tan cong APT nay ludn mang lai hiéu qua
rat cao.

Ly do la vi v&i gidi phap nay, mang ndi bd
s& dugc bao vé triét dé thong qua mot thiét bi
tuong lira nham muc dich kiém soat cac diém ra
vao mang, trién khai cac hé thong phat hién/ngin
chin xam nhap (IDS/IPS), hé théng SIEM — hé
thong giam sat thong tin va sy cd bao mat, bd
sung hé théng quan 1y va vé 15 hong, thuc hién
bao vé dau cubi, sir dung cac phuong thiurc xac
thuc va quan 1y danh tinh truy cap mot cach gt
gao nhung chéc chén.

Muc tiéu chinh cua viéc st dung tuong Itra bao
mat nay nham lam cho viéc x4m nhdp vao mang
ban dau tr& nén kho khan; néu Hacker vugt qua,
cac 16p bao mat bo sung tiép theo s& phai co mirc
tr& ngai cao hon, c6 thé ngin cudc tan cong lan
rong hodc lam sy tién trién cua ma doc cham lai
du lau dé hé thong mang phat hién va xir 1.

2.2.2. Su dung dich vu giam sat, danh gia va
phdn tich méi de doa

Giam sat chit ché viéc kiém soat an ninh giap
mang ndi bg nhan dién sém céac déu hiéu canh bao
ctia mot cudc tan cong c6 chi dich. Chung thudong
xuat hién duéi dang File Log, cac hoat dong bét
thuong hay cac dang luu lugng dir li€u c6 sy thay
d6i bat thuong.

Viéc giam sat cac thiét bi truy cap mang, tat ca
luu lugng ra vao mang, luu lugng ndi bg 1a nhiing
diéu hét strc quan trong. Viéc giam sat lién tuc rat
c6 ich trong viéc phong thii va 1én chién lugc tan
cong cho cac mdi de doa.

2.2.3. Pado tao va hudn luyén doi ngii IT

Hau hét cac cudc tan cong APT st dung k¥

thuat xa hoi dé dat dugc mot chd dtmg ban dau
trong moéi trudong mang cua muc tiéu. Spear
phishing dugc st dung trong cac cudc tin cong
APT. Viéc str dung phé bién cua ky thuat xa hoi
trong cac cudc tn cong APT nhim nhin manh
tam quan trong ctia dao tao con nguoi dé nhan ra
nhitng email bat thuong va cic cudc tin cong sir
dung k¥ thuat xa hoi, cling nhu cac bién phap ung
pho va thong bao sy cd.

Dao tao nguoi ding vé cac cudc tan cong spear
phlshlng va giai thich 1am thé nao dé xac dinh cac
tan cong ro rang 1a rat quan trong va nén dugc
thuc hién. Cac van dé co ban vai APT 1a nhitng
ké tin cong thuc hién viéc nghién cru va nhimng
email cta ké tdn cong trong gidng nhu nhimng
email thuc sy. Vi vay, ngudi st dung s€ click vao
email APT. Tur goc do nguodi dung, khong c6 mét
su khac biét nao gitta mot email hgp phap va mot
cudc tin cong gia mao email. Sy tinh vi ciia ké tan
cong thé hién & viéc thuc hién nhitng nghién clru
va chic chin rang email tréng c6 vé hop phap dé
nguoi sir dung khong thé phan biét dugc.

2.2.4. Con nguoi

Str dung céc cong nghé bao mat 1a chua du, tin
cong APT thuong md dau bang cudc tin cong gia
mao email do vay viéc dao tao, huén luyén con
nguoi ludn phai dugc thyce hién.

Céc chuyén gia An ninh mang trén thé gidi
cling thuong dé cap dén van dé dao tao va huan
luyén d6i ngii IT ctia doanh nghiép, t6 chtrc trong
viéc phong chbng cac cude tin cong co cha dich
nham bao vé an ninh mang.

Tao nhiéu diéu kién dé nhan vién thau hiéu can
k& cac rui ro trong viéc bi tan cong APT, nhét 1a
cac van dé xoay quanh viéc nhin vao nhung lién
két khong 1 rang trong Email va cung cap cac
dau hiéu dé nhan biét nhiing k¥ thuat lira dao bang
mi doc v6i myc dich danh cép thong tin va dir
li¢u, danh sap mang ndi bo.

Hay chi ra cho ho thiy rang viéc bi mat di thong
tin va dir liéu 1a diéu rat nguy hiém véi su ton tai
va phat trién ctia doanh nghiép, to chirc. Tham chi
didu d6 co thé gay anh huong dén tinh trang tai
chinh cta Cong ty va thu nhap ca nhan cua ho.

2.2.5. Ldp san ké hoach irg phé

Viéc chuén bi sin mot ké hoach chinh chu luén
1a budc dém vig chic va an toan dé chung ta
thyc hién muc tiéu cia chinh minh. Viéc phong
tranh tan cong APT ciing khong ngoai 1&. Du ¢
trang bi hé thong cong nghé tan tién va tén kém,
ban than mdi doanh nghiép hay t6 chirc van phai
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tu ¥ thirc trong viéc hiéu cach thic hoat dong ciia
APT & c6 ké hoach xay dung hé thong phong thu
t6t nhat trong kha niang ciia ndi bd minh.

III. KET LUAN

Trong ndm 2023, Viét Nam c6 12 tri€u tai khoan
bi xAm nhép va 48 triéu ban ghi dit liu ca nhén, t6
chtre bi 10 ri va dugc rao ban trén khong gian mang.
Tén cong de doa, doi tién chudc (ransomware) dién
ra voi 300GB dir liéu bi ma hoa.

Hau hét nhitng cudc tdn cong hién nay déu
duoc thuce hién béi céc to chic toi pham toan cAu.
Nhing nhém nay c¢6 ngudn luc 16n va trinh do
chuyén sau. Viéc truy vét ciing rat kho khan boi
khong glan mang xuyén bién gidi va c6 thé rira
tién qua tlen ma hoa.

Nhiéu t6 chtrc, doanh nghiép khong chuyén vé
an toan thong tin dan dén thiéu hut nguon nhéan
su. Ngoai ra, chi phi danh cho an toan thong tin
cling rat 16n, trong khi viéc van hanh nhu thé nao
dé hiéu qua van luon 1a mot van dé.

Dé d6i phé v6i nhitng nhém t6i pham tin cong
c6 chui dich (tin cong APT), ching ta can phai hoc
Luat an ninh mang, ty trau ddi kién thuac vé an
toan thong tin cho ban than, cling nhu nang cao y
thirc phong tranh, tu v€ khi tham gia mang xa hoi.

Tir nhimg phén tich vé ban chit va phuong
thirc hoat dong cua cac cudc tan cong APT, co thé
rit ra nhiéu ham y quan trong d6i véi cong tac
gido duc va dao tao an toan thong tin trong bbi
canh chuyén doi s6 hién nay.

Trudc hét, giao duc vé an ninh mang can duoc
xem 12 mot noi dung thiét yéu trong chuong trinh
dao tao ¢ cac co s¢ gido duc, dac biét 1a trong cac

nganh lién quan dén cong nghé thong tin, quan tri
hé théng va quan 1y nha nude. Viée trang bi cho
ngudi hoc kién thirc nén tang vé cac hinh thirc tin
cong mang, trong d6 c6 tan cong APT, s& gitp
nang cao kha nang nhan dién rui ro va chu dong
phong tranh ngay tir sém.

Thir hai, cong tac dao tao can chu trong phat
trién k¥ nang thuc hanh va tu duy phan bién cho
nguoi hoc, thay vi chi tap trung vao Iy thuyét.
Céc tinh huéng md phong tan cong APT, cac bai
tap phan tich email ltra dao (spear phishing), hay
cac kich ban tmg pho su c¢b an ninh mang s& gitip
nguoi hoc hinh thanh théi quen canh gidc va ky
nang xtr 1y tinh huéng trong méi truong thuc té.

Bén canh d6, gido duc y thic va trach nhiém
clia mdi ca nhan khi tham gia khong gian mang
1a yéu tb then chét. Con nguoi chinh 1a mét xich
quan trong nhat, dong thoi ciing la diém yéu dé bi
khai thac nhat trong cac cudc tan cong APT. Do
do, viéc gido duc nhan thuce vé bao vé dit lidu ca
nhan, tuan thi quy dinh an toan thong tin va chap
hanh phap ludt vé an ninh mang can dugc trién
khai thuong xuyén, lién tuc va phu hop véi timg
nhom déi tuong.

Cubi cing, cac co sé gido duc va t chirc dao
tao can tang cudng phdi hop véi co quan quan 1y
nha nudc va doanh nghiép trong linh vyc an toan
thong tin dé cap nhat kip thoi cdc xu hudng tin
cong moi, tir do diéu chinh noi dung dao tao sat voi
thyc tién. Diéu nay khéng chi gop phan nang cao
chit luong ngudn nhan Iyc an toan théng tin ma
con dong vai trd quan trong trong viéc xay dung
khong gian mang an toan, lanh manh va bén viing.
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