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XAY DUNG VAN HOA AN TOAN THONG TIN TAI CAC CO SO GIAO DUC
TRONG BOI CANH CHUYEN POI SO

P6 Manh Diing
Khoa Céng ngh¢ Théng tin va Ngoai ngir - Truong Cao ding Lao Cai

Tom tat: Trong boi canh chuyen d6i 56 dang dién ra manh mé, cdc co sé gido duc ngay cang phu thudc vao hé thong
cong nghé thong tin va dir liéu so. Tuy nhién, bén canh nhitng loi ich lon, méi truwong so ciing ddt ra cdc nguy co an toan
théng tin ngay cang phikc tap, ddc biét lién quan dén hanh vi nguoi ding va van héa té chire. Bai bdo nay tdp trung phdn
tich vai tré ciia van héa an toan théng tin trong gido duc; lam ré cdc thanh té cau thanh vin héa an toan théng tin; danh
gid thuc trang nhan thire, thai do va hanh vi cua gido vién, hoc sinh — sinh vién trong béi canh sé héa, tir dé dé xudt cdc
gidi phdp xdy dung va phdt trién van héa an toan thong tin tai cdc co s6 gido duc. Céc giai phdp bao gom néng cao nhdn
thirc, hoan thien quy tdc g xit s, xdy dung chinh sach néi bg, hinh thanh doi ngii dai sir an toan thong tin va xdy dung
moi tru’o’ng s6 minh bach, nhan van. Két qua nghién cikeu g6p phan cung cdp co sé khoa hoc cho cdc truong hoc trong qud
trinh trién khai chuyén doi s6 an toan va bén viing.

Tir khoa: an toan thong tin; van hoa $6; van héa an toan thong tin; giao duc; chuyén déi so.

BUILDING AN INFORMATION SECURITY CULTURE AT EDUCATIONAL
INSTITUTIONS IN THE CONTEXT OF DIGITAL TRANSFORMATION

Abstract: In the context of rapid digital transformation, educational institutions are increasingly dependent on
information technology systems and digital data. Despite the significant benefits, the digital environment also poses
complex cybersecurity risks, particularly those arising from user behavior and organizational culture. This paper analyzes
the role of cybersecurity culture in education, identifies key components of cybersecurity culture, and examines the current
awareness, attitudes, and behaviors of teachers and students in the digital era. Based on these insights, the study proposes
several solutions to develop a strong cybersecurity culture in educational institutions, including raising awareness,
establishing digital codes of conduct, developing internal policies, building cybersecurity ambassadors, and fostering a
transparent and ethical digital environment. The findings aim to provide scientific foundations for schools to implement

safe and sustainable digital transformation.
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I. PAT VAN PE

Chuyén d6i sb dang tro thanh xu thé tat yéu
trong linh vuc gido duc, gop phan d6i méi phuong
phap day — hoc, thuc ddy quan tri nha truong hién
dai va nang cao chét luong dao tao. Cac hé théng
quan 1y hoc tap (LMS), hoc ligu 50, di liéu s6 hoa
ho S0 hoc sinh — sinh vién, nén tang day hoc truc
tuyén va cc cong cu tuong tac s ngiy cang duoc
str dung rong rai. Tuy nhién, cung véi sy md rong
ctia khong gian s, cac nguy co mét an toan thong
tin cling gia ting ca vé mirc d6 14n pham vi. Nhiéu
su ¢d nhu ro 1i dir 1iéu ca nhan, xdm nhap tai khoan,
Itra ddo truc tuyén hodc vi pham dao duc s6 cho
thay an toan thong tin da trd thanh thach thirc dang
quan tam ddi véi cac co s gido duyc.

Thuyc té cho thay phan 16n cac rti ro an toan
thong tin trong nha truong khong chi xuat phat tir
cac 16 hong ky thuat ma con lién quan truc tiép
dén nhan thic, hanh vi va thoi quen ctia ngudi
dung. Gido vién, hoc sinh — sinh vién 1a nhém su
dung thudng xuyén cac thiét bi va nén tang sb
nhung da s chua duge trang bi day du k¥ nang
an toan thong tin. Viéc chia sé mat khau, st dung
phan mém khong rd ngudn gdc, truy cap lién két
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la hay thiéu than trong khi bao vé dir liéu c4 nhan
van dién ra phd bién. Bén canh do, nhiéu co SO giao
duc chua xdy dyng dugc bo quy tic g xur s, chua
¢6 co ché quan tri an toan thong tin thong nhét, dan
dén kho khan khi trién khai chuyén dbi s6 an toan.

Trong bdi canh do, xdy dung vin hoa an toan
thong tin — duoc hiéu 14 hé thong cac gia tri, chuan
muyc, thai do va hanh vi tich cyc trong st dung cong
ngh¢ — trd thanh yéu cau cap thiét dbi voi cac co so
g140 duc. Van hoa an toan thong tin giup hinh thanh
thoi quen sur dung an toan, nang cao trach nhiém ca
nhan, thiic day tuan thu chinh sich va tao ra méi
truong sb lanh manh trong nha trudng. Pay chinh
1a nén tang quan trong dé dam bao chuyén doi sd
dién ra hiéu qua, bén viing va an toan.

II. NOI DUNG NGHIEN CUU

2.1. Khai niém an toan thong tin va van hoa
an toan thong tin

An toan thong tin (Information Security) dugc
hiéu 1a viéc bao vé thong tin khoi cac nguy co
bi truy cép trai phép, bi stra doi, pha hoai hoic
gian doan. Theo mdé hinh CIA, an toan thdong
tin bao gébm ba yéu t6 cdt 16i: tinh bao mat
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(Confidentiality), tinh toan ven (Integrity) va tinh
san sang (Availability).

Van hoéa an toan thong tin (Cybersecurity
Culture) 1a tap hop cac gia tri, chuén muc, niém
tin, thoi quen va hanh vi cia cac thanh vién trong
t6 chirc d6i voi van dé bao vé thong tin. Theo quan
diém cua ENISA (EU), vin hoa an toan thong tin
khong chi lién quan dén cong nghé ma con bao
gém v thirc tu giac, thai do tich cuc, tinh than
trach nhiém va kha ning ra quyét dinh an toan
trong moi truong sd.

Trong bdi canh gido duc, vin hoa an toan thong
tin 12 nén tang gitp mdi thanh vién — tir can bod
quan 1y, gido vién dén hoc sinh — sinh vién — chu
dong phong ngira rui ro va hanh xtr ding chuan
muc khi sir dung cong nghé.

2.2. Y nghia ciia viin héa an toan théng tin
trong co s¢ giao duc

Van hoa an toan thong tin dong vai tro then
chét trong viéc dam bao sy phat trién bén viing
cua cac co so giao dyc trong bbi canh chuyén dbi
s6. Khi cac hoat dong day hoc, quan ly va tuong
tac déu dién ra trén moi truong so, yeu tb con
ngudi tré thanh mat xich quan trong nhat quyét
dinh su an toan cta hé théng. Vin héa an toan
thong tin khong chi giup giam thiéu rii ro ma con
nang cao hiéu qua quan tri va chat luong giao duc.
Y nghia ndi bat clia vin héa an toan thong tin thé
hién & cac khia canh sau:

Béo vé dir liéu va quyén riéng tu ciia ngudi
hoc — ngudi day: Co so gido duc luu trit nhiéu loai
dir liéu quan trong nhu hd so ca nhan, két qua hoc
tap, thong tin strc khoe, lich sur twong tac trén moi
truong so,. . . Déy la nhtmg dtr liéu nhay cam, dé
bi xd4m pham néu nguoi ding thiéu § y thirc bao ve.
Vin hoa an toan thong tin gép phan hinh thanh
thoi quen bao mat théng tin, dam bao quyén riéng
tu cua gido vién va hoc sinh theo dung quy dinh
ctia phép luat vé bao vé dir liéu c4 nhan.

Giam thiéu rii ro tir yéu t6 con ngudi: Theo céc
nghién ctru qudc té, hon 70% sy cb an toan thong
tin bat nguon tir 16i chu quan cta nguoi dung: st
dung mat khéu yéu, chia sé tai khoan, mé email
la, tai phan mém khong rd ngudn gdc, két nbi Wi-
Fi cong cong,... Van hoa an toan thong tin giup
mdi ca nhan nang cao nhan thic va trach nhiém,
tir 46 han ché cac hanh vi rui ro trong qua trinh sir
dung cong ngh¢.

bam bao hoat dong day hoc va quan ly khong
bi gian doan: Trong méi truong gido duc sd, sy cd
an ninh mang c6 thé dan t&i ngimg tré hé thong
LMS, gian doan bai gidng, mat dir liéu hoc tap

hodc lam té liét hé théng quén ly truong hoc. Khi
van hda an toan thong tin dugc xdy dung viing
chéc, nguy co su ¢b giam dang ké, gop phan duy
tri hoat dong day hoc va quan tri nha truong thong
sudt, hiéu qua.

X4y dyng mdi trudng sé 1anh manh, vin minh:
Vin hoa an toan thong tin con gin lién véi van
hoa tng xir s6 va dao dic s6. Mot moi truong sb
an toan duoc tao dung khi gido vién va hoc sinh
ton trong quyén riéng tu, tuan thu quy tic chia sé
thong tin, biét nhan dién va tranh xa cac ndi dung
doc hai, Itra ddo hodc vi pham phap luat. biéu nay
gop phan ning cao chit luong gido duc nhan célch
dong thoi giap hoc sinh — sinh vién phat trién k§
nang séng trong thoi dai sd.

Tang cudng hiéu qua quéan tri va chuyén déi
sO ctia nha trudng: Chuyén doi s6 doi hoi sy phdi
hop dong bo giita con ngudi — quy trinh — cong
nghé. Mot van hoa an toan thong tin manh gitip
can bo quan ly dé dang trién khai cac chinh sach
s0, nng cao murc d6 tudn thu, t6i wu hoa quy trinh
va tao su dong thuan trong toan truong. Pay la
yéu td quan trong gitip nha truong chuyén doi sd
mot cach bén virng, an toan va hi¢u qua.

Nang cao uy tin va hinh anh cta co s¢ gido
duc: Trong thoi dai dir li¢u 1a tai san, mot truong
hoc ¢6 van hoa an toan thong tin tbt & dugc phu
huynh, sinh vién va xa hoi danh gia cao vé tinh
chuyén nghiép va trach nhiém. Diéu nay gop phan
cung c6 niém tin cia cong d6ng, hd tro tuyén sinh,
hop tac va phat trién thuong hiéu nha truong.

2.3. Xay dung van héa an toan thong tin tai
cac co sé giao duc trong bdi canh chuyén ddi sb

2.3.1. Nang cao nhdn thirc va boi dwéng ning
lyc an toan thong tin cho nguwoi hoc va can bo

Nang cao nhén thic duge xem la bién phap
ot 161 vi yéu té con nguoi ludn 13 “mit xich yéu
nhét” trong chudi bao mat. Nhiéu su ¢b an toan
thong tin trong méi trudng gido duc bat ngudn tir
hanh vi thiéu than trong cta ngudi ding nhu mé
email la, chia sé mat khiu, hodc tai ph'?m mém
khong rd ngudn gbc. Do dé, viée trién khai cac
chuong trinh bdi dudng ATTT cho can bd, giang
vién, sinh vién khong chi gitp ho nhan dién nguy
co ma con thay doi thai do va hanh vi st dung
cong nghé.

Céc hinh thirc truyén thong, tap huén can da
dang, d& hiéu, gan véi tinh hudng thyc té nhu mo
phong tin cong phishing, phan tich su ¢b ro ri
dir 1liéu hodc thuc hanh bao vé tai khoan ca nhan.
Ngoai ra, viéc tich hop ATTT vao mon Tin hoc,
K¥ ning sb hay Gido duc cong dan s& gitip nguoi
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hoc hinh thanh tu duy bao mat tir sém. Su thay d6i
nhan thirc khong chi bao v¢ dir li€u cua ban than
ngudi ding ma con gop phan tao moi trudng s an
toan chung cho toan co s& gido duc.

2.3.2. Hoan thién co ché, chinh sach va quy
trinh quan ly an toan thong tin

Mot trong nhitng rao can 16n dbi véi viée xdy
dung van hoa an toan thong tin trong cac truong hoc
1 thiéu thong nhat Ve quy ché, quy dinh, dan dén su
ling ting trong trién khai va xur Iy su cb. Viéc hoan
thién co ché, chinh sach vé ATTT gitip dinh hinh cac
chuin myc hanh vi, dua viéc bao vé thong tin trd
thanh trach nhi¢m bét budc ctia mdi c4 nhan.

Céc nha trudng can ban hanh quy dinh vé quan
ly dit liéu, phan quyén truy cap, bao mat tai khoan,
sir dung thiét bi c4 nhan trong méi trudng sd, ciing
nhu x4c dinh & mac dd trach nhiém va ché tai
ddi véi vi pham. Co ché xir Iy su ¢b can duoc
xdy dung theo cac budc chuan: ghi nhan — phan
loai — khoanh ving — khic phuc — bao céo — rit
kinh nghiém. Khi c6 mot hé théng van ban dﬁy
du, moi thanh vién c6 thé hanh dong théng nhat,
giam thiéu thiét hai va tang tinh chi dong trong
phong ngura.

Dic biét, quy dinh can di doi v6i giam sat va danh
gia dinh ky nham dam bao van héa bao mat khong
chi ton tai “trén gidy” ma dugc thuc thi thuong
xuyén va nghiém tac trong doi sdng nha truong.

2.3.3. Phdt trién ha td‘ng ky thudt $6 an toan —
nén tang dé duy tri van héa ATTT

Ha tang k¥ thuat vira 1a diéu kién vira 1a cong
cu dé thyc thi an toan thong tin. Trong bdi canh
chuyén ddi sb, cac co s¢ gido duc ngay cang phu
thudc vao hé thdng quan 1y hoc tap (LMS), co s
dir liéu nguoi hoc, kho hoc liéu sb va cac nén tang
quan 1y ddo tao. Mot khi nhitng hé thong nay bi
tan cong hodc gian doan, toan by hoat dong ctua
nha trudng c6 thé bi anh huong nghiém trong.

Pau tu vao ha ting bao mat nhu tuong lta thé
hé méi, hé thong chdng ma doc, giai phap phat
hién xam nhap (IDS/IPS), sao luu dir li€u dinh ky
va xéc thuc da yéu t6 (MFA) gitip giam thiéu nguy
co thn cong. Bén canh do, cac co so gido duc can

trién khai hé thong giam sat ATTT 24/7 dé theo
ddi, canh bao va ngin chian sém sy cb. Day 1a yéu
t6 mang tinh “phong ngira chti dong” thay vi chi
ung pho bi dong khi da xay ra rui ro.

Viéc phat trién ha tang k¥ thuat khong chi bao
vé hé thdng thong tin ma con tao méi trudng tin
cdy dé giang vién, sinh vién yén tdm giang day
— hoc tap trong khong gian s6, qua d6 duy tri va
cting cb van hoa an toan thong tin ctia nha trudng.

II. KET LUAN

Trong bdi canh chuyén ddi s6 dang dién ra manh
m¢ trong nganh giao duc, viéc xay dung van hoa an
toan thong tin tré thanh yéu cau cap thiét nham bao
dam sy 6n dinh, an toan va bén viing cho cac hoat
dong day hoc, quan 1y va phat trién nha truong.
Van hoa an toan thong tin khong chi 1a tdp hop cac
quy dinh, chudn muc ma con 1a su két hop hai hoa
giita nhan thirc, thai do, hanh vi ciia mdi ca nhan
v6i ha tang k¥ thuat va co ché quan 1y ciia to churc.

Két qua phan tich cho thiy bon nhém bién phap
trong tAm — gdm nang cao nhan thirc va ning luc vé
an toan thong tin; hoan thién co ché, chinh sach va
quy trinh quan 1y; phat trién ha tang k¥ thuét s an
toan; va hinh thanh thoi quen, hanh vi str dung cong
ngh¢ an toan — giit vai trd quyét dinh trong viéc hinh
thanh va duy tri van hoa an toan thong tin trong cac
co s¢ gido duc. Trong do, nhan thure va hanh vi ctia
nguoi ding 13 yéu td then chdt; co ché, chinh sach
dong vai tro dinh hudng; ha tang k¥ thuat bao dam
nén tang; va hanh vi sir dung cong nghé quyét dinh
tinh bén vimg ctia vin hoa bao mat.

Pé vian hoa an toan thong tin thuc su tré thanh
gia tri cdt 161 cta cac co s gido duc, can sy phéi
hop dong bo giita nha quan 1y, doi ngi ky thuat,
giang vién va nguoi hoc. Cac bién phap can dugc
trién khai lién tuc, duoc dénh gia va diéu chinh
pht hop véi su thay d6i ciia cong nghé va cac
nguy co an ninh mang méi. Viéc phat trién van
hda an toan thong tin khong chi bao vé ditr lidu va
hé théng clia nha truong ma con gép phan hinh
thanh k¥ ning s an toan cho thé hé hoc sinh —
sinh vién, chudn bi ngudn nhan lyc thich tng t&t
v6i moi truong s6 hién dai.
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