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GEN Z VA VAN BPE AN TOAN THONG TIN CA NHAN TREN MANG XA HOI:
CO SO GIAO DUC CAN LAM GI?

Nguyén Thi Thanh Huyén
Pai hoc Kinh té quéc dan

Tom tit: Mang xa héi gan lién véi cudc song ciia Thé hé Z nhuwng ciing tiém dn nhiéu riii ro vé an toan dit liéu cd nhan.
Két qua nghién ciru ciia ching téi vé nhdn thirc va hanh vi bao vé théng tin ciia Gen-Z tai Viét Nam cho thdy mdc dii thé
hé tré c6 nhdn thirc khd cao, hanh vi bdo vé van con han ché. Gido duc giiF vai tro quan trong, song ro rang cac khoa dao
tao chinh thirc van thiéu. Bai viét nay dé xudt tich hop ndi dung an toan sé vao chwong trinh hoc nham ndng cao néing lic

tw bao vé cua hoc sinh-sinh vién.
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Abstract: Social media is deeply embedded in Gen Z'’s daily life, but it also poses major risks to personal data security.
According to our research findings on Gen-Z in Vietnam regarding their awareness and behavior towards online data
protection, despite high awareness, their protective behavior remains limited. Education is key to closing this gap, but
formal training is lacking. The paper urges integration of digital safety into curricula and suggests practical strategies to

build students’ digital resilience.
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I. DAT VAN DE

Trong ky nguyén s0, mang xa hoi da tr¢ thanh
mot phan khong thé thiéu trong cude song hang
ngay, dic biét ddi voi gidi tré. Cac nén tang nhu
Facebook, Instagram, TikTok khong chi la phuong
tién giai tri ma con 1a cong cu két ndi, hoc tap va
thé hién ban than. Tuy nhién, di kém véi tién ich
d6 1a nhitng rui ro nghiém trong lién quan dén an
toan thong tin ca nhan nhu 16 lot dir liéu, bi lra
dao, bit nat mang va xam pham quyén riéng tu.
Trong bdi canh a Ay, cac co s6 giao duc can co vai
tro chu dong dé trang bi cho hoc sinh, sinh vién
nhirng k¥ nang ty bao vé minh trén mai truong sO
day bién dong nay.

IL. NOI DUNG NGHIEN CUU

2.1. Thue trang nhén thirc vé an toan thong
tin trong giéi tré va dé xuit

2.1.1.Thyc trang

Theo Béo cao Digital 2024 cua We Are Social
trich trén Brands Vietnam, Viét Nam c6 hon 78
triéu nguoi dung mang xa hoi, chiém khoang 79%
dan s6. Trong d6, nhém tudi tir 16-24 chiém ty 1¢
cao nhat \C tan suat truy cép va muc do tuong tac
v4i cac nén tang so

Khéo sat cua té chirc Save the Children Viét
Nam (2022) cho thdy 1/3 thanh thiéu nién Viét
Nam ting trai qua it nhat mot hinh thirc xAm pham
thong tin c4 nhan hodc bt nat mang, nhung phan
16n khong biét cach bao cao hodc xir Iy su cd. Cac
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nguy co phd bién khac trén mang xa hoi bao gom:
Lo lot thong tin ¢4 nhan do chia sé qua mirc trén
cac nén tang xa hoi; Tan cong phishing qua cac
duong link gid mao; Bit nat mang va xam hai
danh tiéng ca nhan; Panh cip tai khoan mang xa
hoi va sir dung dit liéu ca nhan cho muc dich x4u;
Mit kiém soat quyén riéng tu khi chap nhan diéu
khoan trng dung ma khong doc k¥ (Vuong, Q.H va
cong su, 2023). Tuy nhién theo thong tin ciia mat
nghién ctru cia Cuc An toan thong tin (B Thong
tin va Truyén thong, 2023), chi 27% sb nguoi tré
khao sat cho biét ho thuong xuyén cép nhat cai
dat quyen riéng tu trén cac nén tang mang xa hoi.

Nhing dit liéu ndy cho thiy rd ring mic du
gidi tré Viét Nam rat tich cuc tham gia khong gian
mang, nhung k¥ nang tu bao v¢ ban than con han
ché, va gido duc vé an toan thong tin chua theo
kip su phat trién cua cong nghé.

Theo Nghién ctru khao sat cua ching toi vao
nam 2024 voéi mau 1a 163 nguoi tre, thé hé Gen
Z tai Vi¢t Nam c6 mirc d§ nhan thuc tuong ddi
cao vé tAm quan trong ctia bao vé dir liéu c4 nhan
trén mang xa hoi (voi diém trung binh 4.64/5).
Tuy nhién, su than trong trong thai do chi dat mirc
trung binh 3.15/5 va hanh vi bdo v¢ thong tin cé
nhan & muc 3.41/5. Piéu nay cho thdy mic du
nhan thirc da c6, nhung viéc chuyén hoa nhan
thirc thanh hanh dong bao vé thuc té van con han
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ché. Pang chu ¥, ngién ctru ciing chi ra rang gido
duc dong vai tro tich cyc trong viéc nang cao nhén
thire ve€ an toan thong tin. Ca gido duc chinh quy
va tu hoc déu c6 anh hudng dang ké (he s6 B lan
luot 1a 0.249 va 0.245). Tuy rang viéc gido duc an
toan thong tin quan trong nhu vay, hon mot nira
sd ngum tham gia khao sat cho biét ho chua timg
tham gia bat ky khéa hoc nao vé bao vé dit liéu ca
nhan va an toan mang. Con s6 ndy gan twong ing
v6i thong tin dua ra trong mdt nghién ctru ciia Cuc
An toan thong tin (B Thong tin va Truyén thong,
2023) Diéu nay nhén manh tam quan trong cla
viéc dau tur giao duc vé an toan thong tin trong
moi truong hoc duong.

2.1.2. Vai tro cua co so giao duc trong ndang
cao an toan thong tin

Trong béi canh chuyén d6i s6 dién ra manh mg,
céc co so gido duc khong chi dong vai trd truyén
thu tri thirc chuyén mén ma con tré thanh nhan
t6 then chdt trong viéc hinh thanh ning luc sb an
toan cho hoc sinh, sinh vién. Vi¢c nang cao nhan
thirc va k¥ ning bao vé thong tin ca nhan can dugc
tich hop mot cach hé thong vao chuong trinh dao
tao tir bac phé thong dén dai hoc.

Dé thyc hién t6t vai trd ctia minh trong viéc nang
cao an toan thong tin cho sinh vién, cac co sd gido
duc can xay dung va trién khai cac chuong trinh
dao tao chinh quy vé k¥ ning sb va bao vé dit liéu
ca nhan. N¢i dung nay nén dugc dua vao chuong
trinh hoc nhu mot phan bat budc, dam bao tinh lién
tuc va déng bo trong qua trinh dao tao. Ngoai ra,
phuong phap giang day can duoc da dang hoa, két
hop gilta hoc truc tuyén, hoc tuong tac, mo phong
tinh huéng va trai nghiém thyc té, nham gia ting
tinh thuc hanh va kha ning van dung kién thirc. Mo
hinh lién két ba bén gitra nha treong, doanh nghiép
va gia dinh ciing can dugc thic ¢y manh mé dé tao
ra mot h¢ sinh thai gido duc an toan thong tin toan
dién va bén vimg. Viéc phat trién cac cong cu hoc
tap sang tao nhu video ngan, mfographlc tro choi
tuong tac s€ gop phan 1am cho viéc tiép can kién
thirc vé an toan mang xa hoi trd nén sinh dong va
hiéu qua hon. Cubi cling, viéc dio tao va bdi dudng
thuong xuyén cho doi ngii giang vién vé cac ky
nang an toan thong tin 1a yéu t6 khong thé thiéu dé

dam bao chit luong va tinh cap nhat ctia hoat dong
giao dyc trong linh vuc nay.

2.2. Giai phap dé xuat véi truong dai hoc

Trong bai viét nay tac gia dé Xuat cac truong
dai hoc xay dung mdt khod hoc vé An toan thong
tin ca nhan va k¥ ning so trong moi trudng mang
v&1 muc tiéu giup sinh vién:

Hiéu dugc cac nguy co mat an toan thong tin
ca nhan trén mang xa hoi va Internet.

Biét cach st dung cac cong cu bao vé quyén
riéng tu (vi du: cai dat quyén riéng tu Facebook,
Google, Instagram, dung VPN, bdo mat mat khéu).

Nhan dién cac hinh thirc tin cong mang phd
bién (phishing, scam, social engineering).

Thuc hanh k¥ nang ty bao v¢ tai khoan mang
xa hoi va dit liéu ca nhan.

Phat trién thai do s dung mang xa hgi c6 trach
nhiém va t6n trong quyén riéng tu ciia ngudi khéc.

V& Hinh thurc trién khai dai hoc c¢6 thé chon céc
phuong an sau:

Tuy chon 1: Pai hoc mé mdt mdn hoc chuyén
dé ty chon trong chuong trinh k¥ ning mém / ky
ning sd cho toan sinh vién.

Tuy chon 2: Pai hoc Long ghép ndi dung vao
cac mon hoc hién c6 nhu Tin hoc dai cuong; Ky
ning mém; Gido duc qudc phong-an ninh (phan
an ninh phi truyén théng); Phap luat dai cuong
(quyén riéng tu, lut bao vé dit liéu ca nhan)

Phuong phap giang day chu trong hoc thong qua
tinh hudng thyc té (case study, mo phong tinh hudng
bi hack, bi phishing); va Workshop thuc hanh (Cai
dat bao mat, chéng phishing, nhan dién scam).

III. KET LUAN

An toan thong tin ca nhan trén mang xa hoi da
tro thanh mot nang luc song thiét yéu trong thoi
dai k¥ thuat s6. Nghién ciru thuc té da cho thy
khoang cach giira nhan thirc va hanh vi con ton tai
16 rét trong thé hé tré. Cac co so gido duc vi thé can
cha dong hon nira trong viéc 10ng ghép gido duc
an toan thong tin vao chwong trinh dao tao, dong
thoi khuyén khich hoc sinh, sinh vién xay dung
théi quen st dung mang xa hdi c6 trach nhiém,
van minh. Chi khi do, ching ta moi thuc sy xay
dung dugc mot thé hé cong dén sd viing vang truge
nhitng thach thirc ctia thé gidi truc tuyén.
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