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Tom tit: Phat hién URL gia mao la mét van dé nghiém trong trong an ninh mang. Cdc phwong phdp truyén thong duwa
vao danh sach den thuong khong du nhanh chong va linh hoat dé phat hién cac URL moi gia mao. Trong bai bdo nay, tac
gid trinh bay co s6 Iy ludn vé URL gia mao, nhitng tac dung va tiém nang hiéu qud ciia may hoc doi véi bai toan phdt hién

URL gia mao.
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Abstract: Detecting fake URLs is a serious problem in network security. Traditional methods based on blacklists are
often not fast and flexible enough to detect new fake URLs. In this paper, the author presents the theoretical basis of fake
URLs, the effects and potential effectiveness of machine learning for the problem of detecting fake URLs.
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I. DAT VAN DE

Trong ky nguyén sb hién nay, su bung nd cua
cac cuoc tan cong gia mao truc tuyen dang tr&
thanh mdi de doa nghiém trong dbi voi an ninh
mang toan cau. Pic biét, cac cude tin cong gia
mao URL (phishing URL) dang phat trién véi tbc
do chong mat va muc do tinh vi ngay cang cao,
nhim vao ngudi dung Internet, to chirc va doanh
nghiép dé danh cip thong tin nhay cam, tai san ky
thuat sd va dit liéu c4 nhan.

Céc cudc tan cong qua URL gia mao di gay ra
nhiing hau qua nghiém trong trén pham vi toan
cau. Ké tin cong lién tuc cai tién phuong thic,
tao ra cac URL c6 vé hop phap nhung thuc chat
dan nguoi dung dén cac trang web doc hai, tir d6
chiém doat thong tin dang nhap, dir li€u tai chinh,
va tham chi cai dat ph'?ln mém ddc hai vao hé
théng ctia nan nhan. Piéu dang bao dong 1a cac
phuong phap tdn cong ngay cang khé phat hién,
khai thac tinh vi cac 16 hong trong nhan thirc cua
nguoi dung.

Trudce thach thic nay, cac phuong phap phong
thu truyén théng nhu danh sach den (blacklist) va
phan tich dya trén quy tic (rule-based analysis) da
boc 16 nhiéu han ché nghiém trong. Chung thudng
phan ung cham, khong c6 kha nang thich ing voi
cac mau tAn cong moi, va dic biét bat luc trude
cac bién thé URL gia mao chua ting xuat hién
trong co s& dit lidu. Han ché nay tao ra khoang
trbng 16n trong hé théng bao mat, dit ra yéu cau
cap thiét vé mot giai phap mai hiéu qua hon.

May hoc (Machine Learning) 1a k¥ thuat thiét
ké va phat trién cac thuat toan cho phép may tinh
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danh gia hanh vi dya trén dir li¢u thuc nghi¢m,
chéng han nhu dit liéu cam bién hodc co sé
dtr li€u. Mot chuong trinh hoc co thé tan dung
ciac mau (dir liéu) dé nim bit cac dic diém
quan tam, dir li¢u co thé dugc xem nhu 13 vi
du minh hoa mdi quan hé giita cdc bién quan
sat dugc. Trong tam chinh cta nghién ctru hoc
may 1a tu dong hoc cach nhéan ra cac mau phirc
tap va dua ra quyét dinh thong minh dya trén
dir li¢u. Hoc may co thé dugc chia thanh céc
nhanh nhu sau: hoc c6 giam sat, hoc ntra giam
sat va hoc khong giam sat. Con hoc sau (Deep
Learning) ndéi 1én nhu mot giai phap dot pha,
mang dén cach tiép can chu dong va thong
minh hon trong vi¢c nhan di¢n URL gid mao.
V61 kha nang phan tich cac dac trung phuc tap
cua URL, hoc hoi tir dir li€u lich s, va tu thich
nghi trude cac mau tdn cong méi, cac md hinh
may hoc htra hen vuot qua nhirng han ché cua
phuong phép truyén thdng.

Trong bdi canh dé, nghién ctru viée ing dung
cac md hinh may hoc dé ning cao hiéu qua nhan
dién URL gia mao 1a can thiét. Thong qua viéc
phat trién, danh gia va so sanh cac mé hinh khac
nhau, ciing nhu phan tich cac dic trung quyét dinh
trong qua trinh phan loai, nghién ctru hudng téi
xay dung mot hé thdng phong thu trude lan song
tan cong gia mao ngdy cang phirc tap trong thoi
dai s6. Két qua cta nghién ctru khong chi gop
phan nang cao niang luc biao mat mang ma con
dit nén mong cho cac giai phap phong thu thong
minh trong tuong lai.
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IL. NOI DUNG NGHIEN CUU

2.1. Mot s6 van dé vé URL

URL (Uniform Resource Locator), hay con goi
1a Dinh vi tai nguyén théng nhét, 13 dia chi duy
nhit ciia mot tai nguyén trén Web. Mot URL hop
1¢ s& dan dén mot tai nguyén cu thé, co thé 1a trang
HTML, t&€p CSS, hinh anh, video, tai li¢u PDF...
Tuy nhién, trong mot s6 trudng hop, URL c6 thé
tré6 dén cac tai nguyén di bi x6a hodc di chuyén
sang dia chi khac. M&i URL dugc tao ra déu cé
muyc dich giap nguoi dung truy cép nhanh chong
vao ndi dung ho can trén Internet. Néu khéng co
URL, viéc dinh vi va truy Xuét thong tin trén web
s& tro nén kho khin va kém hiéu qua hon rat nhiéu.

URL bao gém nhiéu thanh phan khac nhau,
trong d6 hostname (tén may) gitp anh xa dén
dia chi IP cua tai nguyén trén Internet. Ngoai ra,
no con chira cac thong tin bd sung dé trinh duyét
va may chi ¢6 thé xur 1y dir liéu dung cach. Co
thé hinh dung dia chi IP giéng nhu s6 dién thoai,
con hostname tuong duong vi tén nguodi s¢ hitu
s6 d6. Hé thong tén mién (DNS - Domain Name
System) dong vai trd0 nhu mot danh ba dién
thoai, giup chuyen doi hostname thanh dia chi
IP dé mang c6 thé dinh tuyén luu luong truy cép
chinh xac.

V& céu triic, URL lan dau tién duoc xac dinh
vao nam 1994 bédi Sir Tim Berners-Lee, cha dé
ctia World Wide Web. Vé nguyén tic, URL két
hop giita tén mién va dudng dan tép dé xac dinh
chinh x4c vi tri cua tai nguyén trén may cha. Cach
hoat dong cia URL tuong tw nhu dudng dan tép
trong hé diéu hanh Windows, chfmg han nhu C:\
Documents\Personal\myfile.txt, nhung c6 thém
cac yéu t6 bd sung giup xac dinh dung may chu
trén Internet va sir dung giao thtrc phu hop dé truy
cap dir liéu.

URL gia mao 1a mot dudng din duogc thiét ké
dé danh lira nguoi ding, trong gidng nhu mot
trang web hop phap nhung thuc chit dugc dung
dé thyc hién hanh vi gia mao, phat tan mi doc
hodc thu thap dir li¢u ca nhan.

Céc loai URL gia mao pho bién

URL gia mao bang 13i chinh ta (Typosquatting):
Loi dung sy bit cin cua ngudi dung khi nhép sai
tén mién.

Vi du:

gogle.com thay vi google.com

amazOn.com thay vi amazon.com

URL gia mao bang ky ty tuong tu (Homograph
Attack): Str dung cac ky tu Unicode dé tao tén

mién gidng hét tén mién that.

Vi du: apple.com (chit “a” 1a ky tu Ciyrillic,
khong phai chit “a” Latln).

URL gia mao bang subdomain: K¢ tan cong
thém subdomain dé lam cho URL tréng déng tin
cay hon.

Vidu:

paypal.com.secure-login.com — Tén mién
thuc 1a secure-login.com, khong phai paypal.com.

URL rut gon (Shortened URL): Str dung dich
vu rat gon URL (bit.ly, tinyurl, v.v.) dé che gidu
URL thuec.

Vi duy: bit.ly/abc123 c6 thé tro dén mot trang
gia mao ma ngudi dung khong biét trude.

URL chira ma doc (Malicious URL): URL dan
dén trang web chira ma doc (malware, spyware).

Vi du: http://freedownloads.com/install.exe
(tai xubng tép tin chira ma doc).

Vé danh sach den (“blacklist”) 1a danh muyc
URL da dugc xac dinh la nguy hiém va bi hé
thong chin truy cap. Tuy nhién, hang ngiy co
hang nghin URL gid mao méi dugc tao ra, khién
danh sach nay khong thé bao dam bao quat. Ngoai
ra, nhiéu URL nguy hiém c6 doi tén linh hoat, lam
danh sach den nhanh chéng trd nén 16i thoi. May
hoc (machine learning) cho phép mo hinh tu dong
nhan dién mau trong dit liéu va du doan URL gia
mao dua trén cic dac trung nhu: d6 dai URL, céac
tr khoa nghi ngo, cAu tric tén mién, vi tri ky tu
dac biét. Khac véi danh sach den, mo hinh may
hoc c6 kha nang nhan di¢n URL gid mao chua
tung xuét hién. Céc thuat toan nhu Decision Tree,
Random Forest, SVM, va XGBoost dugc ap dung
rong rdi do kha nang xir 1y tot cac ddc trung phi
tuyén tinh, giam sat can d6i dit liéu. Viéc huan
luyén va danh gia hi¢u suit dya trén cac tiéu chi:
do chinh xac, do nhay, va ty 1€ duong tinh gia.
Céc dic trung cia URL duoc trich xuét bao gom:
d6 dai chudi, s6 lan xuat hién ky tu la, ty 16 ky tu
50, s0 lugng dau diém, c6 hay khong dung IP, tén
mién phu, céc tr nhay cdm nhu “login”, “bank”,

“update”, “verify”, v.v. Viéc chuan hoa va chon
loc dic trung phi hop 13 yéu t6 quan trong d6i voi
hiéu qua md hinh.

2.2. URL gia mao, Phishing va cac hinh thire
tin cong phishing pho bién

- URL gid mao 1a dia chi trang web dugc thiét
ké nham gia mao cac trang web hop phap dé lira
ngudi ding cung cp thong tin nhay cam. Hinh
thirc tan cong nay thuong dién ra thong qua email,
tin nhén, hodc cac trang web duoc chia sé trén
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mang xa hoi. Cac URL gid mao cé thé khac nhau
vé dé dai, cach viét tén mién, va tham chi che giéu
dia chi that.

- Phishing 14 mét hinh thtrc tin cong gia mao
ma ké gian mao danh mot t6 chtrc hodc c4 nhan
dang tin cay dé danh cap thong tin nhay cam nhur
tén dang nhap, mat khéu, thong tin thé tin dung.

Hinh thirc ph6 bién nhét 1a giri email c6 chira
URL gia mao dan dén trang web gia.

Céc hinh thirc tin cong phishing pho bién:

- Email Phishing: Tin tdc gtri email gia mao tur
cac t6 churc uy tin nhu ngan hang, PayPal, Google.
Email chira mot URL gia mao yéu cau ngudi dung
nhap thong tin dang nhap.

Vi du: Mot email tir “support@secure-paypal.
com” yéu cau cap nhat tai khoan PayPal.

- Spear Phishing: Phishing c6 muc tiéu cu thé,
thuong nham vao ca nhan hodc t6 chirc. Tin tic
nghién ctru trude thong tin vé nan nhan dé tao
email gia thuyét phuc hon.

Vi du: M4t nhan vién cong ty nhan email tur
“IT-Support@company.com” yéu cau d6i mat
khéau noi bo.

- Whaling (Nhim vao ca nhin cép cao):
Phishing nhdm vao ldnh dao cép cao trong doanh
nghiép dé danh cap thong tin quan trong.

Vi dy: CEO cua mot cong ty nhan email tur
“CFO” yéu cau chuyén tién vao tai khoan ngan
hang gid mao.

- Smishing (SMS Phishing): Giri tin nhan SMS
chira lién két gia mao.

Vi du: “Ngan hang A: Ban c6 giao dich dang
ngo, hdy xac nhan tai bank-security.com”.

- Vishing (Voice Phishing): Gia mao qua cudc
goi dién thoai, gid danh nhan vién ngan hang hodc
t6 chirc chinh phu.

Vi du: Mot cudc goi tir “bd phan an ninh ngan
hang” yéu ciu cung cap ma OTP.

2.3. Tinh hinh gia mao URL ¢ nudc ta

Trong thoi gian gan day, tinh trang gia mao
URL va céac hinh thic Ira dao tryc tuyén dang
c6 xu hudng gia tang manh mé tai Viét Nam, gay
anh huong nghiém trong dén an toan thong tin va
tai san cua nguoi ding. Cac ddi tuong xau khong
ngung tim céach tao ra nhiing trang web gid mao
v6i giao dién va noi dung gan gidng cac trang
chinh théng ciia cic co quan nha nudc, to chirc
tai chinh, doanh nghiép 16n, san thuong mai dién
tir... nham lra déo, danh cap thong tin ca nhén,
tai khoan ngan hang hodc thuc hién cac giao dich
bat hop phap.
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Theo thong ké tir Cuc An toan thong tin (B
Thong tin va Truyén thong), chi trong thang
3/2024, da co6 100 website gia mao thuong hi¢u bi
phat hién. Tinh dén hét quy 1/2024, tong sb trang
web gia mao dugc ghi nhan da Ién toi 124.579,
cho thdy murc do nguy hiém ngay cang gia tang.
Dang lo ngai, nhidu trang web trong s nay nham
vao cac co quan chinh phu, ngan hang va tap doan
16n dé tao long tin voi ngudi dung, tir d6 thuc hién
cac hanh vi Itra ddo tinh vi.

Hinh thirc Ira dao tinh vi, két hop véi cac chién
thuat ltra ddo khac nhau nhu giri tin nhin SMS,
email gid mao, hodc quang cdo trén mang xa hoi.
Trudc thyc trang nay, ngudi dung can hét sic
canh gidc khi truy cép cac trang web, dac biét la
cac trang lién quan dén tai chinh, giao dich truc
tuyén hodc thong tin c4 nhan.

Nghién ctru tmg dung may hoc dé phat hién
URL gid mao nay tap trung vao viéc ing dung
may hoc dé nhan dién URL gia mao nham phat
hién céc trang gid mao, phat tdn ma doc hoac tan
cong thay doi giao dién. Thay vi dwa vao danh
sach den (blacklist) hodc phan tich ndi dung trang
web, nghién cuou sir dung dac trung ctua chinh
URL dé phén loai. Hai tap dit lidu duoc str dung la
balanced urls.csv (cAn bang giita URL hop 1& va
doc hai) va malicious_phish.csv (gdm nhiéu loai
URL gia mao khac nhau), giup danh gia hiéu suat
md hinh trén cac ngudn dir liéu khac nhau.

Céc dac trung quan trong cua URL dugc phan
tich bao gém: do dai, sd luong diu dic biét, loai
domain, giao thiue HTTP/HTTPS. DPac biét trich
xuat thém 2 dic trung méi 1a 18i chinh ta so voi
URL hop [¢, tor khoa dang ngd (login, secure,
verify). M6 hinh s& dugc huén luyén véi nhiéu
thuat toan may hoc (Logistic Regression, Random
Forest, XGBoost, ANN) va danh gia bang cac chi
s6 nhu Accuracy, Precision, Recall, F1-score. Bac
biét, SHAP dugc su dung dé xac dinh céac thude
tinh quan trong, gitip tdi vu hoa mo hinh.

2.4. Téc dung ciia ing dung may hoc dé phat
hién URL gid mao

Tac dong cua Gmg dung may hoc dé phat hién
URL gia mao khong chi gop phan nang cao nang
luc bdo mat mang ma con dat nén moéng cho cac
giai phap phong thu thong minh trong tuong lai.

D6i v6i nguodi ding ca nhan: Nguoi ding ¢
thé tranh bi gia mao khi truy cap vao cic trang
web nguy hiém, dic biét trong cac giao dich ngan
hang, mua sdm truc tuyén hodc sir dung email. H¢
thong gitup giam thiéu nguy co mat cip thong tin
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ca nhan, tai khoan va dir li€u tai chinh. Ngoai ra,
n6 con giup bao vé thiét bi khoi cac phan mém
ddc hai dugc phat tan thong qua cac trang web
gia mao.

DP6i v6i doanh nghiép va t6 chirc: Doanh
nghiép c6 thé sir dung hé thong dé ngan chan cac
cudc tan cong gia mao nham vao nhén vién hodc
khach hang. Diéu nay dic biét quan trong ddi voi
cac ngan hang, cong ty thuong mai dién tir va cac
t6 chirc xtr 1y dir liéu nhay cam. Viéc trién khai hé
thong gitip bo phan IT gidm sat an ninh mang hiéu
qué hon, giam thiéu rai ro ro ri dit liéu tir cac cudc
tan cong phishing. Ngoai ra, n6 ciing gop phan
bao vé uy tin doanh nghiép, ngan chin viéc ké xau
loi dung thuong hiéu dé gia mao khach hang.

D6i voi hé théng an ninh mang: Ung dung nay
c6 thé duoc tich hop vao cac hé théng an ninh nhu
tuong lua, phén mém bao mat hodc hé théng phat
hién xam nhap (IDS) dé chin truy cdp vao cic
trang web doc hai. N6 ciing c6 thé hd trg co quan
thuc thi phap luat trong viéc theo ddi va phan tich
céc chién dich gia mao truc tuyén, gitp giam thiéu
toi pham mang. Bén canh do, cac nha cung cép
dich vu Internet (ISP) c6 thé tan dung cong nghé
nay dé bao vé khach hang khoi cac mdi de doa tir

web doc hai.

1. KET LUAN

Su gia tang nhanh chong cia cac URL gid mao
dang dat ra thach thuc lon trong bdo mat thong
tin trén Internet. Cac URL nay duoc thiét ké tinh
vi & danh lira nguoi dung, danh cap dir lidu ca
nhan. Trong khi cic phuwong phap truyén thong
nhu danh sach den khong du hi¢u qua trudce céac
URL méi, nghién ctru dé xuat img dung hoc méay
dé nhan dién URL gid mao dua trén cac dic trung
noi tai.

Nghién ctru str dung cac mé hinh nhu Logistic
Regression, Random Forest, XGBoost va ANN
dé huén luyén trén hai tp dir li¢u khéc nhau, kiém
tra hiéu suit va tinh 6n dinh. Pac biét, cong cu
SHAP dugc tich hop dé xéac dinh cac dic trung
quan trong, tir d6 t6i wu hda mé hinh, giam thoi
gian xir 1y va ting kha nang dién giai két qua.

Mo hinh hoc mdy cho phép phat hién URL
gia mao chua tung xuét hién, nang cao hi¢u qua
phong chdng tin cong. Hudng phat trién tuong lai
bao gdm tich hop deep learning (LSTM, BERT),
phén tich hanh vi nguoi dung, cap nhat dac trung
tu dong va nang cao nhan thirc cong déng dé bao
v¢ an toan thong tin mang.
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