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Tom tit: Trong thoi gian gan day, tinh hinh t6i pham sir dung cong nghé cao c6 xu huong gia tang va dién bién ngay
cang phiec tap, dac biét la cac hanh vi xdm pham trdt tw xa hoi. Loai toi pham nay khong chi gdy hoang mang, burc xuc
trong dw lugn ma con tgo ra nhiéu théach thire doi voi cong tac dam bdo an ninh, trat tw trén dia ban tinh Hai Dwong. Bai
viét phan tich tinh hinh toi pham su dung cong nghé cao xam pham trat tw xd hoi trén dia ban tinh Hai Dwong, danh gia
thuc trang phong ngira logi toi pham nay theo chirc nang ciia luc lrong Cong an tinh Hai Duong, tir do kién nghi nhiing
gidi phap nang cao hiéu qua cong tdac nay trong thoi gian toi.
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Abstract: In recent times, crimes involving high-tech methods have shown an increasing trend and are becoming
increasingly complex, particularly those infringing upon social order. This type of crime not only causes public anxiety
and concern but also poses significant challenges to maintaining security and order in Hai Duong province. This article
analyzes the situation of high-tech crimes that disrupt social order in Hai Duong, assesses the current state of prevention
efforts conducted by the Hai Duong Provincial Police, and proposes solutions to improve the effectiveness of these efforts

in the future.
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I. PAT VAN PE

La mot tinh thudc ving kinh té trong diém khu
vuc Bic Bo, thoi gian qua, cung voi viée thyc hién
chu truong chuyén dbi sd cua Dang, Nha nuoc,
Hai Dwong da c6 sy phat trién manh mé vé co s&
ha tang thong tin. Tinh dén thang 12/2024, tong
s6 thué bao Internet c6 khoang 80 tridu thué bao
Internet bang thong rong di dong, udc dat 70 thué
bao bang thong di dong/100 dan. Ty 1€ gia dinh
c6 thué bao bang rong cap quang udc dat 72%.
Ha ting mang vién thong 4G, 5G duoc phat trién
mé rong pha khip 100% dan sb. Mang truyén
s0 liéu chuyén dung cua cc co quan Dang, Nha
nuée dugc duy tri, két ndi dén cip xa [3]. Su phat
trién cua co so ha tang cong nghé da gop phan day
nhanh tién trinh xay dyng chinh phu dién t, phat
trién kinh té s6, x4 hoi sb, nang cao doi sdng vat
chét va tinh than cho ngudi dan trén dia ban tinh
Hai Duong.

Tuy nhién, cting v6i sy phat trién cta ha ting
cong nghé va dich vy, tinh hinh an ninh mang, ti
pham su dung cong ngh¢ cao trén dia ban tinh Hai
Duong ciing c6 nhitng dién bién phirc tap, dic biét
la cac loai tdi pham sur dung cong nghé cao xam
pham trat tu xa hoi.
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IL. NOI DUNG NGHIEN CUU

2.1. Tinh hinh hoat dong st dung cong nghé
cao xam pham trat tu xa hoi trén dia ban tinh
Hai Dwong

Trong thoi gian gan ddy, tinh hinh hoat dong
cta tdi pham sir dung cong ngh¢ cao xam pham
trat tw xa hoi trén dia ban tinh Hai Duong dién
ra ngay cang phuc tap. bay 1a loai t01 pham déc
biét nguy hiém, de doa dén an ninh qudc gia, trat
tur an toan xa hoi, quyén va loi ich hop phap cua
t6 chirc va cong dan. Xét theo phuong thirc, thi
doan pham tdi, chung duogc chia thanh cac toi
pham: Toi pham sir dung céng nghé cao dé lira
déo, chiém doat tai san; toi pham st dung cong
nghé cao td chirc danh bac, danh bac; toi pham su
dung cong ngh¢ cao mdi gidi mai dam, cho vay
ndng lai trén khong gian mang; t6i pham st dung
cong nghé cao xam nhdp trai phép mang may tinh,
mang vién thong.

Theo bao cdo ctia Cong an tinh Hai Duong, tur
thang 05/2021 dén thang 12/2024, lyc lugng Cong
an tinh Hai Duong da phat hién, khoi t6 93 vu an
v6i tong sd bi can 13 154 [3]. Trong d6 ¢6 53 vu
t6i pham str dung céng nghé cao lira ddo, chiém
doat tai san, chiém 57% téng s6 vu an toi pham st
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dung cong ngh¢ cao xam pham trat ty xa hoi trén
dia ban tinh Hai Dwong. Cac ddi tugng thuc hién
hanh vi pham 61 vdi nhiéu phuong thurc, thu doan
da dang, tinh vi, kho phat hién dién hinh nhu:

(1) Gia danh can bo Cong an, Vién Kiém sat,
Toa an goi dién cho nguodi dan dé thuc hién hanh
vi lira ddo, gy stc ép, yéu cau khac nhau nhu
phuc vu diéu tra, 1am ‘nguoi dan hoang mang, tur
do6 phai chuyen mot s6 tlen 16m vao mot tai khoan
do cac ddi tuong cung cp;

(2) Tuyén cong tac vién cac san thuong mai
dién tur (Shoppee, Tiki, Sendo, Lazada...) lam cac
nhiém vu chuyén tién thanh todn cac don hang
tang twong tac, doanh sb. .. theo cac don hang bat
ky ma ching giri sau d6 chiém doat; thong qua
hinh thirc kinh doanh da cap hodc qua cac san giao
dich 4o (san vang, ngoai t¢, bét dong san);

(3) Loi dung cong nghé Deepfake thyc hi¢n
cudc goi video mao danh 1a gido vién hodc nhan
vién, bac si bénh vién lién hé truc tiép voi phu
huynh bdo tin vé viéc hoc sinh, nguoi nha bi tai
nan, dang duoc nhdp vién cip ciru tai bénh vién,
yéu cau phai chuyén tién nhanh dé dong vién phi;
goi dién cho phy huynh théng bao con cAm thé
hoc sinh dé mua hang, dd an, quan a0, vat dung,
bi tai nan... sau d6 dbi tugng s& yéu cau phu huynh
giri tién vao sd tién khoan ma ddi twong cung cap;

(4) Bt may chii & nude ngoai, thiét 1ap mang
40 (VPN) duoc mi héa phuc tap, lap ra nhiéu
website chuyén td chire ca do, danh bac cho nguoi
Viét Nam véi nguoi nude ngoai véi tén mién, dja
chi IP khac nhau... dé quang ba, 16i kéo nguoi
choi tham gia, khi b1 lyc lugng chirc nang phat
hién, xtr 1y thi cac ddi tuong 1ap trang moi dé t1ep
tuc hoat dong. Cac dbi tugng trong nudc co thé
cau két véi cac ddi twong nudc ngodi xay dung
mang ludi hoat dong danh bac quy mo 16n, dugc
t6 chirc thanh nhiéu tang, 16p chat ché, so hiru s6
luong “con bac” 1én dén hang nghin, chuc nghin
ngudi v6i sb tién danh bac ude tinh c6 thé 1én toi
hang triéu USD mdi ngay. St dung thii thuat gidu
ung dung ca dg, danh bac trong mdt ing dung
khac, qua mat lyc lwong chirc nang. “Con bac”
mudn vao duoc giao dién dé choi bac thi phai lam
gia dia chi IP méi c6 thé vao duoc;

(5) Lan truyén cac phan mém c6 kha ning
lam hai cho hé théng mang may tinh, mang vién
thong, Internet cling nhu cac thiét bi s6. Cac d6i
tugng thuong tao ra cac trang web chira cac phan
mém doc hai hodc cac tép chira ma doc. Khi nguoi
su dung truy cap vao nhiing trang web nay, mdt
$6 tép dir liéu s€ duoc tai vé va cai dat trén thiét

bi ctia ho. Pé thu hut su cha ¥ va ting cudng kha
nang truy cap, cac d6i twong thudng dua 1én cac
noi dung hép dan hodc guri kem thu dién tir, cong
cu hd tro, giao tlep tire thi c6 chura cac lién két dan
dén nhing trang web doc hai.

2.2. Két qua dat dwoc va nhirng khé khin,
vuéng mic gip phai

Trong ndm 2024, cong tac phong ngura toi
pham str dung cong ngh¢ cao xam pham trat ty xa
hoi da dat duge mot sb két qua déng ghi nhan. Cu
thé: PAOS Cong an tinh Hai Duong da phat hién,
xtr Iy 101 vu/175 d6i tugng Lira dao chiém doat tai
san trén khong gian mang; khoi t6 93 vu 4n/154
bi can; xur phat vi pham hanh chinh 8 vu/21 ddi
tugng voi tong sb tién 1a 135 triéu dong [3].

Cong an tinh Hai Duong di quén triét va trién
khai nghiém tuc cac chi dao cua lanh dao Bo
Cong an, td chuc thuc hién d@)ng bo, quyét liét
nhiéu bién phap phong ngira, ngin chin va xur
ly t01 pham, véi nhiing cach lam sang tao, thiét
thuc va hiéu qua, qua d6 cong tac phong, chéng
toi pham st dung cong nghé cao xam pham trat
tur x4 hoi c¢6 nhimg chuyén bién tich cuc. Cong
tac chi dao, diéu hanh, ché d6 thong tin, béo céo
tinh hinh va két _qua phong ngura t91 pham dugc
duy tri thong sudt, nhip nhang. Nhiéu linh vuc di
dat duoc két qua dang ghi nhén, tiéu biéu nhu:
Cong tac tuyén truyén, pho bién, gido duc phap
luat trén dia ban duoc day manh vé&i hinh thirc da
dang, ngi dung phong pht, kip thoi phan anh céc
phuong thirc, thu doan méi cia to6i pham st dung
cong nghé cao xam pham trat ty xa hoi; cong tac
ra soat, danh gia, xay dung va hoan thién h¢ théng
quy dinh phap luat lién quan duoc trién khai quyét
liét; viéc nang cao hiéu luc, hi€u qua quan 1y nha
nudce trong cong tdc phong ngura hanh vi st dung
cong nghé cao xam pham trat ty xa hoi duoc day
manh kip thoi. Thém vao do, cong tac phat hién,
tiép nhan, xir ly, diéu tra, truy td va xét xir cac vu
an lién quan dén viéc sir dung cong nghé cao xam
pham trat tu xa hdi dugc thuc hién déng bo, véi
ty 16 phat hién, diéu tra va truy t6 cao hon so voi
cung ky nam trude, gop phan quan trong vao viée
bao dam an ninh, trat tu, dn dinh hoat dong san
xuat kinh doanh va doi séng nhan dén.

Bén canh nhiing thanh tich da dat duoc, cong
tac phong ngtra to1 pham st dung cong nghé cao
xam pham trat tu x4 hoi van con gip nhiéu kho
khan, thach thirc nhu:

Mot la, to1 pham st dung cong nghé cao xam
pham trat tu x4 hoi, nhat 1 toi pham lira dao chiém
doat tai san trén khong gian mang ngay cang tinh
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vi, da dang véi nhiéu phuong thitrc, thu doan moi;
bi hai trong cac vu viéc con thiéu canh giac, do
ham 101, chii quan thiéu hiéu biét vé cong nghé
va kién thic vé phap luét, dau tu, kinh doanh, ...
nén van lam theo huéng dan ciia dbi tugng, khong
trinh bao kip thoi tdi cac co quan chure nang, tao
didu kién cho dbi tugng co thoi gian tau tan tai
san, tiéu huy tai liéu, vat chiig, gay kho khan cho
cong tac dAu tranh, thu hdi tai san bi chiém doat.

Hai la, d6i tuong 1a chii thé thyc hién t6i pham
st dung cong nghé cao xam pham trat ty xa hoi
déu c6 trinh 46, am hiéu rong vé cong nghé thong
tin va chuén bj k¥ ludng ké hoach dé thuc hién
hanh vi pham t6i thuong xuyén thay ddi thong tin
c4 nhan, s dién thoai, st dung tai khoan “d0”,
thay ddi dia ban hoat dong; céc doi tuong, duong
day, 6 nhom lira dao chiém doat tai san trén khong
gian mang hoat dong ngoai lanh tho Viét Nam
(Campuchla Trung Qudc,...) nén cdng tac xac
minh, diéu tra, thu thap tai liéu gap nhiéu kho
khan. Tao tam 1y tin tuong cho ddi twgng c6 thé
che gidu hanh vi pham t6i, c6 thé tiéu hiy kip thoi
nhirng tai liéu, chimg ct lién quan dén to6i pham.

Ba la, h¢ théng van ban quy pham phap luat
¢6 lién quan nhat 13 quy dinh lam cong tac quan
Iy nha nudc trong mot s6 linh vuc nhu tai chinh,
ngan hang, vién thong,... con so hg, thiéu sot, dé
ddi tuong pham t0i 1o dung hoat dong. Chua c6
bién phap hiéu qua dé siét chat viéc quan 1y mé tai
khoan ngéan hang, sim khong chinh chu, tai khoan
chinh chu trén mang xa hoi, dan dén tinh 4n danh
cua t0i pham st dung cong nghé cao xdm pham
trat tu xa hdi con cao. Trong hau hét cac vu an céac
dbi tuong déu stir dung dong thoi nhiéu tai khoan
ngan hang, tai khoan mang xa hoi khong chinh
cha dé hoat dong pham t6i, gdy khé khin cho
cong tac diéu tra, xir 1y cta lyc lugng Cong an.

Bon la, trinh do doi ngti can bg chuyén trach
phong ngtra tdi pham st dung cong nghé cao xam
pham trat tu xa hoi trén dia ban tinh Hai Duong
con han ché. Mot sb can b, chién si chua duoc
dao tao bai ban vé cong nghé thong tin, chua dugc
tap huén, hoc tap chuyén sau v& trién khai céc bién
phép, cong tac chuyén biét.

Nam la, diéu kién vé co sd vat chat, ddc biét 1a
phan mém, may moéc phuc vu cho cong tic phong
ngua t0i pham st dung cong nghé cao con chua
dap ung dugc yéu cau dit ra; cong cu, phuong
tién phuc vu hoat dong phat hién, td giac, xu ly to1
pham, nhét 1a cac bién phép khoa hoc k¥ thuat con
han ché, chu yéu 1a sir dung cic phdn mém mién
phi, cac cong cu co san trén mang Internet.
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2.3. Giai phap nang cao hiéu qua trong phong
ngira t¢i pham sir dung c6ng nghé cao xam pham
trat tw xa hoi trén dia ban tinh Hai Duwong

Trudc sy gia ting nhanh chéng va tinh chit
ngay cang tinh vi, phtrc tap cta tdi pham str dung
cong nghé cao, cong tac phong ngura loai td1 pham
nay dang dit ra nhiéu thach thirc d6i voi luc lugng
chire ning va toan xa hoi. Dé img pho hiéu qua, bén
canh viéc xur Iy nghiém céc hanh vi vi pham, viéc
chi dong trién khai cac giai phap phong ngira c6
¥ nghia dic biét quan trong. Dé nang cao hiéu qua
cong tac phong ngura to1 pham su dung cong nghé
cao xam pham trat tu xa hdi, can trién khai dong bo
nhiéu giai phap theo chtc ning ctia Cong an tinh
Hai Duong trong thoi gian t6i. Cu thé nhu sau:

Thir nhat, chi trong nang cao trinh d9, nang lyc
thuc hién nhi€ém vu cho d6i ngii can bo, chién si
Cong an tinh Hai Duong. Trudc su thay doi khong
ngung cua cong ngh¢ va cac phuong thuc hoat
dong pham td1 ngay cang tinh vi, cac can bg, chién
s Cong an tinh Hai Duwong can duge thudng xuyén
boi dudng kién thirc chuyén mén, k§ ning sir dung
cong nghé thong tin, cap nhat cac xu huong toi
pham méi trén khong gian mang. Viéc to chirc cac
16p tap huan chuyén sau, moi chuyén gia hd trg, va
xay dung doi ngli cdn bd chuyén trach c6 nang luc
cao s€ giup nang cao kha nang phat hi¢n, phan tich,
xtr 1y thong tin va phéi hop hiéu qua trong cong tac
phong ngtra, d4u tranh vi loai toi pham nay.

Thit hai, chu dong tham muu cho Tinh uy, Uy
ban nhén déan tinh, Ban Giam ddc Céng an tinh
Hai Duong céc gidi phap phong ngtra toi pham su
dung cong nghé cao xam pham trat ty xa hoi. Viéc
nam bat tinh hinh thuc té, phan tich cac phuong
thire, thu doan hoat dong méi cua toi pham cong
nghé cao s& gitp dé xuat kip thoi nhitng chu
truong, ké hoach phu hop véi dic diém tinh hinh
tai dia ban. Qua do, tao co s& dé lanh dao cac cép
ban hanh cac chi dao sat thuc té, dong bd va co
chiéu sau, gop phan ting cudng hiéu qua cong tac
quan 1y nha nuéc vé an ninh, trat ty va nang cao
nang luc phong ngura loai to1 pham nay mot cach
toan dién, bén viing.

Thir ba, thudng xuyén tuyén truyén, van dong
quan chung tham gia phong ngira t6i pham sir
dung cong nghé cao xam pham trat ty xa hoi voi
nhiing ni dung, hinh thirc da dang, phong phu.
Viéc truyén tai thong tin can duoc thuc hién
thuong xuyén, lién tuc, voi nhleu hinh thue linh
hoat nhu xay dung cac clip ngan, infographics, to
chtrc cac budi tuyén truyén luu dong, toa dam tai
khu dan cu, truong hoc, co quan, doanh nghiép.
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Nbi dung tuyén truyén phai gan véi thyc tién, cap
nhat cac thu doan moi nhat cua toi pham dé nguoi
dan d& dang tiép can va nang cao canh giac. Khi
ngudi dan dugc trang bi day du kién thic va ky
nang phong tranh, ho s& tré thanh “I4 chan” hiéu
qua, ddng thoi 14 canh tay ndi dai hd tro luc luong
chirc nang trong viéc phat hién, ngan chan va day
lui to1 pham cong ngh¢ cao trén dia ban.

Thir tu, nang cao hi¢u lyc, hiéu qua quan ly
nha nudc vé an ninh mang nham phong ngira toi
pham str dung cong ngh¢ cao xam pham trat tu xa
héi. Thong qua viéc hoan thién co ché, chinh sach
va hanh lang phép 1y lién quan dén an ninh mang
s& tao nén tang virng chic cho cac co quan chirc
nang trién khai céc bién phap kiém soat, gidm sat
khong gian mang mot cach dong bd va higu qua.
DPong thoi, can ting cudng tng dung céng nghé
hién dai trong quan ly, ddy manh cong tac thanh
tra, kiém tra cac hoat dong trén méi truong so, dic
biét 1a cac linh vuc dé bi tdi pham loi dung nhu
thuong mai dién tir, mang xa hoi, dich vy tai chinh
tryc tuyén. Khi cong tac quan 1y nha nude vé an
ninh mang dugc thuc hién chat ché va co chiéu
sau, s& gop phan han ché t6i da cac 16 hong an
ninh, ngdn chan kip thoi cac hanh vi vi pham, bao
dam an toan cho trat tu xa héi trong thoi dai $6.

Thir nam, tang cuong hop tac quoc té trong linh
vuc phong, chéng t0i pham st dung cong nghé
cao xam pham trat tu xa hoi, tdp trung trao doi
thong tin tdi pham, tranh thu tai trg cac thiét bi ky
thuat cong ngh¢ cao va dao tao can bJg,...Cac yéu

cau phdi hop qubc té phai dugc thuc hién nhanh
chong, tham chi thanh 1ap cac nhom tac chién c6
sy tham gia clia co' quan thyc thi phap luét nhleu
qudc gia. Bong thoi, can c¢6 sy hd trg, trao doi vé
ca k¥ thuat, chién thuat, kinh nghiém ciling nhu
cac nguodn luc khac dé khong ngimg nang cao hoat
dong cua luc luong chuyén trach timg qudc gia.

IIL. KET LUAN

Tinh hinh to1 pham c6ng ngh¢ cao xam pham
an ninh, trat tu xa hoi dang dién bién ngay cang
phuc tap, voi cac thi doan ngay cang tinh vi, kho
luong, gdy hau qua nghiém trong cho ca nhan, to
chtrc va toan x3 hoi. Su phat trién nhanh chong
ctia cong nghé sb, cing voi tim 1y chii quan va
han ché vé& nhan thirc cua mot bd phan nguoi su
dung Internet, da vo tinh tao méi truong thuan loi
cho loai tdi pham nay gia tang hoat dong. Mac du
cac co quan chirc nang da trién khai nhiéu giai
phap nham phat hién, ngan chan va xtr 1y, nhung
cong tac phong ngira van con gap nhiéu kho khin
do khuon kho phap 1y chua theo kip thuc tién, ha
tang cong nghé chua dong bd va thiéu su phdi hop
hiéu qua ¢ tam quéc té. Trude thuc trang do, cin
trién khai dong bo cac giai phap nhu hoan thién
phép luat, tang cuong tmg dung cong ngh¢ trong
quan 1y, nang cao nhan thic cong dong va thuc
day hop tac qudc té. Viéc xay dung moi trudng
mang an toan, lanh manh 1a nhiém vy cép bach
nham bao dam quyén loi ctia ngudi dan va giir
vitng trat tw, an toan xa hoi trong thoi ky chuyén
ddi s6 manh m& hién nay.
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