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NHAN DIEN PAU TRANH VOI THONG TIN XAU, PQC TREN KHONG GIAN MANG
TRONG BOI CANH BAO VE AN NINH QUOC GIA HIEN NAY
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Tom tit: Trong boi canh an ninh quéc gia chiu tic dong manh mé tir khong gian mang, viéc nhdn dién va dau tranh
voi thong tin xdu, doc tré thanh nhiém vu then chét dé bao vé sw on dinh chinh tri, trdt t xa héi va niém tin ciia nhan dan.
Théng tin xdu, dgc bao gdm cde néi dung sai léch, xuyén tac, bia ddt hodc chi khai thdc mét phan sw that nham muc dich
pha hoaz kich dong thit han, chong pha dmfng loz chinh sach cua Dang va Nha nuée. Chiing lan truyén nhanh chong trén
cdc nén tang mang xd hdi nho thudt todn dé xudt, tao nén “vong xody” twong tac, dé danh lira nguwoi ding thiéu ky nang
xac thwc Trudc thuc trang do, viéc chu dong trién khai cdc gidai phdp toan dién — tir gido duc, phdp ludt, cong nghé c d‘en
truyén thong — la diéu cap thiét. Khong thé chi trong cho vao co quan chire ndng; méi cong dan, méi gia dinh va méi té
chirc can dong vai tro chu dong trong cudc chién bdo vé thong tin tich cuc, lanh manh.
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Abstract: In the context of national security being strongly affected by cyberspace, identifying and combating bad
and toxic information has become a key task to protect political stability, social order and people's trust. Bad and toxic
information includes false, distorted, fabricated content or only partially exploiting the truth with the aim of sabotage,
inciting hatred, and opposing the Party and State’s guidelines and policies. They spread rapidly on social networking
platforms thanks to the recommendation algorithm, creating a “vortex” of interaction, easily deceiving users who lack
verification skills. Faced with this situation, proactively implementing comprehensive solutions — from education, law,
technology to communication — is urgent. We cannot rely solely on the authorities, every citizen, every family and every

organization needs to play a proactive role in the fight to protect positive and healthy information.
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I. PAT VAN PE

Trong ky nguyén sé héa hién nay, sy phat
trién manh mé ciia cong nghé thong tin va mang
xa hoi da tao ra mgt khong gian mang rong 1on,
noi thong tin dugc chia sé va lan truyén véi toc
dd chua tung c6. Tuy nhién, bén canh nhiing loi
ich to 16n, khong gian mang cling tr¢ thanh moi
truong cho sy xuat hién va lan rong ctia cic thong
tin xau, doc, gay anh huong tiéu cuc dén an ninh
quoc gia, trat tu an toan xa hdi va doi song cua
nguoi dan. Thong tin xdu, doc lan truyén nhanh
chong qua cac nén tang truc tuyén khong chi gay
hoang mang du luan, lam suy gidm niém tin xa
hoi ma con c6 thé bi lgi dung dé thuc hién cac
chién dich thao ting chinh tri, pha hoai kinh té,
tham chi kich dong bao loan.

Trude thue trang do, Pang va Nha nudce ta da
ban hanh nhiéu chinh sach, phép luat nham bao vé
an ninh mang va dau tranh chdng lai cac thong tin
xau, doc. Cu thé, Luat An ninh mang nam 2018
duoc Qudc hoi thong qua quy dinh 16 vé hoat dong
bao v€ an ninh quéc gia va bdo dam trat tu, an toan
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x3 hoi trén khong gian mang, bao gdm viéc ngin
chan, xr Iy cac hanh vi tung tin gia, xuyén tac, kich
dong bao luc va chéng pha Nha nudc [2].

Trude tinh hinh d6, viéc nhan dién va dau tranh
v6i thong tin x4u, doc trén khong gian mang tré
thanh nhiém vu cip thiét, doi hoi sy phéi hop chit
ché giira cac co quan chirc ning, t6 chuc xi hoi
va mdi ca nhan, nhdm bao vé an ninh quéc gia
va giilt vitng trat tw an toan xa hoi trong bdi canh
hién nay.

II. NOI DUNG NGHIEN CUU

2.1. M{t s6 khai ni¢m

Sy bung nd vé khoa hoc — cong nghé, dic b1et
1a sy ra doi va phd bién nhanh chéng cia cac nén
tang mang x3 hoi, d3 mo rong khong gian trao doi
thong tin va nang cao toc do tiép nhan dit liéu cua
cong ddng. Tuy nhién, bén canh nhiing loi ich to
16m, ‘mang xd hoi ciing tao diéu kién cho su lan
truyén rong ri cta cic ndi dung thiéu kiém chimg
hodc c6 chu dich tiéu cyc. Nhitng thong tin nay co
thé sai léch, bop méo, tham chi xuyén tac thuc té,
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gay ton hai dén quyén va loi ich hop phap cua ca
nhan, t6 chirc va co quan nha nudc, dong thoi lam
x40 tron trat tu xa hoi va kich dong hoang mang
trong du luan.

Khoan 3 Piéu 2 Luat an ninh mang dinh
nghia: “Khong gian mang 1a mang ludi két n01
cua co SO' ha ting cong nghé thong tin, bao gdm
mang vién thong, mang Internet, mang may tinh,
hé théng thong tin, hé thong xir 1y va diéu khién
thong tin, co s& dir li€u; 1a noi con nguoi thyc
hién céc hanh vi xa héi khong bi gidi han bdi
khong gian va thoi gian” [2].

Khai niém “thong tin xdu, doc” bao gdm nhiing
ndi dung mang tinh bia dat, vu khéng, hoac chi
ldy mot phan sy that dé bién tap lai véi dung y pha
hoai; déng thoi ¢o thé kém theo ngon tur tho tuc,
xtc pham danh dy, nhan pham. Ngoai ra, thong
tin x4u, doc con thé hién qua vi¢c phu nhén céac
gia tri lich str — tu tudng, tn cong chu nghia Mac
— Lénin, tu tuong H6 Chi Minh, chdng dbi duong
16i, chinh sach cua Dang va Nha nudc, hoac boi
nho, vu cao can bo, lanh dao cép cao, tir do tao ra
ran nut doan két dan toc, ton gido va de doa an
ninh qudc gia.

Thong tin ti€u cuc, doc hai c6 tdc dong sau
rong dén nhan thirc ciia nguoi tiép nhan, khién
ho dé& méc phai dinh kién sai 1éch va c6 cach nhin
khong trung thuc vé cac van dé& xa hoi. Khi bi
chi phdi boi nhitng ndi dung nay, ca nhan cé thé
thuc hién hanh vi c¢6 hai d6i véi loi ich chung cta
Nha nudc, xuat phat tr quan niém I¢ch chuén ma
ho hap thu. Theo thoi gian, di v6i nhitng ngudi
thiéu kha niang phan tich, danh gia khach quan,
thong tin x4u, doc khong chi thim thdu ma con
hoat dong nhu mot chét xuc tac, khoi day tu tudng
chéng ddi cac gid tri nén tang ma nhiéu thé h¢ da
day cong xay dung va bao vé.

2.2. Nguyén nhin din dén sy lan truyén
thong tin xdu, doc trén khong gian mang

Trong thoi dai Internet phat trién manh mg,
thong tin xau, doc lan truyén nhanh chong dang la
van d¢ dang lo ngai. Nguyén nhan chii yéu dén tir
han ché vé k¥ nang phan tich, kiém ching thong
tin cua nguoi dung; anh huong cua tim ly bay
dan, FOMO; va thoi quen chia sé thiéu suy xét.
Co ché phap 1y va quan 1y noi dung trén mang xa
héi con long 1€o, cham thich ing vi thu doan lan
truyén méi, trong khi sy phdi hop giira cac bén
con thiéu hiéu qua.

Mang xa hdi bung nd, v&i hon 72 triéu tai
khoan tai Viét Nam, tao diéu kién cho thong tin
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sai léch phat tan rong rdi qua thudt todn dé xuét
ndi dung. Pac biét, dong co kinh té (tang tuong
tac, thu quang céo) va chinh tri (chia r&, chong
pha) 1 dong lyc thuc day thong tin gia. Cong nghé
nhu Al, deepfake, tai khoan 4n danh cang khién
viéc phat hi¢n, xtr ly tré nén kho khan. Do do, can
nang cao nhan thirc ngudi dung, hoan thién phap
ly, giam sat noi dung chit ché va phat trién cong
cu k¥ thuat phong chdng hiéu qua.

2.3. Giai phap phong, chéng va ning cao
nhin thirc vé thong tin x4u, doc trén khong
gian mang

Tham gia mang xa hoi 1a xu thé tat yéu hién
nay cfla ngu’(‘ri dan, nhat 13 trong thoi dai cach
mang s6. bé phong, chdng va nang cao nhan thu’c
\G thong tin x4u, doc trén khong gian mang, can
trién khai dong bo cac giai phap cong nghé, phap
1y, gido duc va hop tac xa hoi nham tao ra moi
truong thong tin minh bach, an toan va co tinh
phan bién cao.

Viéc quan 1y thong tin trén Internet va cac nén
tang mang xi hoi can dugc thuyc hién mot cach
nghiém ngat, dua trén co so phép luat trong nudc
va cac didu udc quoc té ma Viét Nam di tham
gia. Trudc hét, hé thong van ban quy pham phép
luat vé st dung Internet va mang xa hi phai dugc
hoan thién, dam bao tinh minh bach, binh déng,
dong thoi tao ra khung phap 1y do manh dé ran de
va xir 1y ca nhén, to chirc phat tan thong tin xau,
doc. Song song véi d6, can thanh lap cic co quan
chuyén trach vé kiém soat, xac minh va ngan chan
tin gia, ph6i hop vé6i nhitng ddi tic qubc té giau
kinh nghiém trong linh vuc nay.

Vé phia cac nha cung cdp dich vu mang xa
hoi, can xay dung va ban hanh quy dinh bét budc
dé ho chiu trach nhi¢m phap 1y doi vi moi noi
dung bat hop phap du:otc dang tai trén nén tang cua
minh. Khi ¢6 yéu cau tir co quan quan 1y, cac nén
tang—dac biét 1a nhiing trang c6 lugng truy cap
16n hoac may chu dat tai Vit Nam—phai cung
cap dau moi lién hé chinh thic va phdi hop kip
thoi dé g& bo thong tin vi pham. Ddng thoi, phai
xtr Iy nghiém céc truong hop lgi dung danh nghia
dan chu dé tung tin bia dat, xuyén tac nham kich
dong, gdy mat 6n dinh x4 hoi.

Nham xay dyng méi truong mang lanh manh
va cong bang, Nha nuéc cin sém ban hanh “Bo
quy tic ung xur cho mang xa hdi Viét Nam”, két
hop giita bién phép quan 1y cing vé phap luat
v6i cac quy dinh mém vé dao dirc sd, tham khao
kinh nghiém tir B quy tic mg xir cia Lién minh
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chau Au danh cho Facebook, Microsoft, Twitter
va YouTube. B Théng tin va Truyén thong can
chu dong cap nhat, bo sung quy dinh cho phu hop
v6i thuc tién phat trién cta cong ngh¢ va mang xa
hoi, dong thoi thac day dbi thoai, kéu goi trach
nhiém cao hon tir phia cac nén tang toan cau. Bén
canh d6, khuyén khich nghién ciru, phat trién va
hoan thién cadc mang xa hoi ndi dia, nham tao ra
san choi canh tranh lanh manh, han ché nguy co
lam dung doc quyén ctia mang xa hoi nude ngoai.

Vé mat béo chi va truyén thong, cong tac quan
1y can gin lién voi viée theo ddi lién tuc dién bién
trén khong gian mang, dac biét 1a cac dién dan,
hdi nhém ma dong dao sinh vién, thanh nién tham
gia. Co quan chirc ning phai thiét 1ap hé thong
giam sét, canh bao sém dé nhanh chong phat hién
va xu ly tin x4u, doc, bao vé nguoi dung trude
cac thong tin sai léch. Pdng thoi, can phat huy vai
trd cia bao chi chinh thong va nha bao c6 trach
nhi¢m trong viéc dinh hudéng du ludn, phan tich,
phan bién va cung cip cac thong tin xac thyc, gop
phan hinh thanh théi quen tiép can thong tin khoa
hoc, ¢6 kiém chimng cho cong dong mang.

Can day manh cong tac gido duc dé nang cao
nhan thirc, y thirc trach nhi€ém va béan linh chinh tri
cho thé hé tré, thong qua viéc giang day hé thong
triét Iy Chu nghla Miéc — Lénin, tu tuong H6 Chi
Minh, dudng 16i ciia Pang va cac quy dinh phap
ludt cia Nha nuée. Dong thoi, can phéan tich sau
sdc cac chiéu tro, muu dd méi cua cac thé luc thu
dich va nhiing dbi tugng ti€u cuc trén Internet,
chi rd cach ho loi dung mang xa hoi dé xuyén tac
cac van d&, sy kién quan trong, cling nhu dénh gia
muc d§ nguy hai va tdc dong ti€u cuc cua tung
loai thong tin x4u, doc. Hoat dong ddi thoai, toa
dam nén duogc t6 chirc thudng xuyén, tao dién dan
cho thanh nién trao ddi, thao luén vé ban chat va
cach nhan di¢n thong tin sai 1éch, tir d6 hinh thanh
y thtrc tu bdo v¢ ban than va chu dong tham gia
phong, chdng, phan bac cac ludn diéu sai trai.

Vé mat phap 1y, can phd bién, quan triét day
du cac quy dinh: Piéu 288 cua Bo luat Hinh su
2015 vé toi dwa hodc st dung trai phép thong tin
mang méy tinh, mang vién thong; Nghi dinh s
72/2013/ND-CP ngay 15-7-2013 cta Chinh phu
va Thong tu s6 09/2014/BTTTT ngay 19-8-2014
ctia B Thong tin va Truyén thong quy dinh vé
quan 1y, cung cap, st dung thong tin trén trang tin
dién tir va mang xa hoi; déng thoi 1am rd nhimg
hanh vi bi nghiém cim trong viéc sir dung nén
tang s6. Bén canh do, cac co s& giao duc can trién

khai hiéu qua D¢ an “Tang cuong quan ly, gido
duc chinh tri tu tuong dbi véi hoc sinh, sinh vién
trén moi truong mang dén nam 2025 ciia B4 Gido
duc va Dao tao, dugc phé duyét tai Quyét dinh sb
3296-QD-TTg ngay 30/8/2018, nham trang bi cho
hoc sinh, sinh vién k¥ nang thuc hanh an toan va
lanh manh khi tham gia khong gian mang.

Viéc 16ng ghép ndi dung nay vao chuong trinh
dao tao chinh khoa, két hop v6i cac hoat dong
ngoai khoa nhu héi thdo, cau lac b mang xa hoi,
cudc thi tim hiéu phap luét... s& tao diéu kién dé
hoc sinh, sinh vién tiép nhén kién thirc mot cach
sdu sat va van dung linh hoat. Sy phdi hop giira
nha trudng, gia dinh va cong dong trong gidm sat
va dinh hudng sir dung Internet ciing 1a mot yéu td
khong thé thiéu, gitip ngan chan kip thoi cac biéu
hién 1éch chuén, déng thoi phat huy vai tro diéu
tiét, kiém soat thong tin xau, doc, bao vé quyén loi
chinh dang cta cong dan trén khong gian mang.

Viéc xay dung va phét trién cac kénh thong
tin chinh thong c6 vai trd then chdt trong viéc
dam bao nguodi dan tiép can dir liéu khéach quan,
chinh xac va kip thoi. Nhitng nén tang nay—bao
gdm cac trang tin dién tir ciia co quan bio chi
nha nuéc, cong thong tin dién tir chinh phu va
cac kénh truyén hinh, phat thanh da dugc kiém
duyét nghiém ngat—phal khong ngig cap nhat
phuong thie truyén tai, ing dung coéng nghé sd
nhu chatbot, Al phén tich ngit nghia va giao dién
than thién dé thu hut nguoi dung, dic biét 1a thé hé
thanh thiéu nién. Bén canh do, can mé rong quy
mo va ning cao chat luong thong tin dia phuong
thong qua mang ludi phong vién, cong tac vién
chuyen nghiép, dam bao tinh da chiéu va bam sat
thuc tién cudc séng.

Pong thoi, viéc ting cuong phan bién xa
hoi chinh 13 bién phap bo tro gitp giam thiéu
tdc dong ti€u cuc cua thong tin sai léch. Cac td
chtrc chinh trj — xa hdi va hoi doan thé, trong do
doan Thanh nién Cong san HO6 Chi Minh giit vi
tri miii nhon, can chu dong trién khai chudi hoat
dong chuyén sau: tir dién dan ddi thoai md (open
forum), toa dam khoa hoc dén céac workshop thuc
hanh k¥ nang phan tich thong tin. Tai nhitng su
kién nay, nguoi tham gia s& dugc huéng dan sir
dung phuong phép “tham dinh da nguon” (cross-
verification), ap dung cong cu fact-checking va
phan tich dir li€éu mang xa hoi dé nhan dién xu
huéng noi dung, dong thoi thuc hanh xay dung
luén diém phan bién dya trén bang chimg. Su phbi
hop giira giang vién dai hoc, chuyén gia truyén
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thong va bao cdo vién thuc tién sé tao nén moi
trrong hoc thuat — thuc hanh tuong tac cao, giup
thanh nién nang cao nang luc tu duy phan bién, y
thtre tu bdo v¢ trude tin gid va chu dong tré thanh
nhitng “dau mdi phan hoi” tich cyc cho cac nén
tang chinh thong,

Viéc tang cuong dau tu vao cong nghé va phat
trién lyc lugng chuyén gia an ninh mang déng vai
tro then chdt trong chién lugc bao vé khong gian
s6 cua quéc gia. Trudc hét, can trang bi va van
hanh cac hé théng giam sat tu dong tich hop tri tué
nhan tao (AI) va phan tich dir liéu 16n (big data),
cho phép thu thap, xur 1y va phéan loai hang loat
ludng dit lidu trén internet theo thoi gian thyc. Cac
mo-dun phat hién xam nhép (Intrusion Detection
Systems — IDS), tuong lira thé hé méi (Next-
Generation Firewalls — NGFW) va hé thong ngin
chin tin cong c6 diéu khién (Intrusion Prevention
Systems — IPS) phai lién tuc duoc nang cap dé
nhén dién nhanh cac mdi de doa m&i nhu ma doc
téng tién (ransomware), phan mém gian diép tinh
vi (advanced persistent threats — APTs) hay cac
chién dich phat dut chudi thong tin (supply chain
attacks). Bén canh d6, viéc xdy dung phong diéu
hanh an ninh mang (Security Operations Center —
SOC) v6i quy trinh b4do dong sém (early warning)
va phan ung nhanh (1n01dent response) giup thu
hep “ving so hd” sau mdi 1an sy cd, tir 46 giam
thiéu thiét hai tiém tang.

II. KET LUAN

Trong bdi canh bao vé an ninh quéc gia, viéc
nhén dién va dau tranh véi thong tin x4u, doc trén
khong gian mang khong chi 1a nhi¢m vu cua riéng
co quan chirc ndng ma con doi hoi sy tham gia
chu dong va trach nhiém cao cua toan xa hoi. Trén
phuong dién nha nude, can tiép tuc hoan thién
khung phap luat, ting cuong phdi hop lién nganh
va chu dong hop tac qudc té dé kip thoi ngin chin,
xtr 1y cac ddi twong phat tan thong tin sai léch,
xuyén tac. Vé cong ngh¢, viéc tng dung tri tué
nhan tao, phan tich dir li¢u 16m va cac cong cu phat
hién deepfake can duoc diu tu va nang cap lién
tuc, nham ning cao hiéu qua giam sat va canh bao
som. Trong khi dd, nang cao nhan thirc cho nguoi
ding Internet, nhat 1 thé hé tré, thong qua gido
duc tu duy phan bién, k¥ ning kiém chimg thong
tin va dao tao thuc hanh fact-checking, s€ tao ra
“hang rao nhan lyc” chu dong phong vé trudce tin
gid. Bo chi chinh théng va cac t6 chirc xd hoi
ciing can phat huy vai trd “nha phan bién”, cung
cap thong tin minh bach, da chiéu va kién quyét
phan bac luan diéu sai trai. Chi khi két hop hai hoa
gitra giai phap cong nghé — phép 1y — gido duc va
hop tac cong dong, chung ta méi c6 thé xdy dung
duoc khong gian mang lanh manh, bdo dam an
ninh quéc gia va giit vimg niém tin xa hoi trudc
nhiing thach thirc ngay cang tinh vi ctia thong tin
x4u, doc.
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