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TANG CUONG GIAO DUC AN NINH PHI TRUYEN THONG
CHO SINH VIEN CAC TRUONG PAI HQC, CAO PANG HIEN NAY

Nguyén Thi Hanh
Trung tim gido duc quoc phong va an ninh, Truong Pai hoc Nha Trang

Tom tit: Trong boi canh hién nay, khi cic moi de doa an ninh phi truyén thong nhw téi pham mang, khdng hodng moi
truong va dich bénh gia tang, vzec gido duc an ninh phi truyén théng cho sinh vién cdc truong dai hoc, cao dang la Vo cung
quan trong. Sinh vién, véi su tiép xiic thiong xuyén voi cong nghe va mang xa hdi, dé tré thanh doi twong dé bi ton thiwong
trudc cdc nguy co tir khong gian mang. Tuy nhién, gido duc vé an ninh phi truyén thong hién nay van chuwa dwoc chu trong
day di, dan dén thiéu hut kj ndng bdo vé ban than. Muc tiéu gido duc an ninh phi truyén thong la giiip sinh vién nhdn thwc
diing vé tam quan trong cua bao mdt thong tin ca nhan va an ninh mang, trang bi cho ho cac ky nang phong chong tdn
céng mang, va phat trién tw duy phan bién dé nhdn dién théng tin sai léch trén internet. Dé dat diroc muc tiéu nay, can doi
maoi phmmg phap giang day, tang cmmg dao tao giang vién, va xay dung cdac chwong trmh hoc chuyén sau, két hop giita
ly thuyet va thuwee hanh. Pong thoi, viéc té chike cac hoat déng ngogi khéa va hop tic quoc té cung giup sinh vién mo rong
kién thirc va ky ndng vng phé véi cdc thach thirc an ninh phi truyén thong trong moi trieong so.
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Abstract: In the current context, when non-traditional security threats such as cybercrime, environmental crisis and
epidemics are increasing, non-traditional security education for university and college students is extremely important.
Students, with frequent exposure to technology and social networks, are vulnerable to risks from cyberspace. However, non-
traditional security education is currently not given enough attention, leading to a lack of self-protection skills. The goal
of non-traditional security education is to help students correctly perceive the importance of personal information security
and cyber security, equip them with skills to prevent cyber attacks, and develop critical thinking to identify misinformation
on the Internet. To achieve this goal, it is necessary to innovate teaching methods, strengthen teacher training, and build
in-depth study programs that combine theory and practice. At the same time, organizing extracurricular activities and
international cooperation also helps students expand their knowledge and skills to respond to non-traditional security
challenges in the digital environment.
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I. PAT VAN PE

Trong bdi canh hién nay, khi cong nghé va cac
phuong tién truyén thong phat trién manh mé, cac
van d¢ lién quan dén an ninh, bao mat thong tin
va bao vé quyén riéng tu ca nhan tré nén ngay
cang quan trong. Sinh vién cac truong dai hoc,
cao dang, véi dic diém Ira tudi dé tiép can va s
dung cic nén tang tryc tuyén, thuong xuyén tiép
xtic voi cac cong cu cong nghé, 1a nhom dé bi
ton thuong trudc cac nguy co dén tir khong gian
mang. Tuy nhién, gido duc vé& an ninh phi truyén
thdng trong cac co sé gido duc hién nay van chua
duoc chu trong day du, din dén su thiéu hut nhan
thirc va ky ndng bao v¢ ban than trong moi truong
s6. Do d6, viéc ting cuong gido duc an ninh phi
truyén thong cho sinh vién 1a v cing can thiét,
nham nang cao nhén thirc, trang bi k¥ nang bao
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vé thong tin cd nhan, giup sinh vién tu tin va an
toan hon khi hoc tap va tham gia cac hoat dong
truc tuyén.

II. NOI DUNG NGHIEN CUU

2.1. Mt s6 khai niém

An ninh phi truyén théng (ANPTT) bao gdom
nhitng yéu té méi ndi 1én hodc tro thanh xu huéng
phd bién trong nhirng thap ky gan day, c6 kha ning
giy de doa dén sy ton tai va phat trién cta nhiéu
qudc gia ciing nhu cong dong qubc té. ANPTT la
“viéc dam bao an toan, khong c6 nguy hiém cho
c4 nhan con ngudi, qudc gia dan toc va toan nhan
loai trude cac méi de doa c6 ngudn gbe phi quan
su nhu bién d6i khi hau, thiéu luong thuc va tai
nguyén, 6 nhiém méi trudng, khan hiém ngudn
Iuc, dich bénh truyén nhiém, khung hoang tai
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chinh, t6i pham xuyén qudc gia, chti nghia khiing
bd, budn ban nguoi, di cu hang loat, t0i pham
cong nghé cao”.

Theo Lién Hop Qudc, “an ninh phi truyén thong
bao gdm bay linh vuc 1: kinh té, luong thuc, strc
khoée, moéi trudng, con nguodi, cong déng va chinh
tri”. O Viét Nam, van dé an ninh phi truyén thong
dang 1a thach thirc 16n trong doi séng x4 hoi va c6
nhitng bién ddi theo chiéu hudng bt loi d6i voi
cudc sdng con ngudi, voi sy phat trién bén viing
ctia dat nudc. Néu Viét Nam khong bao dam giai
quyét duoc cic van dé an ninh phi truyén thong
thi s& kho c6 thé n6i dén su phat trién bén viing va
kho bao dam duoc chit lugng cudc sdng ciia con
nguoi. Nhitng tham hoa, khing khoang xuét hién
s& gy suy yéu nén kinh té, gia ting doi nghéo,
gia ting bat on chinh tri, trd thanh ngodi nd cho
nhitng bat 6n x hoi, gy ra cac vu bii cong, biéu
tinh, gay rdi trat tur cong cong, 1lam mat long tin
cua nhan dan véi Pang va Nha nudc va xa hon co
thé kich hoat cac yéu t6 phan khang, phan dong. ..
gay bao loan lat dd ché do chinh tri.

Gi4o dyc an ninh phi truyén thong la mot noi
dung quan trong trong chuong trinh GDQP&AN.
Gi4o duc qudc phong va an ninh 1a mén hoc ¢6 tinh
dic thu ca vé ndi dung, phuong phap giang day va
hinh thtre trién khai. Mdi chu d€, mdi bai hoc déu
doi hoi nhitng phuong phap riéng biét nham lam
ndi bat tinh dic trung ciia mon hoc. Thong qua do,
sinh vién c6 thé ndm bat nhimg kién thirc c6t 13i
lién quan dén lich str, truyén thong cia luc luong
vil trang nhan dan, cac khia canh quan trong vé
qudc phong va an ninh, ciing nhu ndi dung co
ban ctia mot s6 van ban phép luat lién quan. Pong
thoi, mon hoc con trang bi hiéu biét vé chu quyén
lanh thd, bién gidi qudc gia ciia nude Cong hoa xa
hoéi chii nghia Viét Nam, tao nén tang vimng chic
gitip mdi ca nhan nhan thirc dung din vé nhiém vy
xdy dung va bao vé Té qudc.

Viéc trién khai gido duc an ninh phi truyén
théng tai cac truong dai hoc can ¢co su phéi hop
chit ché gifta cac bén lién quan, bao gdm co quan
quan 1y gido duc, céac to chirc nghién ciru, doi ngii
giang vién va chinh ban than sinh vién. Cac chinh
sach, chién lugc va chuong trinh dao tao phai
dugc xdy dung mot cach hé thong, phu hop voi

ting bdi canh cu thé, dong thoi khong nglg cap
nhat dé dap ung voi cac mbi de doa méi ndi. Boi
ngil giang vién can dugc dao tao chuyén sau, c6
kién thirc va k¥ nang vé linh vuc nay dé co thé
tmyén dat nd1 dung mdt cach hi¢u qua, phu hop
v6i dc diem va nhu cdu cua sinh vién.

2.2. Muc tiéu gido duc an ninh phi truyén
thong cho sinh vién cac trwomg Pai hoc, Cao
Ping hién nay

Muc tiéu ctia viéc gido duc an ninh phi truyén
thong khong chi 1a giup sinh vién c6 kha ning bao
vé ban than khoi nhitg méi de doa tir khong gian
mang, ma con trang bi cho ho nhimng ky nang can
thiét & nhan dién va Gng phd véi cac nguy co
tiém 4n, qua d6 nang cao kha ning sdng an toan
va ty tin trong mdi trudng ky thuat sb.

Mot trong nhitng muc tiéu quan trong nhit cia
gio duc an ninh phi truyén thong 13 gitp sinh vién
nhén thic dugce sy quan trong cia bado mat thong
tin ca nhan va an ninh mang. Thuc té, sinh vién la
dbi twong dé bi ton thuong vi ho thudng xuyén sir
dung céc dich vu truc tuyén, chia sé thong tin ca
nhan trén cac nén tang mang xa hoi ma khong du
hiéu biét vé nhitng nguy co tiém an. Nhiing thong
tin nhu tén tudi, dia chi, s6 dién thoai, hay tham
chi 13 cac thong tin tai chinh c6 thé bi 1 ra ngoai
va bi ké x4u loi dung vao muc dich xau, nhu lira
dao hay danh cap tai san. Thong qua gido duc an
ninh phi truyén thong, sinh vién s& duoc hudng
dan cach thirc bao vé cac thong tin c4 nhan cua
minh, nhu st dung mat khau manh, bao mat hai
16p, va cac bién phap phong tranh Itra dao truc
tuyén. Khi sinh vién nhén thic duoc tim quan
trong cua viéc bao vé dir li€u ca nhan, ho s€ co
thoi quen can trong hon trong viéc chia sé va luu
trir thong tin trén cac nén tang k¥ thuat so.

Gi4o duc an ninh phi truyén thong ciing nham
muc dich trang bi cho sinh vién nhiing ky ning
can thiét dé ung phé vdi cac tinh huéng an ninh
mang trong thuc té. Viéc cac sinh vién d6i mat voi
cac cudc tin cong mang nhu phishing, malware
hay ransomware trong qua trinh stir dung internet
1a diéu khong thé tranh khoi. Néu khong c6 kién
thirc va k¥ niang phong tranh, ho c¢6 thé trd thanh
nan nhan ciia nhitng cudc tdn cong ndy, giy ton
hai dén dir liéu ca nhan va gy riii ro cho hé théng
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mang cua trudong hodc cong ty noi ho lam viéc
sau ndy. Giao duc an ninh phi truyén thong s&
gitip sinh vién hiéu rd vé cac loai hinh tan cong
mang pho bién va cach nhan dién chiung. Chang
han, sinh vién s€ hoc cach phan biét gitra email
hop phap va email gia mao, hoac cach nhan dién
cac phﬁn mém doc hai duge cai vao may tinh.
Cac bai hoc vé phf?m mém diét virus, cong cu
bao mat, va phuong phdp ma hoa thong tin cling
s& dugc dua vao giang day dé sinh vién c6 thé
tu bao vé hé théng ctia minh va té chirc ma ho
1am viéc. Nhitng kién thirc nay s& khong chi gitp
sinh vién bao vé tai khoan ca nhan ma con 13 nén
tang dé ho c6 thé giup dd cong dong trong cac
tinh huéng an ninh mang.

2.3. Giai phap tang cwong gido duc an ninh
phi truyén thong cho sinh vién cac trudng Pai
hoc, Cao ding hién nay

Gido duc an ninh phi truyén théng cho sinh
vién 14 mot nhu cau cap thiét dé giup sinh vién
nhan thic dang din vé nhitng nguy co ndy va
trang bi nhitng k¥ ning can thiét && ddi pho hiéu
qua. Bé cong tac gido duc dat két qua tt can:

Ndng cao nhdn thirc cho doi ngii can bo lanh
dao, quan ly va doi ngii giang vién tham gia giang
day tai cdc co so giao duc dai hoc, cao dcfng.

Truée hét, can bo lanh dao va quan 1y nha
truong can nhan thirc day da vé vai tro va tim quan
trong ctia gido duc an ninh phi truyén thong trong
dao tao dai hoc. Ho khong chi chiu trach nhiém
xay dung chién luoc, hoach dinh chinh sach, ma
con phai dam béo viée trién khai cac chuong trinh
giang day va hoat dong gido duc vé an ninh phi
truyén théng mot cach hiéu qua. Poi hoi doi ngii
can bo, giang vién phai c6 hiéu biét su sic vé cac
van d& an ninh phi truyén théng nhu bién d6i khi
hau, an ninh mang, dich bénh, td1 pham cong ngh¢
cao, to chirc khiing bd, an ninh luong thye, an ninh
nang luong va céac méi de doa khac dbi véi su 6n
dinh va phat trién bén vimng cia dat nude.

Tang cuong doi méi phwong phdp giang day,
da dang hoa hinh thuc 16 chirc hoat dong gido duc
an ninh phi truyén théng cho sinh vién

Viée d6i méi phuong phép giang day va hoc
tap theo hudng tich cuc 1a giai phap quan trong
dé nang cao nang lyc va k§ nang su pham cho doi
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ngil giang vién, giang vién, nhu dugc nhan manh
trong Nghi quyét 29. Pic trung ctia ctia hoat dong
d6i méi phuong phép trong cong tac ting cudng
gido duc an ninh phi truyén thng 1a sy két hop
giita 1y thuyét va thuc hanh, ddy manh thoi gian
nghién curu, tu hoc, tham quan thuc té dé sinh vién
¢ thé nim bat va van dung kién thirc vao thuc
tién. Sau khi tiép nhén kién thirc, sinh vién can
phai biét tmg dung nhiing kién thirc d6 trong thuc
té. Do do, viéc giang day can tap trung vao phat
trién toan dién nang luc thuc hanh, khong chi cht
trong dén tri tué ma con cha trong dén kha ning
giai quyét cac van dé thyc té, d6i mat véi cac tinh
hudng nghé nghiép. Can giam bét thoi gian hoc 1y
thuyét, thay vao d6 tang thoi gian cho nghién ciru,
tu hoc, tham quan thyc té, dé phat trién toan dién
nang luc va pham chit cta ngudi hoc. Piéu nay
s& khuyén khich sy tich cuc, chu dong, sang tao,
d6ng thoi boi dudng phuong phap tu hoc, sy himg
th hoc tap, k¥ nang hop tac, lam viéc nhom, va
kha nang tu duy doc lap.

Néng cao nhdn thire cho sinh vién vé cic moi
de doa vé an ninh phi truyén thong & Viét Nam
hién nay

Gi4o duc an ninh phi truyén théng cho sinh
vién hién nay dong vai tro quan trong trong vi¢c
d6i pho v6i nhitng thach thirc toan cau ngay cang
phtre tap. Cac van dé nhu toi pham mang, bién
d6i khi hau, khung bd va cac cudc khing hoang
nhan dao khong con 1a van dé cua mot quic gia
ma 14 cta toan thé gioi. Do do, viéc trang bi cho
sinh vién kién thuc viing vang vé cac van dé
nay 1a can thiét dé ho co thé dong gop vao viée
xay dung mdt xa hdi an toan va bén viing. Mot
trong nhirng giai phap quan trong la xay dung
cac chuong trinh dao tao chuyén sdu vé an ninh
phi truyén théng, tir d6 gitp sinh vién hiéu rd
hon vé mbi de doa va phuong thirc dbi pho. Cac
khoa hoc vé an ninh mang, quéan 1y khing hoang
va phat trién bén viing co thé giup sinh vién c6
c4i nhin toan dién va k¥ nang can thiét dé giai
quyét cac tinh huéng thuc té. Bén canh do, viéc
ap dung cong nghé hoc tip truc tuyén va to chirc
cac budi trao ddi qudc té ciing 1a cach dé sinh
vién mé rong kién thire va két ndi véi cong dong
quéc té.
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1. KET LUAN

Tang cudng gido duc an ninh phi truyén thong
cho sinh vién cac truong dai hoc, cao dang 1a mot
nhiém vu cép thiét trong bdi canh hién nay, khi
cac mbi de doa tir khong gian mang, bién d6i khi
hau, khing hoang tai nguyén, va cac van dé an
ninh phi quan sy ngay cang gia tdng. Viéc trang
bi cho sinh vién kién thirc va k¥ ning can thiét dé
nhan dién, phong tranh va d6i phé véi cac nguy
co tiém 4n s& khong chi gitp ho bao vé ban than
ma con gop phan xdy dung mot xa hoi an toan
va bén virng hon. Pé dat duoc muc tiéu nay, can

co su phéi hop chat ché gitta cac co s¢ gido duc,
giang vién, va cdc co quan quan ly trong vi¢c
xdy dung chuong trinh dao tao phu hop, d6i mai
phuong phap giang day, va nang cao nhan thuc
ctia sinh vién vé tdm quan trong ciia an ninh phi
truyén thong. Chi khi gido duc an ninh phi truyén
théng duoc trién khai mot cach toan dién va hiéu
qua, sinh vién méi c6 thé trd thanh nhimng cong
dan toan cau c6 trach nhiém, sin sang ddi mat voi
nhimg thach thic trong méi truong ky thuat sb
va gbp phan bao vé an ninh qudc gia cling nhu an
ninh toan cau.
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