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Tom tit: Gan day, tin dung sw phat trién ciia khoa hoc va cong nghé, tji pham cong nghé cao ngay cang tro nén phic
tap; ddc biét la hanh vi xdm nhdp trdi phép vao cdc mang mdy tinh, mang vién théng hodc thiét bi dién tir ciia ngwoi khdc
(hack). Véi dic diém co tri tué cao va nhdn thire tot, hanh vi tam Iy cua logi toi pham nay rdt da dang va khé nam bat. Do
do, viéc nghzen cieu cac déc diém tam ly tiéu cuee ciia nhitng t9i pham xdm nhdp trai phép vao mang mdy tinh, mang vién

thong hodic thiét b dién tir la hét sirc can thiét. Piéu nay sé la co s¢ cho cong tdc diéu tra va xdc minh, déng gop vao cudc
chién chong téi pham trong thoi dai moi.
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IDENTIFYING SOME NEGATIVE PSYCHOLOGICAL CHARACTERISTICS
OF OFFENDERS WHO ILLEGALLY INTRUDE INTO COMPUTER NETWORKS,
TELECOMMUNICATION NETWORKS, OR ELECTRONIC DEVICES OF
OTHERS TO SERVE PREVENTIVE WORK
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Abstract: In recent times, taking advantage of the development of science and technology, high-tech crime has become
increasingly complex, especially unauthorized intrusion into computer networks, telecommunications networks, or
electronic devices of others (hacking). With the characteristics of having high intellectual capacity and awareness, the
psychological behavior of this type of criminal is extremely diverse and difficult to grasp. Therefore, studying the negative
psychological traits of criminals who illegally access computer networks, telecommunications networks, or electronic
devices is essential. This serves as a foundation for investigation and verification efforts, contributing to the fight against
crime in the new era.
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I. DAT VAN PE

Cudc cach mang 4.0, hay con goi la Cach mang
cong nghiép 4.0, d& cap dén giai doan phat trién
moi trong cong nghé san xuat va quan 1y, voi su
tich hop cua cong nghé sb, Internet of Things
(IoT), tri tue nhan tao (Al) va tuy dong hoa. Mac du
su phat trlen cta cong nghé dem lai nhiéu loi ich
cho cudc sdng nhung né ciing mang kém theo
d6 1a nhitng rui ro va thach thtc, trong dé co
su xuét hién va hoat dong cua to1 pham sir dung
cong ngh¢ cao. Toi pham xam nhap trai phép vao
mang may tinh, mang vién thong hodc phuong
tién dién tir cia nguoi khac 1a loai tdi pham co
nhimng dic trung co ban nhit cia toi pham sir
dung cong ngh¢ cao.

Thong ké nam 2024, ¢ Viét Nam da phat hién
83 chién dich tan cong mang tr 45 nhom tin tdc
trong nudc va qudc té (ting 30% so v4i nim 2023)
v6i gan hon 5000 chi ddu xAm nhap nhim vao hé
thong thong tin trong yéu. Cac ddi twong thuc hién
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hanh vi xam nhép trai phép vao mang may tinh,
mang vién thong hodc phuong tién dién tir cua
ngudi khac thuong 4n danh, khé phat hién d6i
tuong cu thé. Pac diém nhan cach, nhan thic
va xu huéng hanh vi ciia cac ddi tuong hacker
thuong kho nam bit, gay kho khan cho viéc phong
ngira, phat hién va dau tranh vé6i nhimg d6i tuong
pham t6i loai nay. Diéu nay dat ra yéu cau can
phai nghlen ctru, khai quat cac dic diém tam ly
ctia cac ddi tuong nay phuc vu cho cac mat cong
tac thyuc tién cling nhu b sung cac van dé 1y luan
c6 lién quan.

Bai viét nghién ctru cac biéu hién tam 1y tiéu
cuc cua t0i pham xam nhap trai phép vao mang
may tinh, mang vién thong, nghién ctru tir 30
truong hop cu thé duge ghi nhan tir nim 2018
dén 2024. Trén co s6 do, bai viét dé xuét mot $6
giai phap nham phong ngira, d4u tranh véi loai toi
pham nay trong tinh hinh hién nay.
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IL. NOI DUNG NGHIEN CUU

2.1. Nhén thirc co ban vé tam Iy tdi pham x4dm
nhap trai phép vao mang may tinh, mang vién
thong hoac phwong tién dién tir ctia nguwoi khac

Trén thé gidi va & Viét Nam c6 nhiéu cach phan
loai cac hanh vi xam nhap trai phép vao mang may
tinh, mang vién thong ... Pho bién hién nay la 4
hinh thirc hacking co ban, bao gébm: Xam nhap
(vat ly va phi vat ly), Ky ngh¢ xa hoi (gui tép tin
c6 gan ma doc dé lam thay d6i hodc chiém quyén
kiém soat tai khoan); Tn cong thay ddi giao dién;
Ttr chdi dich vu (DoS) va tir chdi dich vu phén tan
(DDoS). Phuong thirc thii doan ctia cac d6i tuong
hacker ngay mot tinh vi hon, hacker c6 thé

Trong nghién ctru tam 1y hoc ca nhan, c6 nhiéu
quan diém va phuong phap phan tich khac nhau
vé dic diém tam ly. Tam ly con nguoi dugce hiéu
1a cac hién tuong tinh than dién ra trong dau 6c
con ngu:cn dugc hinh thanh thong qua hoat dong
va giao tiép, dong thot dugc boe 16 va diéu chinh
toan by hoat dong & mdi c4 nhan. Dac diém tam ly
c4 nhan 13 t6 hop nhitng nhimg nét riéng biét, dic
trung riéng phan anh sy khac nhau trén phuong
dién tam ly gilra c4 nhan nay véi ca nhan khac,
nhém ngudi nay véi nhom nguoi khac. Piac diém
tam ly co thé duoc nhan dién theo cac thudc tinh
tam 1y trong nhan cach ca nhan, bao gém: xu
hudéng (nhu cau, dong co, hting thu, niém tin, thé
gidi quan, 1y tuong, dinh hudng gia tri), tinh cach,
nang lyc, khi _chét; hodc ¢6 thé duoc phan tich
theo cac dic diém vé nhan thire, xtic cam, hanh vi,
trang thai tim 1y va dién bién tam l1y.

Bai viét tap trung phan tich mot sé dic diém
tam 1y ti€u cuc cua to1 pham xam nhdp trai phép
vao mang may tinh, mang vién thong hoic phuong
tién dién tir ciia nguoi khac. Cu thé, nghién ctru s¢
lam rd cac biéu hién lién quan dén nhan thuec, tri
tug, cdm xuc, y chi, xu huéng ca nhan, nhu cau,
dong co hanh vi, tinh cach va nang luc... Viéc
xem xét nhitng dic diém tdm 1y nay c6 y nghia
quan trong trong viéc xay dung cac bién phap
phong ngtra, phat hién va xtr Iy hi¢u qua loai toi
pham nay trong bdi canh hién nay.

2.2. Thyc trang dac diém tam 1y t01 pham xam
nhép trai phép vao mang may tinh, mang vién
thong hodc phuong tién dién tir ctia nguoi khac.

Qua nghién ctru 30 ddi twong lién quan dén
hoat dong xdm nhép trai phép vao mang may tinh
trén khong gian mang dién hinh, tong hop ¥ kién
ctia 100 can b trinh sat (CBTS) da va dang truc
tiép dau tranh véi loai toi pham nay, c6 thé chi ra
mot sb dic diém tam 1y tiéu cuc cua toi pham loai
nay nhu sau:

Thit nhat, vé nhdn thirc: cac dbi tugng pham toi
lién quan dén hoat dong “xam nhép trai phép vao
mang may tinh, mang vién thong hoic phuong
tién dién tir cia nguoi khac” 1a nhitng nguoi co
trinh d cao, c6 hiéu biét da dang, phong phu &
nhiéu linh vuc cong nghé thong tin va cac ng
dung cong nghé khac. Trong 100 phiéu khao sat,
c6 86 ¥ kién chién sy Cong an dong tinh véi nhan
dinh dic diém tim 1y néu trén (chiém 86%).

Pic diém tam 1y nay thé hién dau tién & nhan
thtre, cac déi twong da phan 1a nhitng nguoi c6
trinh d¢ vé cong nghé thong tin ¢ mirc thanh thao.
Muc tiéu cac d6i tuong hudng téi co thé 1a ca
nhan, t6 chirc, cac doanh nghiép,....Cac dbi tuong
loi dung cac 16 hong tir hé théng bao mat xam
nhap vao danh cip thong tin, pha huy hé thong
cling nhu cac hanh vi pha hoai khac gay ra hau
qua nghiém trong.

Vé dic diém nhan than, da sb cac ddi tuong
& trong d6 tudi tir 15-30 tudi (chiém 80% s doi
tuong). V& nghé nghiép, phan 16n cac ddi tuong
hoat trong linh vyc cong nghé thong tin, mot sd
d6i twong 1a sinh vién, hién dang hoc tép tai cac
truong dai hoc, s6 con lai khong co6 nghé nghi¢p
6n dinh, c6 dam mé tim hiéu vé cong nghé. Hau
hét cac ddi tuong déu biét rd, nhan thirc duoc hanh
vi pham tdi ciia minh nhung c6 sy han ché hodc
khong luong trudc duge hdu qua va hinh phat s€
phai chiu trudc phap luat. Trong mot s trudng
hop nhat dinh, cac ddi twong da nhan thirc duoc ca
hai van dé nhiing vi muén thoa méan duoc nhu cau,
lot ich ca nhan nén van ¢6 tinh vi pham phap lut.

Thit hai, vé dong co hoat dong: cac ddi tugng
pham xam nhap trai phép vao mang may tinh,
mang vién thong hoic phuong tién dién tir cua
ngudi khac voi nhiéu dong co khac nhau. C6
nhitng d6i tugng thyc hién hanh vi dé thoa mén
tri t0 mo, c¢6 nhiing ddi tuong thuc hién vi muc
dich théa man cai t6i, khang dinh ning luc, kha
nang cua ban than. Tuy vay, da phan cac doi tuong
c6 dong co gan lién voi nhu cau vu loi vat chit.
Nhiéu dbi tuong dugc tra tién dé thuc hién hanh
vi, hodc hop tac véi céac dbi tuong Itra ddo xam
nhdp danh cép thong tin ca nhan, loi dung danh
tinh c4 nhan ngudi khac dé lira ddo, chiém doat tai
san clia cac nan nhan. Dic diém nay chiém phan
16n ¢ d6i tuong lién quan dén hoat dong pham
xam nhap trai phép vao mang may tinh, mang
vién thong hodc phuong tién dién tir cia nguoi
khac duoc khao sat (25/30, chiém 83.3%). Cac
can b, chién sy cong an duoc khio sat danh gia
day la mét trong nhirng dong co pho bién nhét ctia
loai toi pham nay. Ngoai ra, mot s it ddi tuong
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c6 dong co chinh tri, thyc hién muyc ti€u chinh tri,
tinh bdo nhu bdi nho c4 nhan, thu thap thong tin
doi tu, bi mat cua can bg, cong chirc hodc ngudi
¢6 chitc vu nham truc 1oi... Mot s6 vu viée dugc
ghi nhan c6 dong co xuat phat tir nhitng mau thuan
ctia cac nhom hackers mudn thuc hién hanh vi dé
khang dinh tam anh huéng cia nhém minh khi d6i
dau véi cac nhom hackers khac.

Su hinh thanh dong co pham t)i xuét phat tir cac
nhu cau ca nhan. Cac dbi tuong thuc hién hanh vi
pham td1 xam nhap trai phép vao phuong tién dién
tr, mang mdy tinh thuong la nhitng nguoi hoat
dong trong Iinh vuc cong nghé¢, cd hiéu biét, thanh
thao cac thao tac vé cong nghé thong tin. Do do,
cac dbi tuong c6 thé sir dung nhitng phuong thirc
thu doan vo cung tinh vi va phue tap, loi dung cac
16 hong bao mat, su thiéu hiéu biét vé cong nghé
thong tin ciling nhu sy chu quan cua nguoi dung
dé thuc hién hanh vi hacking véi nhiéu muc dich
khéc nhau.

Thir ba, vé dinh huéng gid tri: cac d6i tuong
lién quan dén hoat dong “xam nhép trai phép vao
mang may tinh, mang vién thong hoic phuwong
tién dién tir ctia ngudi khac” thuong dé cao gia
tr1, 1g1 ich cua ban than hon céc gia tri, 1o ich cuia
x4 hoi. bic diém nay duogc can bo, chién sy Cong
an danh gid xuét hién & 26/30(86,66%) dbi twong
nay. Trong hé gia tri ctia cac ddi tuong, ho hoat
dong vi ban than cta ho nhiéu hon 1a vi su phat
trién ctia xa hoi dan dén nhitng suy nghi tiéu cyc,
vi nhitng loi ich truéc mit.

Thir tu, vé tinh cdch: bén canh nhimng dic diém
riéng gin véi timg ca nhan, qua nghién ctru, khao
sat cho thdy cac ddi tugng lién quan hoat dong
“xam nhap trai phép vao mang may tinh, mang
vién thong hodc phuong tién dién tir ctia nguoi
khéac” boc 16 mét sd tinh cach gay kho khan cho
cong tac ddu tranh: c6 kién thic vé cong nghé
thong tin, than trong, canh gidc. Qua khao sat cho
thdy co (17/30, chiém 56,66%) d6i tuong boc 16
tinh cach nay. Voi phan 16n 1a ‘nhling nguoi ¢o
trinh d6 cao Ve cong nghé cac dbi tugng cho thiy
sy hiéu biét vé cong nghé sir dung cac phuong
thire thu doan tinh vi, phtc tap dé x6a diu vét
danh lac hudng gy kho khin trong qua trinh diéu
tra. V& kiéu loai tinh cach, cac nhan dinh cua can
bo trinh sat, diéu tra vién déu cho réng kiéu loai
tinh cach cua hacker thugoc nhom hudng noi, 16i
sdng khép kin, it giao tiép xa hoi va nhit nhat
trong tng xtr x4 hoi (26/30, chiém 86,66%).

Tha nidm, vé mat tinh cam: trong cudc séng
hang ngay, bao gébm ca mdi quan hé véi gia dinh
va nguoi than, nhitng ngudi pham tdi lién quan
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dén hoat dong “xam nhép trai phép vao mang may
tinh, mang vién thong hodc phuong tién dién tir
ctia nguoi khac” thuong duy tri mét thai do can
bang, kiém soat t6t cam xtc cua minh. Dbi voi
ho, gia dinh dong vai tro quan trong, chi phbi t&i
doi séng tinh cam ca nhan cta ho. Ho thé hién su
hop tac va khai bao nhanh chong khi duogc yéu
cau hop tac trong diéu tra, nhung cac ban khai
thuong thé hién su khong trung thuc va mau thuan
qua thoi gian dau tranh. Theo két qua khao sat, c6
15/30 (50%) ddi tugng lién quan dén hacker cho
thdy ddc diém tam 1y nay, mic du mic do biéu
hién & nhiéu mirc 46 khéc nhau.

2.3 Mt s6 lvu y trong phong ngira toi pham
xAm nhAp trai phép vio mang may tinh, mang vién
thong hoac phwong tién dién tir ciia ngwoi khac

Poi tuong s& gia ting sit dung nén tang sd,
mang xa hoi, tich cuc khai thac tiém ning cua
khong gian mang dé xay dung mang ludi “lira
dao” trén khong gian mang. Cac d6i twong nip
bong dudi nhitng cong ty tai chinh, tao ra cac ung
dung cho vay, gia danh cac tong dai vién thong,
ngan hang,... dé dua ra nhiing hinh thirc quang
cdo, 101 chao moi hép dan, cac thao tac, thu tuc
don gian, giai ngan nhanh chéng,... nham danh
vao tam 1y nguoi dan. Moi truong mang 1a diéu
kién thuan loi dé toi pham c6 thé thyc hién cac
thii doan tinh vi, chiém doat thong tin ciia cong
dan v&i muc dich vu loi . Do do, dé nang cao hi¢u
qua cong tac phong ngtra t0i pham xam nhap trai
phép vao mang may tinh, mang vién thong hoic
phuong tién dién tir ciia nguoi khac, can chi y
mot s6 ndi dung sau day:

Mot la, cac co quan chire nang can ddy manh
cong tac tuyén truyen d6i méi ndi dung hinh
thire tuyén truyén, két hop giita cac phuong tién,
bién phap truyén thong véi cac kénh tuong tac
m&i nhu mang xa hoi, bao dién tir, dién dan trén
mang vé cac phuong thure, thu doan hoat dong ctia
t6i pham dé nang cao nhan thirc trong nhén dan,
phong ngtra, ngan chén t61 pham. Té chirc tuyén
truyén cho nguoi dan nhiing kién thic co ban vé
bao vé thong tin c& nhan khi truy cap trén khong
gian mang; khi bi cac dbi tuong goi dién de doa,
quay roi, xuyén tac, vu khong, xuc pham danh dy
nhan pham, hoic c6 nhimg dau hiéu gia danh cac
t6 chtrc chinh théng nhu nha dai, ngan hang ...
can khai béo véi co quan cong an noi gan nhat dé
xtr 1y theo quy dinh. Dé chu dong phong ngira loai
t6i pham nay, can phai bit ddu ngay tir thay doi
nhan thirc ctia ngudi dan — nhitng nan nhan tiém
nang. Khi ngudi dan da nang cao nhan thic vé
trach nhiém cong dan, trach nhiém cua ban than
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minh, ho s& tu giac va kip thoi tb giac t01 pham,
cung cap cac thong tin cho co quan chirc ning,
g6p phan giit gin, dam bao trat ty an toan xa hoi.

Hai la, cic co quan chitc ning can tham muu
voi Bang, Nha nudce hoan thién cac quy dinh phap
luat, tao dung h¢ thong phap lut vé bao mat mang
may tinh, mang vién thong hodc phuong tién dién
tar. Theo do, tap trung ra soat h¢ thong phap luét
hién hanh, phat hién nhitng so ho bat cap dé tham
muu dé xuét xay dung, stra ddi, ban hanh cac
quy dinh gop phan quan 1y chat ché va nang cao
hiéu qua cong tac phong ngira, dau tranh xir ly
cac loai toi pham sir dung cong ngh¢ cao; nghién
clru, danh gia stra d6i, bo sung 1y luan vé toi pham
noi1 chung va to1 pham sur dung cong nghé cao noi
riéng. Ngoai ra, can tao ra nhirng t chire, co quan
c6 chuc nang, nhiém vu bdo v¢ thong tin, dir licu
ca nhén cua cong dan Viét Nam trén khong gian
mang, xur Iy sy ¢d trudc cac cude tin cong nham
vao nguoi ding mang xa hoi, cac trang web ciia to
chure, doanh nghiép,...

Ba la, nang cao hiéu qua cong tac phdi hop
trong phong, chong t6i pham xam nhap trai phép
vao mang may tinh, mang vién théng hoic phuwong
tién dién tor cua nguoi khac gitra cac don vi, dia
phuong, nhit 13 trong cong tac chia sé thong tin,
phéi hop x4c minh, thu thap thong tin, tai liéu phuc
vu cong tac dAu tranh, xr 1y v6i loai toi pham nay.
Mbéi don vi, dia phuong déu déng mot vai tro quan
trong trong dau tranh phong chong toi pham noi
chung va t6i pham lién quan dén cong nghé cao
no6i riéng. Céc luc lugng nhu Cyc An ninh mang
va phong, chdng t6i pham sir dung céng nghé cao
( A05), phong PAO5 cac tinh thanh can thé hién
chu dong vai tro chu tri, hudng dan trong cong
tac ddu tranh véi cac loai to1 pham cong nghé.
Vay nén, cac chu thé can ting cuong ph01 hop
dé c6 thé trao ddi, chi rd nguyén nhan, diéu kién
ndy sinh t0i pham, phat hién t0i pham cling nhu
phat huy hon nira hiéu qua trong hoat dong phong
ngua tdi pham xam nhap trai phép vao mang may
tinh, mang vién thong hodc phuong tién dién tir
cua nguoi khéac.

Bon la, luc luong Cong an can trién khai manh
mée, quyét liét cac bién phap nghiép vu, nim tinh
hinh cac vy, viéc lién quan dén hoat dong xam
nhap trai phép trén khong gian mang. Luc luong
Cong an can chi dong nim tinh hinh, thu thap
thong tin cac trang web, tng dung (app) c6 dau
hiéu vi pham phép luat trén khong gian mang;
nam tinh hinh, thu thap, phdi hop xir 1y cac thué
bao dién thoai c6 ddu hiéu phuc vu hoat dong
Itra ddo, gia mao; ting cudng nam tinh hinh vé
cac hoi nhom Zalo, Facebook, Weibo, Telegram,
Deepweb... lién quan dén hoat dong mua ban trai
phép thong tin ca nhan nguoi dung ; nam tinh
hinh, ngan chén xur ly cac cong trung gian thanh
toan trai phép, dich vu chuyén tién trai phep tai
dia phuong phuc vu hoat dong rira tién cia toi
pham cong nghé cao.

Nam 13, nang cao hiéu qua cong tac tiép nhan
tin bao, td giac ctia nhan dan, d6i méi hinh thirc
tiép nhan tin béo td gidc toi pham. Thu thap, tong
hop thong tin vé cac vu viée tan cong mang, xam
nhap trai phép vao cac thiét bi dién tir, vién thong
cua nguoi bi hai, cdc phuong thtrc, thi doan, cong
cu ma cac d6i tugng str dung dé thuc hién cudc
tan cong mang... va cac thong tin lién quan khac
néu co. Trén co so tai liéu thu thap dugc, néu xac
dinh c6 d4u hiéu toi pham thi tién hanh tap trung
luc lwong dau tranh, diéu tra kham pha nhanh cac
vu 4n; phdi hop vdi Vién kiém sat nhan dén, Toa
an nhén dan cac cap truy to, xét xtr luu dong mot
s6 vu 4an diém lién quan dén t6i pham nay dé ran
de, phong ngtra chung.

III. KET LUAN

Nhan dién dung cac dac diém tam 1y tiéu cuc &
t01 pham xam nhép trai phép vao mang may tinh,
mang vién thong hodc phuong tién dién tir cua
nguoi khac c6 y nghia quan trong, 1a co so cho
cong tac diéu tra, xac minh t6i pham, gop phan
nang cao hi€u qua cong tdc phong ngtra cac loai
t61 pham noi chung va toi pham lién quan dén sir
dung cong nghé cao trén khong gian mang noi
riéng trong tinh hinh hi¢n nay.
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