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Tom tit: Bai bdo nay trinh bay viéc thiét ké va trién khai mé hinh IoTuwg dung trén tu ATS (Automatic Transfer Swztch—
tu chuyen mach tw d‘ong) vOi muc tiéu nang cao kha néng gidm sat, diéu khién tiv xa, va téi wu héa vin hanh thyc té. Hé
théng dwoc thiét ké nham ddp vmg yéu cdu linh hoat trong cdc méi trong cong nghiép hién dai, dong thoi tich hop cdc
cong nghé IoT tién tién va giao thirc mang dé cdi thién kha ndng quan Iy ndng heong, dam bdo an todn va tiét kiém chi phi.
Mo hinh khong chi phuc vu muc dich dao tao ky thudt ma con mang lgi gia tri ung dung thuc tién cao trong linh vuc cong
nghiép va nang liong.
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DESIGN AND IMPLEMENTATION OF AN 10T SYSTEM FOR MONITORING AND
CONTROLLING ELECTRICAL LOADS THROUGH AN ATS CABINET
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Abstract: This article presents the design and implementation of an loT model applied on the ATS (Automatic Transfer
Switch) cabinet, with the goal of improving the ability to monitor, control remotely, and optimize actual operations. The
system is designed to meet the flexible demands of modern industrial environments, integrating advanced loT technologies
and network protocols to enhance energy management, ensure safety, and reduce costs. The model not only serves as a
technical training tool but also delivers significant practical value in the industrial and energy sectors.
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I. PAT VAN DE

Internet of Things (IoT), hay Internet van vét,
13 mot mang ludi két ndi cac thiét bi vat Iy - tir dd
gia dung thong minh dén cam bién cong nghiép -
v6i internet. Cac thiét bj nay c6 kha ning thu thap
va trao doi dit liéu, cho phép chiing tuong tac voi
nhau, voi nguoi dung va voi cac hé thong khéc (2,
3]. Trong bdi canh cong nghiép hoa va su phat trién
cua cac cong ngh¢ IoT, viéc ap dung IoT vao céc
hé théng quan 1y va dleu khlen nang lugng da trd
thanh mot xu hudng tat yéu trong cic tmg dung
cong nghiép hién dai. Tu ATS (Automatic Transfer
Switch- ti chuyén mach ty dong) dong vai trd quan
trong trong viéc tu ddng chuyén ngudn va dam bao
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cung cap ning lugng 6n dinh, tuy nhién, nhu cau
gidm sat, quan 1y va diéu khién ta ATS tir xa van
con 1a mot thach thirc 16n trong bdi canh hién tai.

Nhan thiy tim quan trong ctia van dé nay, tac
gia thiét ké va xay dung mot mo hinh hoc tap loT
mg dung tryc tiép trén ti ATS, nham ning cao
hi€u qua dao tao va kha nang img dung trong cong
nghi€p. Vi€c tich hop IoT vao tu ATS khong chi
hd trg quan ly va giam sat phu tai tor xa ma con
dap tng nhu cau toi wu hoa van hanh hé thong
dién trong cadc moi truong cong nghiép hién dai.

II. NOI DUNG NGHIEN CUU

2.1. Giai phap xay dung mo hinh
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Hinh 2.1. So do két noi IoT gidm sat va quan 1y ti ATS tir xa.
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Dé giam sat v6i diéu khién phu tai qua ti ATS,
mod hinh duoc thiét ké nhu hinh 2.1. Giai phap
nay str dung VPS (Virtual Private Server) lam nén
tang IoT Cloud, két ndi v6i IoT Gateway dé thu
thap dit liéu vé thong s6 ngudn dién tir dau ra ciia
ta ATS. Nho d6, nguoi ding co6 thé giam sat trang
thai van hanh cua ti ATS va cac thong s6 ngudn
dién, dong thoi quan 1y niang lugng sir dung mot
cach hi¢u qua va thuan tién tur xa thong qua dién
thoai hodc may tinh.

a) Cdc thanh phin ciia hé thong

M0 hinh hoc tép IoT tng dung cho tu ATS bao
gdm cac thanh phan chinh sau:

- ATS (Automatic Transfer Switch): Doéng
vai tro chuyén d6i ty dong giita cic ngudn dién
(Ngudn A va Nguon B) dé dam bao cung cép dién
lién tuc cho tai.

- B do thong s6 ngudn: Puoc két ni truc tiép
v6i th ATS dé thu thap céc thong sd quan trong
cla nguén dién (dién ap, dong di¢n, cong suét...).

- IoT Gateway: Pong vai trd cau ndi, nhan
dir liéu tir bd do thong sb ngudn qua giao thirc
Modbus RTU, sau d6 chuyén ddi va truyén dir liéu
nay 1én IoT Cloud qua giao thitc MQTT.

- IoT Cloud: La nén ting dam may noi dir liéu
tu [oT Gateway dugc luu trir, xur ly va quan ly.
IoT Cloud cung cap giao dién quan 1y, giam sat hé
thong thong qua méi truong Internet.

- Nguoi ding (Thiét bi giam sét tir xa): Ngudi
ding co6 thé giam st trang thai van hanh cua ti

Hinh 2.2. Tich hop bé do théng sé nguon
cho ti ATS tw dong.

ATS va thong sd ngudn tir xa thong qua trinh
duyét Web.

- Giao thirc truyén thong:

Modbus RTU: Pugc st dung dé truyén dir liéu
giita bo do thong s6 ngudn va IoT Gateway.

MQTT: Giao thirc nay thyc hién truyén dit liéu
tu [oT Gateway 1én [oT Cloud.

b) Nguyén ly hoat dong

Heé thong hoat dong bang cach ldy ngudn dién
tir Nguon A va Ngudn B, duoc quan 1y qua tit ATS
dé dam bao cung cip dién lién tuc. Bo do thong
s6 nguon két ndi tryuc tiép véi ti ATS dé thu thap
cac thong sd nhu dién ap, dong dién va cac chi sd
ngudn khac. Dit liéu thu thip duogc s& dugc truyén
toi lIoT Gateway thong qua giao thitc Modbus
RTU. Tai day, loT Gateway xtr ly va guri dir lidu
lén nén tang IoT Cloud bang giao thirc MQTT.
Ngudi ding co thé d& dang giam sat thong s6 ATS
tir xa thong qua internet qua giao thuec http.

2.2. Xay dung chirc ning thu thip thong sb
nguﬁn cho tu ATS

a) Gidi phap xdy dung chirc nang thu thdp
thong so nguon

Tu ATS duoc tich hop bo do thong sé ngudn
nham gidm sat va thu thip dir li¢u vé cac thong s
dién nhu dién & ap, dong dién, cong sut, va tan sb
tur nguon cung cip, ciu trac va cac thiét bi trong
t0 thé hlen trén hinh 2.2. B6 do nay duoc két ndi
tryc tlep véi ta ATS, glup cung cap thong tin chi
tiét vé tinh trang ngudn dién.
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Hinh 2.3. Lueu d6 thudt todn gidm sdt théng sé
nguon va tich hop loT Gateway.
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Thong qua giao thirc Modbus RTU, dit li¢u do
dugc tir bo do thong sb ngudn duoc truyén dén
IoT Gateway. loT Gateway dong vai tro trung
gian, nhan dir liéu tr bo do, xtr ly va truyén tiép
1én nén tang IoT Cloud hodc hé théng giam sat tir
xa. Nho d6, ngudi ding c6 thé theo dbi cac thong
s6 ngudn va trang thai van hanh cta hé thdng tir
xa. Luru d6 thuat toan giam sat thong sb ngudn va

tich hop IoT Gateway thé hién trén hinh 2.3.

b) Ché tao lip rdp phén cirng cho mé hinh
thuc hanh IoT trén tu ATS

Cin ctr vao giai phap da dé xuit, ta ATS duoc
tich hop cac thanh phan IoT nham giam sat va thu
thap thong s6 ngudn dién, qua trinh ché tao ti ATS
d3 duogc thyc hién theo dung yéu cau thiét ké va
cac chure nang cua gidi phap (hinh 2.4).

Hinh 2.4. Ché tao ldp rdp phan cimg cho mé hinh thiee hanh IoT trén ti ATS.

2.3. Thiét ké giao dién IoT

Hé théng duoc trién khai dua trén nén tang
VPS chay h¢ diéu hanh CentOS dé tao ra mot
modi truong IoT Cloud. VPS dong vai tro nhu mét

trung tam luu trir va xu 1y dir liéu, ddm bao hiu
nang 6n dinh va kha ning mo rong theo nhu cau
st dung. So d6 cu triic cua IoT Cloud xay dung
trén VPS thé hién trén hinh 2.5
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Hinh 2.5. So' dé cdu triic ciia IoT Cloud xdy dung trén VPS.

Trén VPS, thanh phan chinh 1a MQTT Broker,
duoc sir dung dé quan 1y giao tiép giira cac thiét
bi [oT thong qua giao thtc MQTT. MySQL dugc
tich hop 1am co s¢ dir li¢u, dong vai tro luu trix
cac thong sb ngudn dién duoc giri 1én tir ToT
Gageway, hd tro nguoi dung truy xudt va phan
tich dit liéu mot cach dé dang.

Ngoai ra, hé théng con sir dung Express, mot
module linh hoat trén nén tang NodeJS, dé xay
dung dashboard thong qua ciac APIL, st dung
HTML va CSS nhdm hd tro viéc diéu khién va
giam sat.
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Hé théng giam sat thong sb ta ATS tu dong
dugc xay dung voi nén tang Node.js, st dung
Express dé lam may chu web va doc dir li¢u tu
co s¢ dir ligu MySQL. Dir liéu tr MySQL duogc
xtr 1y va truyén tai qua Express dé hién thi trén
giao dién nguodi dung thong qua cac trang HTML
dong. Giao dién tryc quan cho phép nguoi dung
theo di cac théng sb quan trong cua ti ATS, nhu
dién ap, dong dién, cong suat va tan sd, gitip quan
Iy va giam sat hé théng mot cach d& dang. Giao
dién IoT giam sat di liéu ta ATS ty dong thé hién
trén hinh 2.6.
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Hinh 2.6. Giao dién loT giam sat dir lieu tu ATS tw dong.

Sau khi hoan thién viéc xay dung va thiét ké
giao dién IoT, nguoi dung chi can truy cap vao tén
mién duoc gan cho dia chi IP ciia VPS dé dé dang
giam sat toan bo thong s6 hoat dong cua hé thong.
Qua trinh thyc hién bao gdm cac budc sau:

Budc 1: Cap ngudn cho ta ATS, dam bao hé
thong sin sang van hanh.

Budc 2: Kiém tra hoat dong ctia ngudn diéu
khién ATS va xac minh rang ngudn cip 24VDC
cho bd IoT Gateway hoat dong 6n dinh.

Budc 3: Khi hé théng bat dau lam viéc, truy
cap vao giao dién IoT thong qua tén mién di gan
cho VPS dé kiém tra cac chi s do dac tir IoT c6
dugc hién thi day du va chinh xac hay khong.

Két qua: Qua cic budc thuc hién trén, hé
thong IoT giam sat thong s ctia ti ATS hoat dong
chinh x4c nhu hinh 2.6, dam bao cac yéu cau ky

thuat va an toan van hanh. Giao dién tryc quan
va dé sir dung gitp ngudi dung giam sat hiéu qua
va nhanh choéng, dap tng tot nhu cau quan 1y hé
thong ty dong chuyén d6i ngudn.

I1I. KET LUAN

Bai viét da trinh bay viéc xdy dung mdot md hinh
hoc tap ToT tmg dung cho ti ATS nhiam muc tiéu
nghién clru va giang day trong linh vyuc tu dong hoa.
M0 hinh khong chi dam bdo tinh linh hoat va chinh
xac trong viéc theo ddi va diéu khién cac thong sd
ngudn ma con gitip giam thiéu chi phi va toi wu hoa
thoi gian nghién ctru. Pong thoi, viée tich hop cong
nghé ToT vao tii ATS da chimg minh duoc tiém ning
ung dung cao cta cong ngh¢ nay trong gido duc va
thyc tién cong nghiép. Hé thong cho thdy kha ning
két ndi va xir Iy dit lidu dang tin cay, hd tro dic luc cho
viée nghién ctru cac giai phap tu dong hoa tién tién.
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